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NTRU Cryptosystem: Recent Developments and
Emerging Mathematical Problems in Finite
Polynomial Rings
Ron Steinfeld

Abstract. The NTRU public-key cryptosystem, proposed in 1996 by Hoffstein, Pipher and
Silverman, is a fast and practical alternative to classical schemes based on factorization or
discrete logarithms. In contrast to the latter schemes, it offers quasi-optimal asymptotic efficiency and conjectured security against quantum computing attacks. The scheme is defined
over finite polynomial rings, and its security analysis involves the study of natural statistical
and computational problems defined over these rings.
We survey several recent developments in both the security analysis and in the applications of NTRU and its variants, within the broader field of lattice-based cryptography. These
developments include a provable relation between the security of NTRU and the computational hardness of worst-case instances of certain lattice problems, and the construction of
fully homomorphic and multilinear cryptographic algorithms. In the process, we identify the
underlying statistical and computational problems in finite rings.
Keywords. NTRU Cryptosystem, lattice-based cryptography, fully homomorphic encryption,
multilinear maps.
AMS classification. 68Q17, 68Q87, 68Q12, 11T55, 11T71, 11T22.

1 Introduction
The NTRU public-key cryptosystem has attracted much attention by the cryptographic
community since its introduction in 1996 by Hoffstein, Pipher and Silverman [32,
33]. Unlike more classical public-key cryptosystems based on the hardness of integer
factorisation or the discrete logarithm over finite fields and elliptic curves, NTRU is
based on the hardness of finding ‘small’ solutions to systems of linear equations over
polynomial rings, and as a consequence is closely related to geometric problems on
certain classes of high-dimensional Euclidean lattices. From a practical point of view,
the distinguishing feature of NTRU compared with classical systems, has mainly been
its very high speed of encryption and decryption operations for practical security levels
under best known attacks, being faster than classical systems by 2 or more orders of
magnitude. This highly attractive feature has led to the inclusion of NTRU in the
The author was supported by an Australian Research Fellowship (ARF) from the Australian Research
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IEEE P1363 industry standard for cryptography [36]. It is also often considered as the
most viable ‘post-quantum’ public-key encryption due to its conjectured resistance to
attack by quantum computers (see, e.g., [58]), whereas classical systems have been
shown [70] to be insecure in the presence of quantum computing.
In this survey, we focus on recent exciting developments in both the security analysis and applications of NTRU, that we believe should make the NTRU system even
more attractive for study and development in future than the above ‘traditional’ reasons, and suggest new motivation and directions for studying NTRU’s mathematical
underpinnings.
In terms of security of NTRU, one of the troubling issues since its introduction, has
been a lack of confidence in the hardness of its underlying computational problems.
We review the computational/statistical problems underlying NTRU’s security, and a
recent result of Stehlé and Steinfeld [71, 72], that shows a variant of NTRU whose security can be proved based on the worst-case quantum hardness of natural lattice problems over the class of ideal lattices defined over certain polynomial rings. Although
the hardness of the latter problem is not guaranteed, the result of [71, 72] shows that
any efficient attack against the NTRU variant implies a significant advance in computational algebraic number theory: an efficient quantum algorithm for the problem of
finding an element of small Euclidean norm in any given ideal of the underlying ring.
In the process of describing this result, we introduce some Fourier analysis tools which
find common use today in the wider field of lattice-based cryptography.
In terms of applications of NTRU, we review two recent novel variants of the NTRU
system, which allow powerful new functionality to be added to the basic cryptosystem. The first application is an NTRU-based Fully Homomorphic Encryption (FHE)
scheme [43], which allows useful computation on encrypted messages, and the second
is a construction for NTRU-based multilinear maps [23] (as simplified by [40]), which
open the door to another class of applications including non-interactive multiparty key
agreement.
There are interesting recent developments related to NTRU that we do not cover
due to space limitations, and we only mention some of them here. The hard problems underlying the NTRU cryptosystem can also be used to design a digital signature
scheme. There is a long ‘design-break-repair’ history behind this scheme, now known
as NTRUSign (see, e.g., [26, 29, 35, 74, 53, 54] and the survey [31]). Recent notable developments in this area include a variant of NTRUSign with a security proof
based on worst-case hardness of lattice problems [72], and an alternative particulary
efficient class of signature schemes [44, 45, 21], the most recent of which [21] is also
based on NTRU-like hardness assumptions, that can be considered a lattice analogue
of Schnorr’s discrete-log based signature scheme [69]. Another recent line of investigation is generalizations of NTRU, that use higher degree algebraic rings to replace the
integer ground ring in NTRU (see, e.g. [37]). We do not attempt in this work to survey
the whole area and history of lattice-based cryptography, but refer the interested reader
instead to the surveys [51, 62] for some starting points.
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The rest of this paper is organized as follows. In Section 2, we introduce some
notation used throughout. After a review of the basic NTRU cryptosystem and its
underlying mathematical problems in Section 3, we survey some central tools in the
Stehlé-Steinfeld security proof for NTRU in Section 4. Beginning with a review of
the underlying Fourier analysis tools in Section 4.2, we explain their application to
analyzing the ‘statistical region’ NTRU key cracking problem in Section 4.3, and then
in Section 4.4 briefly look at how the NTRU ciphertext cracking problem relates to
the now well-known Ring-LWE problem and worst-case lattice problems. Moving
to recent novel applications of NTRU in Section 5, in Section 5.1 we review the homomorphic cryptosystem of López-Alt et al. [43] and its underlying computational
problems, and in Section 5.2 we explain the multilinear maps of Garg et al. [23] and
underlying problems, ending with some concluding remarks in Section 6.

2 Notation and Preliminaries
Notation. We make use of the Landau notations O(·), o(·), ω(·), Ω(·). A function f (n)
is called negligible if f (n) = n−ω(1) , otherwise, if there exists a constant c > 0 such
that f (n) > n−c for infinitely many n, we say that f (n) is non-negligible and write
f (n) = non-neg(n). We write poly(n) to denote a polynomial function of n. We say
that a sequence of events En holds with overwhelming probability if Pr[¬En ] ≤ f (n)
for a negligible function f .
Probability and Algorithms. A probabilistic algorithm is called efficient if its running time is polynomial in its input length (in the cryptographic settings discussed
in this survey, the input length is always polynomial in a security parameter n, and
so one can think of running time and probabilities as all being functions of n). We
write x ←- D to denote that x is a random variable sampled from the probability
distribution D. The effectiveness of an algorithm to distinguish between two probability distributions D0 and D1 is measured by its distinguishing advantage, defined
by | Prx←-D0 [A(x) = 1] − Prx←-D1 [A(x) = 1]|. We say that a decision problem
(parameterized by n) is hard if there does not exist an efficient algorithm for it that
has a non-negligible advantage in n. The statistical distance ∆(D0 ; D1 ) between
def

twoP
distributions D0 , D1 on some countable domain X is defined as ∆(D0 ; D1 ) =
1
·
x∈X |D0 (x) − D1 (x)|, and is extended to a continuous domain X and density
2
R
def
functions ν0 and ν1 on X via ∆(ν0 ; ν1 ) = 21 · X |ν0 (x) − ν1 (x)|dx. We denote by
U (X) the uniform distribution on a finite discrete domain X, or the uniform density
function on X if X is finite and continuous.
Rings. If q is a non-zero integer, we let Zq denote the ring of integers modulo q,
i.e., the set {0, . . . , q − 1} with addition and multiplication modulo q. We sometimes identify Zq with the set of residues reduced into the interval (−q/2, q/2]. For a
ring (R, +, ×), we let R∗ denote the set of invertible elements of R. For the polynomial ring R = Z[x]/(xn + 1), if x, y ∈ R, their product x · y is the polynomial whose
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coefficient vector is given by the vector-matrix product y T · rot(x), where y T ∈ Zn
denotes the coefficient row vector of y and rot(x) is the nega-cyclic n × n matrix with
entries in Z, having the coefficient vector of x on its first row and each additional row
is obtained from the one above it by rotating one position to the right and negating the
leftmost entry. If x ∈ R is an element of a polynomial ring R, we denote by kxk the
Euclidean norm of the coefficient vector of x.
P
Lattices. A (full-rank) lattice is a set of the form L = i≤n Z·bi , where the bi ’s are
linearly independent vectors in Rn . The integer n is called the lattice dimension, and
the bi ’s are called a basis of L. The minimum λ1 (L) (resp. λ∞
1 (L)) is the Euclidean
(resp. infinity) norm of any shortest non-zero vector of L. More generally, we define
the k-th successive minimum λk (L) for any k ≤ n as the smallest r such that L
contains at least k linearly independent vectors of norm ≤ r. The dual lattice of L is
b = {c ∈ Rn : ∀i, hc, bi i ∈ Z}. If B = (bi )i is a basis matrix of L, the
defined as L
P
fundamental parallelepiped of B is the set P(B) = { i≤n ci bi : ci ∈ [0, 1)}. The
volume | det B| of P(B) is an invariant of the lattice L, denoted by det L. The most
famous algorithmic problem on lattices is the Shortest Vector Problem (SVP). Given
a basis of a lattice L, it aims at finding a shortest vector in L \ {0}. It can be relaxed
to an approximate-SVP (approx-SVP) variant γ-SVP by asking for a non-zero vector
that is no longer than γ(n) times a solution to SVP, for a prescribed function γ(·).
It is believed that no subexponential quantum algorithm solves γ-SVP in the worst
case, for any γ that is polynomial in the dimension. The smallest γ which is known to
be achievable in polynomial time is exponential, up to poly-logarithmic factors in the
exponent [41, 68, 52].

3 Review of the NTRU Cryptosystem
3.1 The NTRU Construction
We review the construction of the basic NTRU Public-Key Cryptosystem. We present
it here in a general form, to allow us to easily explain later the difference in instantiation choices between the original cryptosystem [33] and more recent variants [71, 72].
The NTRU system is defined over a polynomial ring R = Z[x]/(φ(x)), for some
polynomial φ(x) ∈ Z[x] of degree n (a typical setting in the original system would take
φ(x) = xn −1 with n = 257). It is determined by a set of parameters (n, q, p, χσ , χρ , χβ ),
having the following interpretation. The parameter n is the degree of the modulus
polynomial φ defining the polynomial ring R. Polynomials p ∈ R and q ∈ R are used
to define the quotient polynomial rings Rq = R/(qR) and Rp = R/(pR) that form
the ciphertext space and message space of the cryptosystem, respectively (A typical
setting would take q = 64 and p = 3 as small integers). Strictly speaking, the message
space should be considered a subset Sp of the ring R that has a unique representation
modulo p. In particular, when p is a rational integer, Rp has pn elements and if p is odd,
the message space Sp can be taken as the set Sp = {−(p−1)/2, . . . , (p−1)/2}n of n-
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dimensional vectors with integer coordinates of magnitude ≤ (p−1)/2 (note however,
that in some settings, such as the multilinear map variant we discuss in Sec. 5.2, or as
an efficiency optimization [34], it is useful to choose p as a polynomial of non-zero
degree). Finally, (χσ , χρ , χβ ) are probability distributions for the secret key polynomials, ciphertext secret polynomial, and ciphertext noise polynomial, respectively.
They are defined over the ring R and, for correctness of the decryption algorithm, are
concentrated on elements of small norm, compared to the modulus q. The distribution
parameters σ, ρ, β are a measure of the norm of elements sampled from the respective
distribution (typically, in the original NTRU system, χσ , χρ outputs random polynomials with most coefficients being zero and the rest in the set {−1, 1}, while χβ
outputs the zero polynomial). Also, for correctness of decryption, the support of the
distribution χσ is additionally restricted to elements f ∈ R satisfying f mod p = 1
and f mod q ∈ Rq∗ .
The key generation, encryption, and decryption algorithms are then defined as in
Figure 1.
• Key generation KG(n). On input security parameter n:
– Sample f and g from χσ .
– Return secret key f ∈ Rq∗ and public key h = g/f ∈ Rq∗ .
• Encryption Enc(h, m). Given public-key h and message m ∈ Sp , sample s from
χρ , sample e from χβ , and return ciphertext c = p · (hs + e) + m ∈ Rq .
• Decryption Dec(f, c). Given secret-key f and ciphertext c, compute c0 = f · c ∈
Rq and return message m = c0 mod p.
Figure 1. The basic NTRU scheme. Note that e = 0 and the public key is p · h in the
original NTRU system.

To generate a secret/public key-pair for himself, a user Bob samples two polynomials of small norm f, g. Bob keeps the ‘small’ polynomial f as his secret key, and
publishes the quotient h = g/f ∈ Rq∗ as his public key. Observe that although g, f
have a small norm compared to q, their quotient mod q is typically ‘large’ mod q. The
underlying intuition is that the public key h “looks” like a uniformly distributed element of Rq , to any potential eavesdropping adversary Cathy (we will come back to
make this intuition more precise later on).
To encrypt a private message m intended for Bob, a user Alice takes Bob’s public
key h, samples ‘small’ polynomials s and e, computes the ciphertext c = p · (hs +
e) + m ∈ Rq and sends it to Bob along a public communication channel (possibly
eavesdropped by Cathy). The underlying intuition is that the term p · (hs + e) “looks”
random to Cathy and “masks” the added message m in Rq (we will come back to
this intuition later also). On the other hand, c does not look random to Bob, due to
his knowledge of the small polynomial f . Indeed, Bob can decrypt c by computing
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c0 = f · c = p(gs + f e) + f m ∈ Rq . Since p, g, s, f , e are all elements of R of
small norm compared with q, both the terms p(gs+f e) and f m are also of small norm
compared with q, the coefficients of p(gs + f e) + f m can be guaranteed (at least with
high probability) to be all smaller than q, so that the equality c0 = p(gs + f e) + f m
holds in R (and not just in Rq ). As a consequence, Bob can recover the message m
by computing c0 mod p = f m mod p = m mod p, using f mod p = 1, and the fact
that m mod p determines m ∈ Sp uniquely by the unique representation of Sp modulo
p. We remark here that in the original NTRU system [33], there was no error term
(e = 0), and the public key was defined as h = p · g/f , to save a multiplication by
p during encryption. This ‘original variant’ does not achieve semantic security (as
defined below), a problem that was addressed in [71] by introducing a non-zero error
term e.
Setting the Parameters for Correct Decryption. To give an idea of parameter settings for NTRU to keep in mind for the rest of the survey, we give an example parameter setting as a function of the security parameter n, for getting perfectly correct
decryption (in practice, less conservative parameters can often be used to improve efficiency, while tolerating a small decryption error probability). Let us assume that
φ(x) = xn − 1 (as in the original NTRU proposal), p = 3 = O(1) and suppose that
(σ, ρ, β) are upper bounds on the infinity norm of ring elements sampled by χσ , χρ , χβ
respectively. Since the ith coefficient of the polynomial gs ∈ R is the inner-product
between the coefficient vector of s and the coefficient vector of xi · g(x) (the latter
being just the coefficient vector of g rotated by i positions), we have by the Schwartz
inequality kgsk∞ ≤ kgk · ksk ≤ n · σρ. Similarly, we have kf ek∞ ≤ n · σβ and
kf ek∞ ≤ pσ. The decryption correctness condition kp(gs + f e) + f mk∞ < q/2
then is satisfied if σ · pn · (β + ρ + 1) < q/2. To satisfy the latter, one may then take
for example σ, β, ρ = O(1) and q = O(n). In the next section, we will see that to
allow a security proof for the scheme assuming the hardness of worst-case ideal lattice
problems, one needs somewhat larger parameters, though still polynomial in n.

3.2 Security of NTRU: Computational/Statistical Problems and Known
Attacks
Semantic Security of Public-Key Encryption Schemes. We will focus in this survey on the standard security notion for public-key encryption schemes against passive eavesdropping attacks, known as semantic security, or indistinguishability against
chosen-plaintext attack. We refer here to this notion as IND, but it is often called
IND-CPA in the cryptographic literature (see [39] for a good introduction to modern
security notions for public-key encryption schemes, including more advanced active
attacks that we do not consider). It asks that there exists no efficient algorithm A that
has success probability 1/2 + non-neg(n) in the following two-phase ‘game’ between
a challenger and the adversary A:
(i) The challenger gives A the public key pk sampled by the key generation algo-
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rithm KG(n), and A returns two challenge messages m0 , m1 .
(ii) The challenger chooses a uniformly distributed bit b ∈ {0, 1} and gives A a
challenge ciphertext cb = Enc(pk, mb ) for message mb .
(iii) A outputs an estimate b0 for the bit b. We say that A succeeds if b0 = b.
This notion of security, first defined by Goldwasser and Micali [30], guarantees that
no ‘partial’ information on the message leaks to the adversary via the ciphertext. As
noticed in [71], the original NTRU system with a zero error term e is not secure in the
sense of IND. Indeed, given c = hs + mb and m0 , m1 , to compute b, one can compute
the element sb0 = (c − mb0 ) · h−1 in Rq for b0 ∈ {0, 1} and return the value of b0 such
that sb0 is ‘small’ compared to q (indeed, notice that sb = s is ‘small’, whereas s1−b =
s + (mb − m1−b )h−1 is very likely to be ‘large’, since h−1 is ‘large’). This problem
was fixed by introducing a non-zero error term e in the variant of NTRU proposed
in [71] (we remark in passing that ‘plain’ variants of other cryptosystems, such as
‘plain’ RSA [63], are also insecure in the sense of IND, and there exist techniques to
deal with the problem – see, e.g. [39]).
Computational Problems Arising from NTRU. There are essentially two ways to
break the IND security of NTRU. The first is to recover the secret ‘small’ polynomials
(f, g) from the public key h, or alternatively some other pair (f 0 , g 0 ) ∈ R2 of ‘small’
polynomials satisfying h = g 0 /f 0 mod q (it is easy to see that as long as the norm
k(f 0 , g 0 )k = ` is sufficiently small compared with q, the polynomials (f 0 , g 0 ) can
serve as an ‘equivalent’ secret key, in the sense that f 0 will also successfully decrypt
NTRU ciphertexts), and use this to distinguish the challenge c – we call this approach
the ‘NTRU key cracking problem’. The second way is to distinguish the message
encrypted in the ciphertext c “without using the special structure” of the public-key h
– we call this approach the ‘NTRU ciphertext cracking problem’.
In the following we define both a search and a decision version of the key cracking
problem.
Definition 3.1 (NTRU Key Cracking Problems). The NTRU search and decision key
cracking problems are defined as follows:
•

•

Search Key Cracking Problem NKCn,p,q,φ,χσ ,` : Given h = g/f ∈ Rq , with
f, g sampled independently from χσ , compute (f 0 , g 0 ) ∈ R2 satisfying h =
g 0 /f 0 mod q and k(f 0 , g 0 )k ≤ `.
Decision Key Cracking Problem DNKCn,p,q,φ,χσ : Given h ∈ Rq∗ , distinguish
whether h is sampled from the distribution D0 = {h = g/f ∈ Rq : f, g ←- χσ }
or from the distribution D1 = U (Rq∗ ).

For the ciphertext cracking problem, we can make the requirement “without using
the special structure” precise by requiring that an algorithm for the ‘NTRU ciphertext
inversion’ problem works even for a public key h that is uniformly distributed in Rq∗ .
This leads to the following definitions.
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Definition 3.2 (NTRU Ciphertext Cracking Problems). The NTRU search and decision
key cracking problems are defined as follows:
•

•

Search Ciphertext Cracking Problem NCCn,p,q,φ,χρ ,χβ : Given h sampled from
U (Rq∗ ), and c = p · (hs + e) + m ∈ Rq with s, e sampled independently from
χρ , χβ respectively, compute (s, e, m).
Decision Ciphertext Cracking Problem DNCCn,p,q,φ,χρ ,χβ : Given h sampled from
U (Rq∗ ), and c ∈ Rq , distinguish whether c is sampled from the distribution D0 =
{c = p · (hs + e) : s ←- χρ , e ←- χβ } or from the uniform distribution U (Rq ).

The utility of the decision problems defined above is that we can actually prove that
NTRU achieves semantic security if both problems are hard.
Proposition 3.3. If the decision key cracking problem DNKCn,p,q,φ,χσ and the
decision ciphertext cracking problem DNCCn,p,q,φ,χρ ,χβ are both hard, then the
NTRUn,p,q,φ,χσ ,χρ ,χβ cryptosystem achieves semantic (IND) security.
Proof. We argue by contradiction. Suppose A denotes an efficient algorithm for breaking the IND security of NTRU, having success probability p = PrIN D [b0 = b] =
1/2 + non-neg(n). Consider the modified IND game IND’, in which the public-key
h provided to A by the challenger is sampled from U (Rq∗ ), instead of being generated
by the key generation algorithm KG. Let p0 = PrIN D0 [b0 = b] denote the success
probability of A in game IND’. If |p0 − p| = non-neg(n), then we can use A as an
efficient distinguisher against the decision key cracking problem DNKCn,p,q,φ,χσ with
non-negligible advantage |p0 − p|, a contradiction with the hardness of this problem.
Indeed, such a distinguisher B, on input an instance h ∈ Rq of the DNKCn,p,q,φ,χσ
problem, would run A with public-key input h, with B simulating the IND game
by acting as a challenger for A. When A outputs b0 , B outputs 1 if b0 = b and
0 else. Observe that if B’s input h comes from the key generation distribution
D0 = {h = g/f ∈ Rq : f, g ←- χσ }, B perfectly simulates for A the IND game, and
hence B outputs 1 with probability p, whereas if B’s input h comes from the uniform
distribution D1 = U (Rq∗ ), B perfectly simulates for A the IND’ game, and hence B
outputs 1 with probability p0 . It follows that B’s distinguishing advantage is |p0 − p|,
as required, which leads by contradiction to the conclusion p0 = 1/2 + non-neg(n).
Now consider a further modified game IND” that is obtained from IND’ by changing the distribution of the challenge ciphertext cb to be sampled independently from
U (Rq ). Let p00 = PrIN D00 [b0 = b] denote the success probability of A in game IND”.
Because cb is statistically independent of b in game IND”, we have p00 = 1/2, which
implies that |p00 − p0 | = non-neg(n). But this means (by a similar construction as used
for distinguisher B above) that we can use A as an efficient distinguisher against the
decision ciphertext cracking problem DNCCn,p,q,φ,χρ ,χβ with non-negligible advantage
|p00 − p0 |, a contradiction with the hardness of this problem.
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Although not directly sufficient for the IND security proof of NTRU, the hardness
of the search variants of the NTRU cracking problems is also clearly a necessary condition for the security of the decision problems, and forms a good starting point for
the analysis of NTRU. We also remark that the hardness of the decision key cracking
problem is not known to be necessary for the IND security of NTRU.
Known Attacks: link to lattices. The NTRU system was originally presented
as a system based on hard problems in polynomial rings. However, soon after its
presentation, Coppersmith and Shamir [19] realized that the NTRU cracking problems
can actually be interpreted as computational problems on a related special class of
lattices, now known as the NTRU lattices. By using existing algorithms for lattice
reduction, in particular the LLL algorithm [41] and its many variants, lattice methods
quickly became the dominant avenue of attacking the NTRU system. Other known
attacks on the system are combinatorial in nature and easily avoided by a careful choice
of parameters, so we will not cover them here (see [31] for details on these). Instead,
we here explain the link to lattices that will lead to the more recent developments
described in the next section.
The main observation of Coppersmith and Shamir was that the search key cracking
problem NKCn,p,q,φ,χσ ,` can be interpreted as a variant of the shortest vector problem
in a related lattice. Namely, the secret key (f, g) ∈ R2 satisfies the homogenous linear
relation
f · h − g = 0 mod q.
(3.1)
in R. Hence, the set of all solutions (f, g) ∈ R2 to (3.1) forms an R-module Mh over
the ring R, and can be generated by the rows of the matrix
"
#
1 h
.
(3.2)
0 q
Recall (see Section 2) that when we represent the elements of R by their coefficient
vectors in Zn , a ring multiplication x · y corresponds to a vector-matrix product xT ·
·rot(y). It follows that the module Mh can also be viewed as a 2n-dimensional lattice
LN T RU ⊆ Z2n with row basis matrix
"
#
In rot(h)
,
(3.3)
0
qIn
which is known as the NTRU lattice. The secret key (f, g) is a typically a “short”
vector in LN T RU , and thus approx-SVP algorithms can be used for computing (f, g) or
a vector v = (f 0 , g 0 ) ∈ LN T RU of not much larger norm. Although this method gives
a practical algorithm for the key cracking problem for small n, it does not seem to give
an efficient attack for large n. Indeed, to be useful, the norm ` of the non-zero vector v
returned by the approx-SVP algorithm must be smaller than q. This is because, as we
recall, successful decryption of a ciphertext c = p · (hs + e) + m using v = (f 0 , g 0 ) by
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computing f 0 c mod q = p(g 0 s + f 0 e) + f 0 m mod q, relies on kvk being sufficiently
small compared to q so that kp(g 0 s+f 0 e)+f 0 mk∞ < q/2 and hence (f 0 c mod q) mod
p = f 0 m mod p (for the same reason, the non-zero vector (q, 0, . . . , 0) of norm q,
which is always in LN T RU , is not useful for decryption of NTRU ciphertexts). On the
other hand, recall that with typical parameters settings we have q = poly(n), whereas
kvk ≥ λ1 (LN T RU ) ≥ 1 since LN T RU ⊆ Z2n . We conclude that, to be successful in
attacking this problem, we need an approx-SVP algorithm with approximation factor
γ(n) < q = poly(n), and this is currently believed to require time exponential in n, at
least for worst-case lattice instances.
However, the class of NTRU lattices in scope looks very special. This naturally
suggests an open question that has clouded the understanding of NTRU’s security ever
since, namely: Is the poly(n)-SVP problem restricted to the class of NTRU lattices as
hard as the worst-case for general lattices? Is there a non-negligible fraction of NTRU
lattices for which the poly(n)-SVP problem is easy?
The complexity of known algorithms for the the approx-SVP problem for arbitrary
lattices, namely the LLL algorithm and its variants, seems to behave the same for
NTRU lattices as for other lattices, and the NTRU designers conjectured [33] that
the approx-SVP for NTRU lattices is indeed hard. But the possibility still remains
that a special approx-SVP algorithm may be tailored to exploit the structure of NTRU
lattices, or a large fraction thereof, possibly by exploiting algebraic properties. This
was a main motivation for the results we survey in the following section.

4 Recent Developments in Security Analysis of NTRU
4.1 Overview
Motivated by the uncertainty over the security of NTRU, Stehlé and Steinfeld [71, 72]
studied the possibility of applying the tools developed over the last decade within the
recently developing field of lattice-based cryptography, to obtain a variant of NTRU
with a provable security guarantee with respect to the hardness of worst-case instances
in a natural class of ideal lattices, corresponding to the ideals in the ring R, against
quantum attacks. Although this result does not exclude the possibility that poly(n)SVP is easy for random NTRU lattices, it does show that the realization of such a
possibility would imply a significant development in computational algebraic number
theory. In this Section, we explain the key ideas used to obtain the result of [71], and
in the process introduce some powerful tools from lattice based cryptography.
The result of [71, 72] builds on a large body of work on the design of cryptographic
schemes with provable security guarantees based on the worst-case hardness of lattice problems. Interestingly, this research field began independently around the same
time the original NTRU system was introduced, with the pioneering work of Ajtai [1].
This work, followed by that of Ajtai-Dwork [2] and its later significant extension by
Regev [59, 60], Micciancio-Regev [50], and Gentry et al. [27], laid the foundations
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for this area by establishing tools for constructing (somewhat inefficient) one-way
functions and public-key cryptosystems with security provably based on the (sometimes quantum) worst-case hardness of lattice problems over general lattices. Inspired
by the high efficiency of the (then still heuristic) algebraic NTRU system, Micciancio [49] was the first to study adaptations of Ajtai’s result to the design of efficient
cryptographic one-way functions with a provable security guarantee, based on worstcase hardness of lattice problems restricted to classes of algebraically structured lattices, now known as ideal lattices. This work was further generalized and extended by
Peikert-Rosen [57] and Lyubashevsky-Micciancio [46]. Later, concurrent and independent work by Stehle, Steinfeld, Tanaka, and Xagawa [73] and Lyubashevsky, Peikert and Regev [47, 48] adapted the results of Regev [60] to establish tools for designing efficient public-key encryption schemes based on worst-case (quantum) hardness
of ideal lattice problems. In particular, the decision Ring-LWE problem introduced
in [47, 48] and shown there to be as hard to solve as certain worst-case ideal lattice
problems, was one of the main ingredients used in the NTRU security proof of [71]
(see Sec. 4.4). The second main ingredient, introduced in [71], are statistical properties of NTRU-like lattices, building on statistical tools introduced in [50] and extended
in [27] for general lattices (see Sec. 4.3). We have chosen to emphasize in this part
of our survey the statistical tools of the second ingredient and their application to the
NTRU key cracking problem, and we only briefly mention the computational methods
of the first ingredient, since they are already well covered in Regev’s survey [62] on
the Learning With Errors (LWE) problem and its Ring-LWE variant.
We begin by stating the main result of Stehlé-Steinfeld [71]. To do so, we need to
first define the class of worst-case lattices involved. Let R = Z[x]/φ(x). By mapping
polynomials to the vectors of their coefficients, we see that a non-zero ideal I of R
corresponds to a full-rank sublattice of Zn : we can thus view I as both a lattice and
an ideal. An ideal lattice for φ is a sublattice of Zn that corresponds to a non-zero
ideal I ⊆ Z[x]/φ. We say that A is an algorithm for the γ-Ideal-SVPφ problem if,
given as input the basis of any ideal lattice for φ (i.e. even ‘worst-case’ instances), it
outputs a non-zero vector in the lattice of norm ≤ γ times the norm of the shortest
non-zero vector in the lattice. The following result shows that there exists a choice of
parameters for NTRU for which breaking the IND security of random instances is as
hard as the worst-case hardness of poly(n)-SVP in ideal lattices.
Theorem 4.1 ([71]). Fix ε > 0 and suppose n is a power of 2 such that φ(x) =
xn + 1 splits into n linear factors modulo a prime q = Ω(n4.5+ε kpk4 ), for some
p ∈ R with deg p ≤ 1, and R = Z[x]/(φ(x)). There
p exist efficiently sampleable
distributions χσ , χρ , χβ with norm parameters σ = n ln(8nq) · q 1/2+ε and ρ = β
with q/ρ = Ω(n0.25+ε )kpk2 σ and ρ = Ω(n1+ε ) such that the following holds: If
there exists an algorithm for breaking the IND security of NTRUn,p,q,χσ ,χρ ,χβ which
runs in time poly(n) and has success probability 1/2 + 1/poly(n), then there exists a
poly(n)-time quantum algorithm for γ-Ideal-SVPφ with γ = O(n2.75+ε )kpk2 q 1/2+ε .
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Moreover, the decryption algorithm succeeds with probability 1 − n−ω(1) .
Before we discuss the proof of Theorem 4.1, we make some remarks on the choice
of parameters compared to those of the original NTRU system. The most significant
change is the use of a wider deviation parameter σ > q 1/2 for the secret polynomials
f, g (compared to f, g with ternary coefficients in the original system) – this is used to
make the decision key cracking problem statistically hard. The non-zero distribution
χβ for the error term e (which is zero in the original system) is introduced to make the
decision ciphertext cracking problem hard (as explained above). Another two technical
changes have been made: the modulus polynomial has been changed to φ(x) = xn + 1
(rather than φ(x) = xn − 1 in the original scheme) due to its irreducibility over Q,
and the modulus q was chosen to satisfy the condition q = 1 mod 2n, which implies
that xn + 1 splits completely modulo q. These properties (assumed in the rest of this
section) are needed for the computational reduction discussed in Section 4.4, between
the Ring-LWE problem and worst-case lattice problems.
By applying Proposition 3.3, the proof of IND security of NTRU in Theorem 4.1
decomposes into two parts. The first part in Section 4.3 studies the security of the
Decision Key Cracking Problem DNKC, while the second part in Section 4.4 looks at
the Decision Ciphertext Cracking Problem DNCC. Recall that the decision key cracking
problem asks to distinguish the distribution D0 of the quotient h = g/f ∈ Rq∗ from
the uniform distribution D1 on Rq∗ , when f and g are sampled from the distribution
χσ that is concentrated on a subset S of R consisting of elements with coefficients
of magnitude ≤ σ. Since there are |S × S| ≈ σ 2n pairs (f, g) in S × S, there are
two natural regions for this problem, depending on the value of σ, that we call the
‘statistical region’ and the ‘computational region’.
In the ‘statistical’ region, we have |S × S| > |Rq∗ | ≈ q n (or σ > q 1/2 ), and we
heuristically expect that the distribution of h would ‘fill’ Rq∗ approximately uniformly,
i.e. that the distribution D0 would be close to the uniform one on Rq∗ . In the following,
we explain the proof from [71] that shows that this is indeed the case when σ >
poly(n)q 1/2 , and the shape of the distribution χσ is a (discrete) Gaussian (restricted
to Rq∗ ). Since the statistical distance between the distributions can be made negligibly
small, this shows the statistical hardness of the decision key cracking problem DNKCχσ
for σ ≥ poly(n)q 1/2 . By ‘statistical hardness’, we mean that in this region, even
adversaries with unlimited computational power cannot distinguish the decision key
cracking problem with non-negligible advantage.
In the ‘computational region’, we have |S × S| < |Rq∗ | ≈ q n (or σ < q 1/2 ). In this
case the size of |S×S| is not sufficiently large to ‘fill’ the space Rq∗ , and the distribution
of h must be far from uniform on Rq∗ . In this case, there always exists a distinguisher
that achieves a non-negligible advantage between D0 and D1 , and the best we can hope
for is that there does not exist an efficient distinguisher, i.e. that it is computationally
hard to distinguish D0 from D1 . It is an interesting open problem to prove the computational hardness of this problem under a worst-case hardness assumption, such as the
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worst-case hardness of approx-SVP in ideal lattices. In fact, little seems to be currently
known even about the statistical properties of the distribution of h in the computational
region, and it would also be of interest to show how ‘well spread’ the distribution is
in Rq∗ . Some relevant existing work that may prove useful for further investigation of
this direction includes the work of Shparlinski and Banks [7] who used exponential
sum tools to show that the inverses of small norm polynomials in Rq∗ are well spread
(although they could only prove this in the statistical region, i.e. for polynomials of
norm > q 1/2+ε ), and the work of Li and Roche-Newton, who use tools from additive
combinatorics to show (see remark after Theorem 1.4 in [42]) a ‘sum-product’ type
lower bound of the form Ω(|S|1+δ ) for some constant δ > 0 on the size of the support
of quotients of elements from a quite general class of subsets S of a finite field F, in the
‘computational region’ where |S| < |F|1/2 . Finally, we remark that besides allowing
the use of smaller keys with σ < q 1/2 in the basic NTRU scheme and thus leading to
improved efficiency, the hardness of the problem in the computational region also has
several novel applications, as we shall see in Section 5.
The proof of [71] that the ratio g/f is close to uniform on Rq∗ in the statistical
region σ > poly(n)q 1/2 , relies on sampling f and g from (modified) discrete Gaussian
distributions χσ , and reducing the problem of showing the closeness to uniformity of
h to showing the closeness to uniformity of a discrete gaussian distribution on Z2n
reduced modulo a certain NTRU-like lattice L. Using Fourier analysis, it was shown
by Micciancio and Regev in [50] that the latter problem, for an arbitrary lattice L,
can be reduced to upper bounding a geometric property of L called its smoothing
parameter, which is closely related to the last Minkowski minimum of the lattice. The
proof of [71] then reduces to bounding the smoothing parameter of the relevant NTRUlike lattices. Accordingly, we first introduce the discrete Gaussian and smoothing
parameter tools from [50], that were further refined in [27, 56], and then come back to
explain how they were applied in [71].

4.2 Gaussian Distributions Modulo Lattices and Fourier Analysis
2

2

For x ∈ Rn , and σ ∈ R, we let ρσ (x) = e−πkxk /σ denote a Gaussian function with
deviation parameter σ evaluated at x, and νσ (x) = σ −n · ρσ (x) the density function
√
of a continuous Gaussian random variable on Rn with parameter σ (note that σ/ 2π
is the usual standard deviation parameter). Given a lattice L ⊆ Zn with basis B,
Micciancio and Regev [50] studied the density function
X
X
def
νσ0 (x) = (νσ mod L)(x) =
νσ (x + v) = σ −n ·
ρσ (x + v)
(4.1)
v∈L

v∈L

on the fundamental parallelepiped P (B) of L, obtained by reducing a sample from νσ
modulo P (B). Intuitively, as the width parameter σ of νσ increases beyond the diameter of the parallelepiped P (B), reducing the distribution νσ modulo P (B) should ‘fill’
P (B) and result in an approximately uniform density for νσ0 . To make this intuition
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precise, Micciancio and Regev applied Fourier analysis. Namely, using the right-hand
side of (4.1) as the definition of νσ0 , which is well defined for all x ∈ Rn , one can
extend the domain of νσ0 from P (B) to all of Rn . Since L is closed under addition, it
is clear that the extended function νσ0 is periodic on L, i.e. νσ0 (x + v) = ν 0 (x) for any
x ∈ Rn and v ∈ L, and thus naturally has a Fourier series representation of the form
X
X
νσ0 (x) = det(L̂)σ −n ·
ρˆσ (w)e2πihx,wi = det(L̂) ·
ρ1/σ (w)e2πihx,wi , (4.2)
w∈L̂

w∈L̂

where the ρˆσ (w) = σ n ρ1/σ (w) is the Fourier transform of ρσ evaluated at the vector
w in the dual lattice L̂. The Fourier coefficient det(L̂) · ρ1/σ (0) = det(L̂) = 1/ det(L)
corresponding to the zero vector of L̂ contributes the uniform (constant) term of νσ0 ’s
Fourier series (4.2), whereas all other Fourier coefficients det(L̂)·ρ1/σ (w) corresponding to the non-zero vectors w ∈ L̂\{0} contribute non-uniform terms in equation (4.2).
A natural measure of the non-uniformity of νσ0 is therefore the sum of the non-zero
Fourier coefficients
X
Sσ (L) =
ρ1/σ (w).
(4.3)
w∈L̂\{0}

Indeed, we have, for all x ∈ P (B) that
νσ0 (x) = σ −n ·

X

νσ (x + v) ∈

v∈L

1
· [1 − Sσ (L), 1 + Sσ (L)] ,
det L

(4.4)

and it follows that the statistical distance ∆ of νσ0 from the uniform density on P (B)
is at most 21 Sσ (L). As σ increases, the width 1/σ where most of the mass of ρ1/σ is
concentrated, decreases and eventually drops below the length λ1 (L̂) of the shortest
non-zero vector of L̂. Therefore, for σ > 1/λ1 (L̂), all the terms in the sum Sσ (L) are
in the small ‘tail’ of ρ1/σ , so that Sσ (L) (and hence also ∆) starts to rapidly decrease
with σ, and can be made as small as any ε > 0 by choosing σ sufficiently large.
Micciancio and Regev called this phenomena the smoothing of the distribution ν 0 and
were led to the define the -smoothing parameter ηε (L) of a lattice L as the smallest
value of σ such that Sσ (L) ≤ ε. To bound the smoothing parameter ηε (L) in the
‘smoothing region’, where ε = 2−n is negligible, Micciancio and Regev applied a
lattice sum tail bound for the Gaussian function due to Banascyk [6], who proved that
for any lattice L ∈ Rn and s > 0, we have
X
X
ρs (v) < 2−2n ·
ρs (v),
(4.5)
√
v∈L\ ns·B

v∈L

where B denotes the unit Euclidean ball in Rn . Decomposing the sum on the right√
hand side
its P
contributions from points inside and outside nsB
P of equation (4.5) into−n
√
gives v∈L\√ns·B ρs (v) < 2
v∈L∩ ns·B ρs (v). Taking s = 1/σ with σ >
√
√
√
n/λ1 (L̂), we have L̂ \ n/σ · B = L̂ \ {0} and L̂ ∩ ( n/σ · B) = {0}, which

15

NTRU Cryptosystem: Recent Developments

√
allowed Micciancio and Regev to conclude that Sσ (L) = ρ1/σ (L̂ \ n/σ) ≤ 2−n ,
√
i.e. that η2−n (L) ≤ n/λ1 (L̂). The transference bound λ1 (L̂) ≥ 1/λn (L) then gives
√
η2−n (L) ≤ nλn (L). A more refined analysis in [50] for general ε > 0 and further
refinement by Peikert [56] in terms of the infinity norm minimum λ∞
1 (L̂) gave the
following result.
Lemma 4.2 ([56, Le. 3.5],[50, Le. 3.3]). For any full-rank lattice L ⊆ Rn and ε ∈
(0, 1), we have
r

ln(2n(1 + 1/ε))
ηε (L) ≤
· min λn (L), 1/λ∞
1 (L̂) .
π
Micciancio and Regev also studied discrete Gaussian distributions on lattices. For
a lattice L ⊆ Rn , a real σ > 0 and a point c ∈ Rn , they defined the discrete Gaus(x−c)
sian distribution of support L, deviation σ and center c by DL,σ,c (x) = ρρσσ(L−c)
, for
any x ∈ L. They showed using the above Fourier approach that, in the ‘smoothing’
region where σ ≥ 2ηε (L) and ε is small, the statistical properties of the discrete Gaussian distribution DL,σ,c are similar to those of the corresponding continuous Gaussian
distribution ρσ,c . For example, they showed that the first and second moments of
(x−c)
DL,σ,c (x) = ρρσσ(L−c)
are bounded as
|Ex←-DL,σ,c [hx − c, ui]| ≤
and

εσ
1−ε

(4.6)



σ2
2πε
2πε
Ex←-DL,σ,c [|hx − c, ui| ] ∈
· 1−
,1 +
2π
1−ε
1−ε
2

for a unit vector u ∈ Rn , compared to the corresponding values 0 and
that the norm of samples from DL,σ,c is bounded as
Pr

x←-DL,σ,c

√
1 + ε −n
·2 ,
[kx − ck ≥ σ n] ≤
1−ε

σ2
2π

(4.7)
for ρσ,c , and

(4.8)

compared to a bound 2−n on the probability of the same event for x sampled from the
continuous distribution ρσ,c .
Importantly for many subsequent applications and the next section, Gentry, Peikert
and Vaikuntanathan [27] showed that the above ‘smoothing’ phenomenon (4.4) for the
distribution of a continuous Gaussian ρσ,c reduced modulo a lattice L0 , also holds for
a discrete Gaussian DL,σ,c on a lattice L, when it is reduced modulo a sublattice L0 for
which σ ≥ ηε (L0 ).
Lemma 4.3 ([27, Cor. 2.8]). Let L0 ⊆ L ⊆ Rn be lattices. For any c ∈ Rn , ε ∈
(0, 1/2) and σ ≥ ηε (L0 ), we have ∆(DL,σ,c mod L0 ; U (L/L0 )) ≤ 2δ (here, U (L/L0 )
denotes the uniform distribution on the finite quotient group L/L0 ).
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In [27], the above result was applied with L = Zm and L0 = {x ∈ Zm : A · x =
0 mod q} for some matrix A ∈ Zn×m
, in order to bound the distance to uniformity
q
of the distribution of A · x mod q over the choice of x sampled from DZm ,σ,c . They
then bounded the smoothing parameter of L0 with high probability for a uniformly
distributed matrix A in Zm×n
.
q
Before we leave our brief review of this topic, we remark that cryptographic applications need also to efficiently sample from such discrete Gaussian distributions.
Some applications, such as the NTRU key generation described next, require only
discrete Gaussians with support Zn , which can be realized as n independent onedimensional discrete Gaussian samples on Z. Other applications, such as identitybased encryption (see, e.g.[27]), typically require discrete Gaussians DL,σ on nonorthogonal lattices L, for which the coordinates are not independent. Nevertheless, it
was shown in [27] that given a basis B = (b1 , . . . , bn ) for an n-dimensional lattice
L, one can still sample from such Gaussians efficiently when σ is slightly greater than
kBk = maxi kbi k by reducing it recursively to the one-dimensional case, via an algorithm that is essentially a randomized version of the Babai nearest plane algorithm [5].
Using an improved variant of the latter algorithm [15], gives the following result.
Lemma 4.4 ([15, Le. 2.2]). There exists a polynomial-time
algorithm that takes as
p
input any basis (bi )i of any lattice L ⊆ Zn and σ ≥ ln(2n + 4)/π maxi kbi k, and
returns a sample from the distribution DL,σ .
Efficient sampling algorithms for discrete Gaussians were given recently in [22, 21,
18, 65].

4.3 Statistical Hardness of the NTRU Decision Key Cracking Problem
We are now ready to state the result of [71] on the statistical hardness of the decision
NTRU key cracking problem in the statistical region, and sketch the main steps in its
proof.
Theorem 4.5 ([71, 72]). Let n ≥ 8 be a power of 2 such that φ = xn + 1 splits into
n irreducible factors modulo prime q ≥ 5 and let R = Z[x]/(φ(x)). Let χσ = DZ∗ n ,σ
be the distribution of f ∈ R obtained by sampling f from DZn ,σ and rejecting (and
resampling f ) if f 6∈ Rq∗ . Let 0 < δ < 1/3 be a constant and suppose that
σ ≥n·

p
ln(8nq) · q 1/2+δ .

(4.9)

Then the Decision Key Cracking Problem DNKCn,q,φ,χσ is statistically hard. More precisely, the NTRU key distribution D0 = {h = g/f ∈ Rq : f, g ←- DZ∗ n ,σ } is within
statistical distance ∆ from the uniform distribution D1 = U (Rq∗ ), with
∆ ≤ 210n q −bδ·nc .

(4.10)
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Before we sketch the proof of [71], we remark that in [72], the authors present a
generalization of this result to the case when φ = xn + 1 splits into any number kq ∈
{1, . . . , n} of irreducible factors mod q. In particular, for the case when kq = O(1),
they show that the factor n in the lower bound on σ in Equation (4.9) can be reduced to
√
approximately n. We also remark that, to simplify the exposition below, the above
version of the result in [71, 72] omits the restriction f = 1 mod p on the distribution
χσ of f . This restriction can be readily handled by a suitable modification of the
argument (we refer to [71, 72] for details).
The proof of Theorem
4.5 proceeds as follows. The goal is to bound the statistical
P
distance ∆ = 12 a∈Rq∗ | Prf,g [g/f = a] − |Rq∗ |−1 | by some small amount ξ. To do
that, it is sufficient to show that for an overwhelming majority of the a ∈ Rq∗ , the
corresponding term in the sum ∆ satisfies
| Pr [g/f = a] − |Rq∗ |−1 | < |Rq∗ |−1 · ξ.
f,g

(4.11)

In turn, since the event g/f = a is equivalent to f a − g = 0 and also to f aa0 − ga0 = 0
for any a0 ∈ Rq∗ , the termwise condition (4.11) is equivalent to showing that for the
def

overwhelming majority of the pairs (a1 , a2 ) ∈ (Rq∗ )2 , the probability P(a1 ,a2 ) (0) =
Prf,g [f a1 + ga2 = 0] satisfies
|P(a1 ,a2 ) (0) − |Rq∗ |−1 | < |Rq∗ |−1 · ξ.

(4.12)

But, P(a1 ,a2 ) (0) is just the probability that (f, g) ∈ La1 /a2 , where
def

La1 /a2 = {(f, g) ∈ R2 : f a1 + ga2 = 0 mod q},

(4.13)

is in fact the NTRU module (or lattice in Z2n ) corresponding to a1 /a2 ∈ Rq∗ . Hence,
a sufficient condition for satisfying (4.12) is that for the majority of (a1 , a2 ), the distribution D of (f, g) reduced modulo the lattice La1 /a2 , is close (within statistical
distance ≤ |Rq∗ |−1 · ξ) to uniform on Z2n /La1 /a2 , over the choice of (f, g) sampled
from (DZ∗ n ,σ )2 . Now, the latter problem can almost directly be attacked using the
‘smoothing modulo a lattice’ Lemma 4.3, with L = Z2n and L0 = La1 /a2 , reducing
the problem to that of bounding the smoothing parameter of the NTRU lattice La1 /a2
for the majority of (a1 , a2 ). Indeed, the only issue preventing this direct application
of Lemma 4.3 here, is that the distribution (DZ∗ n ,σ )2 of (f, g) is supported on a set
∗ 2
2n
Z2n ∩ (R
Qqn) which, unlike Z , is not a lattice. Indeed, by the choice of q, we have
φ(x) = i=1 φi (x) where φ1 , . . . , φn denote the linear factors of
mod q, and thus the
Qφ
n
Chinese Remainder
Theorem
gives
the
isomorphisms
R
'
q
i=1 Zq [x]/(φi (x)) '
Q
Fnq and Rq∗ ' ni=1 (Zq [x]/(φi (x)) \ {(q, φi (x))}) ' (F∗q )n . Accordingly, Stehlé
and Steinfeld handled this issue by decomposing Z2n ∩ (Rq∗ )2 in terms of lattices as
follows:

2
[
Z2n ∩ (Rq∗ )2 = Zn −
IS  ,
(4.14)
S⊆{1,...,n}
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where for a subset S ⊆ {1, . . . , n}, IS denotes the ideal of Rq generated by
Similarly, they decomposed the non-lattice set
lattices as:
L∗a1 /a2 ∩ (Rq∗ )2 = La1 /a2 −

def
L∗a1 /a2 =

[

La1 /a2 ∩

(Rq∗ )2

La1 /a2 (IS ),

Q

i∈S

φi (x).

in terms of
(4.15)

S⊆{1,...,n}

where La1 /a2 (IS ) denotes the sublattice of La1 /a2 consisting of pairs (f, g) in which
both f and g belong to the same ideal IS of Rq (note that if S is the empty set, we have
La1 /a2 (IS ) = La1 /a2 ). Thus, the numerator and denominator in the probability
P(a1 ,a2 ) (0) = DZ2n ,σ (L∗a1 /a2 )/DZ2n ,σ ((Rq∗ )2 ),

(4.16)

could be decomposed by applying the inclusion-exclusion principle to the set decompositions (4.15) and (4.14), giving respectively:
DZ2n ,σ (L∗a1 /a2 ) =

X

(−1)|S| · DZ2n ,σ (La1 /a2 (IS )),

(4.17)

S⊆{1,...,n}

and
2


DZ2n ,σ ((Rq∗ )2 ) = 

X

(−1)|S| · DZn ,σ (IS ) .

(4.18)

S⊆{1,...,n}

Each term DZ2n ,σ (La1 /a2 (IS )) (resp. DZn ,σ (IS )) in the sum (4.17) (resp. (4.18) is
now in the form of a discrete Gaussian evaluated on a a lattice. This allowed Stehlé
and Steinfeld to apply smoothing Lemma 4.3 to each term for which the smoothing
condition ηε (La1 /a2 (IS )) ≤ σ holds and conclude that DZ2n ,σ (La1 /a2 (IS )) is close
to 1/ det(La1 /a2 (IS )) = q −(n+|S|) for those terms. For other terms with |S| sufficiently large so that ηε (La1 /a2 (IS )) larger than σ and the smoothing condition does
not hold, they used the fact that La1 /a2 (IS ) is a sub-lattice of La1 /a2 (IS 0 ) for some
S 0 ⊆ S with |S 0 | ≥ εn for which the smoothing condition does hold, so that the bound
DZ2n ,σ (La1 /a2 (IS )) ≤ DZ2n ,σ (La1 /a2 (IS 0 )) ≈ 1/ det(La1 /a2 (IS )) holds, with the latter approximation obtained by the smoothing Lemma applied to La1 /a2 (IS 0 ). Overall,
assuming the smoothing condition
σ ≥ ηε (La1 /a2 (IS )) for |S| ≤ ε0 n and ε ≤ δq −n

(4.19)

holds for |S| ≤ ε0 n with some constant ε0 > 0, this allowed approximating the sum
(4.17) as
DZ2n ,σ (L∗a1 /a2 ) ≈

n
n
X
X
(−1)k q −(n+k) = ( (−1)k q n−k )q −2n = (q − 1)n q −2n ,
k=0

k=0

(4.20)
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with an approximation error bounded as 2O(n) q 1−(1+ε)n . A similar argument was applied to (4.18) to obtain the denominator approximation
DZ2n ,σ ((Rq∗ )2 ) ≈ |Rq∗ |2 q −2n ,

(4.21)

0

so that |P(a1 ,a2 ) (0) − 1/|Rq∗ || ≤ 2O(n) q 1−(1+ε )n , which leads to a statistical distance
0
bound of the desired form 2O(n) q −ε n .
p
The remaining step in the proof of Theorem 4.5 was to show that σ ≥ n· ln(8nq)·
q 1/2+δ for some small δ > 0 is sufficient to satisfy the smoothing condition (4.19).
To do so, Stehlé and Steinfeld proved an upper bound on the smoothing parameter
ηε (La1 /a2 (IS )) of the NTRU-like lattices La1 /a2 (IS ), that holds with overwhelming
probability over random a1 , a2 in Rq∗ .
Lemma 4.6 ([72, Le.3.2 and Le 2.1]). Let n ≥ 8 be a power of 2 such that φ = xn + 1
splits into n linear factors modulo a prime q ≥ 5 and let S ⊆ [n] with |S| ≤ ε0 n.
Then for all except a fraction ≤ 24mn q −εmn of a ∈ (Rq∗ )m , we have ηε (La1 /a2 (IS )) ≤
p
1
0
n ln(2mn(1 + 1/ε))/π · q 2 +ε /2+ε .
Taking ε ≤ ξq −n for some small ξ in this Lemma gives ηε (La1 /a2 (IS )) ≤ n ·
ln(8nq) · q 1/2+δ for a small δ, as required. Lemma 4.6 was proved by first applying
Lemma 4.2 to reduce the problem of bounding the smoothing parameter of the generalized NTRU lattice La1 /a2 (IS ) to the problem of lower bounding the minimum of
\
the dual lattice L
S ). As shown in [71], this dual has a simple description of the
a1 /a2 (I

1
2 : ∃s ∈ R , ∀i, (t mod q) = a · s mod I
\
form L
(I
)
=
(t
,
t
)
∈
R
·
q
i
i
1 2
S .
a1 /a2 S
q
p

They then applied a counting argument to lower bound the minimum of this lattice,
\
upper bounding the number of (a1 , a2 ) for which L
a1 /a2 (IS ) contains a given fixed
short vector and applying the union bound over all such ‘bad’ pairs (a1 , a2 ). Due to
∗
∗ n
\
the simple description of L
a1 /a2 (IS ) and the CRT isomorphism Rq ' (Fq ) , the latter
counting problem reduced to the easy problem of counting the number of solutions to
linear equations over the field Fq .

4.4 Computational Hardness of the Ciphertext Cracking Problem
We now turn to explain the main ingredients in second part of the proof of Theorem 4.1, i.e. the computational reduction between the decisional NTRU ciphertext
cracking problem DNCCn,q,φ,χρ ,χβ and the worst-case hardness of γ-Ideal-SVPφ . This
reduction is essentially a special case of the hardness proof for a problem now known
in the field of lattice-based cryptography as Ring Learning With Errors (Ring-LWE)
problem. The decision and search variants of quite general variants of the problem
were shown hard by Lyubashevsky et al. [48], while a concurrent and independent
work by Stehlé et al. [73] showed an alternative (and conceptually more modular)
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proof of hardness for a search variant. We remark that since its introduction by Regev
in 2005 [61], the LWE problem and its variants have found many interesting cryptographic applications; we refer the reader to [51] for a partial survey of applications,
and to the survey by Regev [62] on the hardness of the Ring-LWE problem and its
more general Learning with Errors (LWE) relative. Here, we only briefly summarize
the connection to and results relevant to NTRU.
Ring-LWE Problem. Let Rq be as above. The decision Ring-LWE problem, denoted by R-LWEn,q,φ,χβ ,r , for Rq and ‘small’ noise distribution χβ is to distinguish,
given r = poly(n) independent identically distributed samples (ai , bi ) ∈ Rq2 for
i = 1, . . . . , r, whether these samples were sampled from the distribution D0 (s) (defined in the following) or the uniform distribution U (Rq2 ) on pairs of elements from
Rq . The distribution D0 (s) is defined as follows. For some uniformly distributed ‘secret’ s ∈ Rq (chosen once and for all, i.e. the same s is used for all r samples from
D0 (s)), we sample (ai , bi ) from distribution D0 (s) by sampling ai uniformly from
Rq and noise term ei from the distribution χβ concentrated on ‘small’ elements, and
setting bi = ai · s + ei ∈ Rq . The search Ring-LWE problem is the defined in a similar
way, except that the given samples are always sampled from the distribution D0 (s),
and the goal is to compute s (and hence also the ei ’s).
The following hardness result for the decision Ring-LWE problem is adapted from
the results in [48]. It works with the noise distribution Dβ on R defined by sampling a
continuous e0i from the continuous Gaussian distribution νβ with deviation parameter
β and rounding it to R.
Theorem 4.7 (Adapted from [48]). Fix ε > 0, and let n be a power of 2 such that φ =
xn + 1 splits into n irreducible factors modulo prime q = poly(n), let χβ = Dβ be
the rounded Gaussian distribution with parameter β = n1.25+ε < q, and assume that
r = O(1). Then there exists a randomized polynomial-time quantum reduction from
γ-Ideal-SVP to R-LWEn,q,φ,χβ ,r , with γ = O(n1.75+ε ) · βq .
In the NTRU application described below, the above hardness result is applied with
r = 2, which is the smallest number of samples for which the Ring-LWE problem may
be statistically solved. With somewhat more complex Gaussian-like noise distributions
χβ , it is shown in [48] that one can handle a larger number r = poly(n) of samples
and obtain slightly better reduction parameters (such a distribution is used in [71, 72]).
Relation to Ciphertext Cracking Problems. We can now explain the connection
observed in [71, 72] between the NTRU ciphertext cracking problem and the RingLWE problem. The DNCC distinguisher algorithm A can distinguish, given h uniform
in Rq∗ , whether c comes from the distribution D0 with c = p · (hs + e), s sampled
from χρ and e sampled from χβ , or c comes from D1 = U (Rq ). Since p ∈ Rq∗ , we
can modify A to A0 that can distinguish D00 from D1 , where in D00 , c = hs + e with
s sampled from χρ and e sampled from χβ (indeed, given c sampled from either D00
or D1 , the modified distinguisher A0 maps c to c0 = p · c ∈ Rq , and runs the original
distinguisher A on input c0 – this maps distribution D0 to D00 and D1 to itself). This
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latter ciphertext cracking problem is of the same form as a single Ring-LWE sample,
except that here s comes from a ‘small’ distribution χβ instead of being uniform in Rq
as in the Ring-LWE problem.
However, as observed in [4], the standard Ring-LWE problem with r = 2 samples
and noise distribution χβ (but s uniform in Rq ) can be easily reduced to the ciphertext cracking Ring-LWE variant with one sample but small s, sampled independently
from the same distribution χβ as the noise e (this variant has been termed by [4] the
‘Hermite Normal Form’ variant of LWE). Indeed, one can map an instance of the
−1
former (a1 , b1 ), (a2 , b2 ) to (h = −a−1
1 · a2 , c = b2 − a1 b1 a2 ) (note that h is uni∗
form in Rq when a1 , a2 are, and c = he1 + e2 when b1 , b2 come from D0 , whereas
c is uniform in Rq and independent of h when b1 , b2 come from U (Rq )). The only
remaining difference between the latter Ring-LWE variant with r = 2 and the standard Ring-LWE problem is that here, the distribution of the ai is U (Rq∗ ) instead of
U (Rq ). But, since the probability that (a1 , a2 ) sampled from U (Rq2 ) falls in (Rq∗ )2
is (1 − 1/q)2n ≥ 1 − 2n/q and this is non-negligible for q > 2n, the hardness of
the standard Ring-LWE variant implies the hardness of the new variant. Stehlé and
Steinfeld were therefore able to obtain the following relation.
Lemma 4.8 (Adapted from [71]). Let n be a power of 2 such that φ = xn + 1
splits into n irreducible factors modulo prime q = poly(n), p ∈ Rq∗ and χρ = χβ .
Then there exists a randomized polynomial-time reduction between the decision NTRU
ciphertext cracking problem DNCCn,p,q,φ,χρ ,χβ and the decision Ring-LWE problem
R-LWEn,q,φ,χβ ,r with r = 2 samples.
Combining Lemma 4.8 and Theorem 4.7 allowed Stehlé and Steinfeld to obtain
the hardness of the decision key cracking problem based on worst-case hardness of
poly(n)-Ideal-SVP.

5 Recent Developments in Applications of NTRU
In this Section, we review two recent novel applications of the NTRU system, that add
extra powerful functionality to the basic NTRU encryption scheme, and provide fresh
motivation for the study of both old and new variants of the NTRU problem.

5.1 NTRU-Based Homomorphic Encryption
A homomorphic encryption scheme allows any party Bob holding ciphertexts c1 =
EncpkA (m1 ), . . . , ct = EncpkA (mt ) of some messages m1 , . . . , mt encrypted with Alice’s public key pkA , to compute a ciphertext c = EncpkA (m) for a message m =
f (m1 , . . . , mt ) that is some function f of the messages m1 , . . . , mt . Here, the function f can be chosen by and known to Bob, whereas Bob may know nothing about
the input messages m1 , . . . , mt or output message m that he is processing. Only Alice, holding the secret key skA can decrypt the ciphertexts to access the messages.
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Given a sufficiently large class of allowed functions f , homomorphic encryption can
enable a range of exciting privacy-enhanced applications, including secure outsourced
computations for ‘cloud-based’ computing, private database queries, and others. The
concept of homomorphic encryption schemes was proposed in the 1970’s by Rivest et
al. [64], but until recently, all proposed realizations were very limited in the class of of
functions f allowed.
In a major breakthrough in 2009, Gentry [25] proposed the first plausible candidate
for a fully homomorphic encryption (FHE) scheme, allowing f to be an arbitrary function. Gentry’s scheme was based on problems on ideal lattices, with the scheme being
naturally homomorphic with respect to the underlying ring operations. Gentry’s original scheme was quite inefficient, and several improved schemes based on the LWE and
Ring-LWE problem have now been proposed (e.g. [16, 14, 13, 28]), but one of the simplest and possibly more practical candidates is the NTRU based fully homomorphic
encryption scheme proposed by Lopez-Alt et al. [43]. The scheme proposed in [43]
even has the novel feature that the ciphertexts combined homomorphically could have
been encrypted to multiple recipients (‘multikey fully homomorphic encryption’), so
that the resulting ciphertext c can be decrypted only jointly by all of these recipients
together. This multikey feature has potentially interesting applications in secure multiparty computation protocols, but for simplicity, we focus below on the single key
variant of this scheme and refer the interested reader to [43] for details on the multikey
variant.
The starting point of the NTRU-based FHE scheme of [43] is the observation that
the basic NTRU encryption scheme has natural homomorphic properties with respect
to both addition and multiplication in the ciphertext ring Rq , corresponding, respectively, to addition and multiplication in the plaintext ring Rp (in the following, one can
think of the case p = 2; in this case Rp contains a subring isomorphic to the binary
field F2 . Since any arbitrary function f can be written as a circuit over F2 , a scheme
homomorphic over Rp is fully homomorphic). That is, given two NTRU ciphertexts
c1 = h · s1 + pe1 + m1 ∈ Rq and c2 = h · s2 + pe2 + m2 ∈ Rq for messages
m1 , m2 ∈ Sp with respect to public keys h = pg/f ∈ Rq∗ , we have
c1 + c2 = h · (s1 + s2 ) + p(e1 + e2 ) + (m1 + m2 )
is an NTRU ciphertext with s = s1 + s2 , e = e1 + e2 that decrypts to message
f ·(c1 +c2 ) mod p = m1 +m2 mod p if the decryption condition kp(gs+f e)+mk∞ <
q/2 holds. Similarly, we also have
c1 · c2 = h2 s1 s2 + h(s1 e02 + s2 e01 ) + p(e1 e2 + e1 m2 + e2 m1 ) + m1 m2 ,

(5.1)

where e0i = pei + mi for i = 1, 2. This ciphertext can in fact be decrypted with the
secret key f 2 to give the message f 2 · (c1 · c2 ) mod p = m1 · m2 mod p as long as the
decryption condition
k(pg)2 s1 s2 + (pf g)(s1 e02 + s2 e01 ) + f 2 (p(e1 e2 + e1 m2 + e2 m1 ) + m1 m2 )k∞ < q/2
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holds. Note that the latter decryption condition is the bottleneck, and that if kpgk∞ ≈
kf k∞ ≈ σ and ksi k∞ ≈ kei k∞ β then the decryption condition is of the form
(σ · βpoly(n))2 ≤ q/2, compared to the condition (σ · βpoly(n) ≤ q/2 for the basic (not-homomorphic) NTRU scheme, with the multiplicative homomorphism contributing the squared term. As a consequence, even to be homomorphic for just
one multiplication, the NTRU scheme requires σβ < q 1/2 /poly(n), which necessitates the hardness of the key cracking problem in the computational region, where
σ < q 1/2 /poly(n), and gives new motivation for studying the hardness of this problem.
The above homomorphic property naturally extends to more than one multiplication, where each additional multiplication approximately squares the norm of the noise
terms in decryption (ignoring the poly(n) terms). As a consequence, the scheme can
be made homomorphic with respect to polynomial functions of multiplicative depth
d
ε
up to d if (σβpoly(n))2 < q/2. With q = 2n and σ = β = poly(n), this allows
the depth d to be up to O(log n), but with an even larger ‘computational region’ ratio
ε
q 1/2 /σ = Ω(2n /poly(n)), which weakens the security of the key cracking problem
against approximate shortest vector problem algorithms (which become easy to solve
in poly(n) time when ε ≥ 1). To allow larger homomorphic multiplicative depth d,
the authors of [43] adapt techniques originally developed in [14] for Ring-LWE based
FHE schemes, called relinearization and modulus reduction, which we now briefly
sketch.
The first obstacle in the above basic homomorphic NTRU scheme, is the exponential
d
growth in the degree 2d of the secret key f 2 needed to decrypt a ciphertext after
d homomorphic multiplications, which implies a doubly-exponential growth in the
d
secret key norm kf 2 k. To avoid this growth, the authors modified the scheme to use
the following relinearization procedure. The relinearization procedure is applied to a
ciphertext c = c1 · c2 after each homomorphic multiplication operation as in (5.1), to
produce a new ciphertext ĉ that encrypts the same message m1 · m2 mod p as c, but
ĉ can be decrypted with the original secret key f , rather than with the squared secret
f 2 which is needed to decrypt c. To achieve this, the scheme must be modified in the
key generation stage; in addition to publishing her NTRU public key h = pg/f ∈ Rq∗ ,
the recipient Alice also publishes ≈ log q additional ring elements ζτ that consist of
‘pseudo-encryptions’ of her squared secret key f 2 :
ζτ = h · sτ + peτ + 2τ f 2 ∈ Rq for τ = 0, . . . , blog qc,

(5.2)

where for each τ , sτ and eτ are sampled from χβ as in the usual NTRU encrption
algorithm. Note that ζτ has the form of an encryption of 2τ f 2 , but it is not quite a valid
encryption of this value since 2τ is ‘large’ and thus typically outside the message space
Sp (hence the name ‘pseudo-encryption’). Nevertheless, the extra public ζτ allow the
product ciphertext c = c1 · c2 of the form (5.1) to be relinearized as follows. Let c =
P
τ
τ cτ 2 denote the binary representation of c, where for each τ ∈ {0, . . . , blog qc},
cτ ∈ Rq is a {0, 1} coefficient polynomial whose coefficients consist of the τ ’th bit
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in the binary representation of the coefficients of c. The relinearization procedure
computes the new ciphertext
X
X
X
X
ĉ =
cτ · ζτ = h · (
cτ sτ ) + p · (
cτ eτ ) + f 2 · (
cτ 2τ ).
(5.3)
τ

τ

τ

τ

P
Now, recall that the term f 2 · ( τ cτ 2τ ) = f 2 c has the decryption form pe + m1 m2
for some small e, so in fact ĉ has the form ĉ = h · ŝ + p · ê + m1 · m2 of a standard
2
NTRU ciphertext
P for m1 · m2 mod
P p decryptable with f (rather than f ) as required,
where s = τ cτ sτ and ê = τ cτ eτ + e are small thanks to the smallness of the
binary coefficients of cτ .
The second obstacle that remains even in the above relinearized scheme, is that
d
the norm O(poly(n)2 ) of the ciphertext terms ŝ and ê in the relinearized ciphertext
ĉ = h · ŝ + p · ê + m1 · m2 ∈ Rq still grows doubly exponentially in the multiplicative depth d. The modulus reduction technique used in [43] addresses this problem by
applying an additional transformation to the relinearized ciphertext ĉ after each homomorphic multiplication. Namely, modulus reduction scales down the ciphertext ĉ over
Rq to another ciphertext ĉ0 ∈ Rq0 over a ring Rq0 with a smaller modulus q 0 < q, such
that the noise terms in ĉ0 are also approximately scaled down by the ratio q 0 /q, while
preserving the secret key f ∈ R and the encrypted message m1 · m2 mod p. By choosing q 0 /q = 1/poly(n), the scaling down ratio q 0 /q can compensate for the poly(n)
growth ratio due to the homomorphic multiplication, so that overall, the norm of the
noise terms does not grow after a homomorphic multiplication. The ‘catch’, of course,
is that each multiplication reduces the modulus q of the underlying ciphertext space
Rq by a poly(n) factor, so that the modulus decreases exponentially as q0 /poly(n)d
with the depth d, where q0 denotes the initial modulus, and thus the process can only
work for d = O(log q/ log n). Nevertheless, this exponential scaling of the modulus with the depth d is a big improvement over the doubly-exponential noise norm
ε
growth with d in the basic scheme, allowing d = O(nε / log n) for q = 2n , instead
of d = O(log n) for the basic scheme. Moreover, using a bootstrapping technique
originally due to Gentry [25], it is shown in [43] that the depth d achievable with
this improved scheme can be leveraged to realize fully homomorphic encryption, i.e.
homomorphic computation for functions of unbounded multiplicative depth.
Before we leave this topic, we point out that, besides its reliance on the hardness
of the NTRU key cracking problem in the computational region (as already observed
above), the security of the homomorphic NTRU scheme employing the relinearization technique above in fact relies on a stronger new circular security variant of the
problem, that may be easier than the classical cracking problems.
Decision Circular Key Cracking Problem DNCKCn,p,q,φ,χσ ,χβ ,` : Given (n, p, q, φ)
and (h, {ζτ }τ ), distinguish whether (h, {ζτ }τ ≤` ) is sampled from the distribution
D0 = {(h = g/f ∈ Rq , ζτ = h · sτ + peτ + 2τ f 2 ∈ Rq : f, g ←- χσ , sτ , eτ ←χβ , 1 ≤ τ ≤ `)} or from the uniform distribution D1 = U (Rq∗ ) × U (Rq` ).
Relating the hardness of this problem to the standard decision key cracking problem,

NTRU Cryptosystem: Recent Developments

25

or giving an efficient algorithm for this problem, are interesting open problems. The
term ‘circular security’ comes from the study of the security of encryption schemes
that encrypt functions of their own secret key. Some results are known in this area for
lattice based encryption schemes [4], but they do not seem directly applicable to the
above NTRU variant of this problem.
Finally, with respect to assumptions required for realizing FHE, we remark that,
by adapting techniques introduced by Brakerski for LWE and Ring-LWE based FHE
schemes, it was recently shown by Bos et al. [12] how to modify the NTRU-based FHE
scheme above to avoid the need for the hardness of the NTRU key cracking problem in
the computational region, allowing the use of keys generated in the statistical region,
for which the results of Section 4.3 could be applied (a more efficient variant that
does need the computational region assumption is also presented in [12]). In terms
of the lattice problem approximation factor needed for security, it was recently shown
in [17] that one can construct FHE schemes based on worst-case lattice problems with
a polynomial approximation factor asymptotically approaching (within an arbitrarily
small polynomial factor) that of known (non-FHE) public-key encryption schemes.

5.2 NTRU-Based Multilinear Maps
At around the year 2000, the new powerful tool of bilinear maps (also known as pairings) was introduced into the field of public-key cryptography, and soon found many
interesting applications, including non-interactive key agreement protocols [67, 38],
identity-based encryption [9], and many others. While the original realization of bilinear maps was based on algebraic curves, researchers soon began to search for other
realizations, and explored the fascinating cryptographic consequences of generalizations to multilinear maps [10]. Until very recently, however, candidate realizations of
such multilinear remained elusive. But in a breakthrough result announced in 2012,
Garg, Gentry and Halevi [23] showed that a functionality essentially equivalent to
(and to some extent even more powerful than) the sought-after multilinear maps, can
be achieved using a suitable variant of the NTRU encryption scheme. However, similarly to the NTRU-based FHE scheme from the previous section, the security of their
so-called graded encoding system relies on the hardness of new and not yet well understood variants of the NTRU problems. In the following, we sketch a simplified variant
of the system proposed in [23], which is due to Langlois et al. [40]. We believe that
the simplified variant is more closely related to the NTRU scheme than the original
version in [23].
We first informally review the main requirements of a k-graded encoding scheme
over a ring Rp . Given some public parameters pk, the scheme has an efficient randomized sampling algorithm Samp that outputs a representative of an (almost) uniformly
distributed ‘level 0’ element m ∈ Rp . There is also a (possibly randomized) encoding
algorithm Enc that takes a ‘level 0’ element m ∈ Rp and outputs a ‘level 1 encoding’ c1 = Enc1 (m) of m. One can think of an encoding Enc1 (m) of m as similar
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to a homomorphic encryption of m, in the sense that it should be hard to recover m
from its encoding, and the encoding algorithm should have additive and multiplicative
homomorphic properties up to a multiplicative depth (’level’) k, i.e. there exist efficient algorithms add and mul with the following properties. Given a level i encoding
c1 = Enci (m) and level j encoding c2 = Encj (m2 ) for level 0 elements m1 , m2 ∈ Rp ,
we have that add(par, c1 , c2 ) = Enci (m1 + m2 ) is a level i encoding of m1 + m2 ∈ Rp
(here, we assume that j = i), while mul(par, c1 , c2 ) = Enci+j (m1 +m2 ) is a level i+j
encoding of m1 · m2 ∈ Rp . However, there is one major difference between graded
encodings and homomorphic encryption schemes: unlike an encryption of element m,
for correct functionality similar to that provided by multilinear maps, the encoding
Enci (m) for i ≤ k should not satisfy semantic security, i.e. it should not hide all
partial information on m (on the other hand, at level ≥ k + 1 the encodings should
hide information on the encoded element; see the k-graded decision Diffie-Hellman
problem below). In particular, given an encoding c = Enc1 (m) and the encoded element m, it should be easy to verify that c is indeed an encoding of m, rather than of
some other element m0 . In fact, there should exist an efficient ‘extraction’ algorithm
Ext, such that given a level k encoding c = Enck (m) of m and public parameters
pk, outputs a ‘canonical and random’ representative r(m) = Ext(pk, c) ∈ {0, 1}` of
m, where ` should be proportional to the security parameter for the scheme. Namely,
the extracted representative r(m) should be dependent only on m and not on the randomness in the encoding of m, and for a uniformly distributed element m ∈ Rp , the
extracted representative should be almost uniformly distributed in {0, 1}` .
A classical example application [23] of such a k-graded encoding scheme is constructing a non-interactive (k + 1)-party key agreement protocol, generalizing the
Diffie-Hellman 2-party protocol [20] and the 3-party protocol of Joux [38]. In this
case, for i = 1, . . . , k + 1, party i privately chooses an element mi ∈ Rp and
broadcasts the level 1 encoding ci = Enc1 (mi ). The agreed shared key is K =
Ext(pk, Enck (m1 m2 · · · mk+1 ), is the canonical representative of the element m1 · · · mk+1 .
The key K can be computed by the ith party, by first
Q multiplying the level 1 encodings
of all other parties to get a level k encoding c0 of j6=i mj , and then using its private
level 0 element mi to compute a level k encoding c = mi · c of m1 . . . mk+1 , followed
by applying Ext. An eavesdropping adversary, on the other hand, has to solve the kgraded decision Diffie-Hellman problem: given level 1 encodings ci = Enc1 (mi ) for
i = 1, . . . , k + 1 for uniformly distributed mi ∈ Rp , distinguish r(m1 · · · mk+1 ) from
a random string. One could hope that this problem is as hard as the k-graded Discrete
Log problem: given c = Enc1 (m) for a uniformly distributed m ∈ Rp , find m.
The NTRU-based construction of [23] for a k-graded encoding scheme, as simplified by [40], works as follows. The parameter generation algorithm is similar to the
one for the basic NTRUEncrypt scheme, but with the following modifications. The
public key is still of the form hi = pgi /f ∈ Rq with ‘small’ gi , f ∈ R being sampled
from a distribution χσ and f subject to the restriction f = 1 mod p. However, there
are mr such keys published, sharing the same denominator f but having independent
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gi for i = 1, . . . , mr 1 . Moreover, the choice of the polynomial p defining the encoded
element ring Rp is different: instead of being a small public integer, p is chosen as
a secret small polynomial from some high entropy distribution χp . To facilitate the
extraction algorithm Ext, an additional element ek is published, where
ek = uf k /p ∈ Rq ,
for some u of norm kuk = poly(n) · q 1/2 . The ‘level 0’ sampling algorithm Samp
samples m ∈ R from a discrete Gaussian DZn ,s with s chosen small compared with q
but sufficiently larger than the smoothing parameter ηε ((p)) = O(poly(n) · kpk) of the
ideal of R generated by p, so that by the smoothing Lemma 4.3, the level 0 element
m mod p is close to uniformPon Rp . To encode m, the ‘level 1’ encoding algorithm
computes c = Enc1 (m) = i hi si + m ∈ Rq , with si small from χρ . Note that c
has the form c = pg 0 /f + m0 , for small g 0 which is essentially an NTRU ciphertext
of m0 = m mod p, with no extra error terms pei , as in the original NTRUEncrypt
scheme. The add and mul algorithms just perform addition and multiplication over
Rq as in the basic homomorphic encryption scheme of the previous section. As a
consequence, level k encodings of m0 have the form c = pg 0 /f k + m0 for small
g 0 . For x ∈ Rq , let M SB` (x) denote the polynomial whose coefficients consist of
the most-significant ` bits of each coefficient of x. Given such a level k encoding c,
the extraction algorithm Ext computes the representative r(m0 ) = Ext({hi }i , ek ) =
M SB` (ek ·c) = M SB` (ug 0 +uf k /pm0 ) = M SB` (ug 00 +u/pm0 ) for some small g 00 .
Note that ug 00 is an element of ‘small’ norm O(poly(n)k ·q 1/2 ) compared with q, if q is
chosen sufficiently larger than poly(n)2k , whereas u/pm0 ∈ Rq is a large element due
to the large p−1 factor and the fact that p does not divide hm0 in R with overwhelming
probability. This means that the ` most-significant bits (when ` is chosen smaller than
log q − log(kug 00 k)) of r(m0 ) are, with high probability, determined only by the large
u/pm0 term, that is dependent only on the encoded element m0 (and the fixed elements
u, p) and not on any randomness in the encoding, as required.
We conclude this section by stating the NTRU k-graded discrete-log problem that
is necessary for the security of the Diffie-Hellman key exchange based on the above
problem (actually the security of the k-graded Decision Diffie-Hellman is necessary,
but even the hardness of the simpler k-graded discrete-log problem is open).
k-graded NTRU Discrete-Log Problem DNDLk,n,q,φ,χη ,χσ ,χβ ,χρ ,` .
Given
P
k
(k, n, q, φ), h1 = pg1 /f, . . . , hmr = pgmr /f , ek = uf /p ∈ Rq and c = i hi si +
m ∈ Rq , with p sampled from χη = DZn ,η with η = poly(n), g1 . . . , gmr , f, m sampled from the ‘small’ distribution χσ subject to f = 1 mod p with σ = poly(n) · kpk,
s1 , . . . , smr sampled from the ‘small’ distribution χβ with β = poly(n) · p, and u
sampled from the ‘small’ distribution χρ with ρ = q 1/2 poly(n), find m0 with km0 k
‘small’ (less than q) such that m0 = m mod p.
Note that ignoring ek , this problem is a variant of the NTRU ciphertext cracking
problem with a secret p. But the presence of ek makes this problem quite different;
1

Some desirable properties can be established for mr = 2 (see [40] for more details).

28

R. Steinfeld

indeed knowledge of ek allows an element m0 in coset of m modulo p to be efficiently
recovered.
In P
particular, the attacker can compute several quantities of the
Q
P form vr =
ek ·( j=1,...,s i≤mr hi ρi,j )·(1+h1 )k−s for ‘small’ random ρi,j . Since i≤mr hi ρi,j
has the form (p · gj0 )/f with ‘small’ random gj0 with j = 1, . . . , s while 1 + h1 =
(f + pg1 )/f = (1 + pg100 )/f with small g100 , it follows that that the vr are of the form
vr = uĝr if s = 1 and vr = upĝr if s ≥ 2 for some small random ĝr , where the
equality holds over R, not just over Rq . From the latter multiples of u and up, one
can typically compute efficiently a (large norm) basis for
Pthe ideal (p) generated by p
(see Sec.6.3.3 in [23]). Then, given the encoding c = i hi si + m ∈ Rq , one could
compute c0 = ek · h1 · c · (1 + h1 )k−2 = ug1 · (m + tp) ∈ R for some ‘small’ t and
similarly c00 = ek · h1 · (1 + h1 )k−1 = ug1 · (1 + t0 p) ∈ R for some ‘small’ t0 . Note that
c0 = ug1 m mod p and c00 = ug1 mod p, so that m0 = c0 · (c00 )−1 mod p = m mod p,
assuming that ug1 invertible in Rp . However, since the attacker’s basis for (p) has large
norm, the computed element m0 also has large norm, and, due to the apparent difficulty
of computing a short basis for the ideal (p), it still seems hard to efficiently compute
a short (norm less than q) representative (such as m) of the coset of m0 modulo (p).
We remark that other applications require the hardness of yet other interesting variants
of this problem. We refer the interested reader to [23, 40] as well as [24, 8], where
a variant of the GGH construction is applied to provide a candidate solution to the
problem of cryptographic program obfuscation which seems very promising in terms
of its potential applications (see [66, 11, 3] for some examples).

6 Conclusions
We surveyed recent developments in both the security analysis and applications of
the NTRU cryptosystem and its variants. Some of these developments motivate the
study of new computational problems on polynomial rings, whereas others help to
unify the field of lattice-based cryptography, by showing that the security of the NTRU
system can be based on the same foundations as more recent lattice-based schemes.
The simplicity of the NTRU system seems to give it potential efficiency advantages
compared with other known lattice-based systems (e.g., unlike other known public-key
encryption schemes based on the Ring-LWE problem, NTRU ciphertexts consist of
just a single ring element), and also seems to make it easier to construct some powerful
cryptographic functionalities, such as the multilinear maps discussed in Section 5.2
and the multikey homomorphic properties of the FHE scheme in Section 5.1. Yet the
full fundamental potential of the NTRU system, as well as that of other lattice-based
systems, is not completely clear at present. We hope this survey will encourage more
progress in this active field in the years to come.
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