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Introduction

As the global use of Internet technologies in the workplace expands, so the focus on managing the human aspects of Internet security grows.  Employer liability for employee misuse of Internet facilities is potentially enormous and ranges from loss of proprietary information, data and productivity to litigation for harassment or criminal activities. (Nowak 1999)  For all that, companies typically don’t do a good job of addressing the employee component of business intelligence or information system security. (Hamin 2000)

The development of appropriate policy formulation and practice as a means of managing the issue is explored in this report.

Use of the term “staff” or “employees” herein refer to all company insiders including executive staff, management and board members.

Types of Misuse and Abuse

Before devising appropriate staff Internet policies and practices, it’s necessary to briefly articulate the range of insider misuse and abuse they are intended to target.  The forms of misuse described in the following section require no special knowledge or computer hardware beyond that needed to perform relatively common tasks in the workplace.

Poor Password Security

In most business systems, staff must identify and authenticate themselves to gain access to data.  Nonetheless, they are notorious for making poor password choices, revealing passwords to others, or to writing them down where they are in full view of passers by.  Moreover, when required to leave their work area for a short time, employees often leave themselves logged into the system, despite policies to the contrary. (Erlanger 1997; Stamper 2001; Bottom 2000)

Unauthorised Message Posting

Messages posted to web sites, chat rooms and bulletin boards expose organisations to the possible loss of information and misrepresentation.  For instance, in 1999 an executive board member of a company based in Vancouver suggested insider trading was taking place by other senior staff of the organisation and called for their resignation on his web site.  The executive posted daily diatribes about the situation in online bulletin boards and chat rooms, where this sensitive internal issue was discussed by whoever happened to visit them at the time.  This inflamed the situation and exacerbated the company’s problems to the extent that its share price dived to new lows. (Mandel 1999)

Companies simply cannot afford to permit the unauthorised posting of commercially sensitive information on the Internet, neither can they rely on the personal judgement of their staff to decide what is and isn’t acceptable public knowledge.

Licensing Abuses

Protecting software licenses is another concern.  If company-owned licenses are sent by electronic mail (e-mail) to a third party without the owner’s permission, then the terms of the license have been violated.  The reverse situation can also occur.  Where an employee brings in or sets up unlicensed software on a company work station, then the employer can be made accountable for the unlicensed software, regardless of whether they were aware of it or not.  When the additional threat of virus infestation that might impact on data integrity and other network systems is taken into consideration, the risk of this kind of behaviour is simply not acceptable. (Attaway 2001)

Employers are also responsible for unlicensed music and video material being downloaded via their Internet link, not to mention the bandwidth costs of clogging up a network to access inappropriate material.  Moreover, online exchanges of multimedia material are being aggressively pursued in the courts by music and film companies and their representative organisation, such as the Recording Industry Association of America (RIAA), seeking compensation for the unauthorised use of material they own. (Webnoize Inc. 2000)

Harassment and Unprofessional Behaviour

Another danger for organisations involves staff sending personal e-mail using their business client with a position and/or their employer’s name displayed.  This form of communication exposes employers to expensive litigation and other undesirable consequences.  A fairly recent case outlined by Nowak (1999) demonstrates vividly the extent of this exposure.  It concerns a staff member e-mailing a person he’d met in a chat room, during work time, to persuade her to engage in consensual sex acts.  The person concerned contracted the Acquired Immune Deficiency Syndrome (AIDS) virus as a consequence, which provided the basis for case to hold the company concerned liable for the staff member’s Internet activity at work.

The harassment of colleagues using corporate e-mail facilities comprises another very real danger for organisations.  A recent survey of workers in the USA indicated that 73.5% of them used company e-mail to send or receive personal messages last year compared to 63.6% in the previous year.  Further, of those surveyed, almost 1 in 5 said they receive e-mail that’s potentially offensive at least once per month from a colleague. (Marsan 2000)

In many countries, employers have a legal obligation to protect their employees from discrimination, harassment and violence.  The globalisation of companies and of the economy mean that harassment and other laws must be considered regardless of where a particular company’s headquarters is located.

Regardless, inappropriate use of e-mail by employees is on the increase and is costing employers, such as Chevron in the USA, very dearly.  In 1995, Chevron paid US $2.2 million to settle a lawsuit filed after male employees circulated a joke “25 Reasons Why Beer Is Better Than Women”, over the company’s e-mail network. (Leonard, 1999, p. 28)

Loss of Productivity

Earlier in this document we looked at the scenario of a company insider who damaged the market position of their company using chat rooms in an inappropriate way.  Chat room conversations provide the illusion of private, real time conversation, when in fact the conversations are visible to all users.  Moreover, chat room conversations can be stored for later use or intercepted and read as they travel through servers. (Forman 2000)  This can result in the loss of proprietary and other confidential information while it will always result in the loss of productivity.

In 1999, the Xerox Corporation revealed it had fired at least forty staff members for misuse of Internet facilities.  In some cases, employees spent as much as eight hours of non-business related web site access per day on company time and equipment. (Dunn 1999, Forman 2000)

Moreover, a recent survey conducted by a company in New York indicates Americans spend more time on the Internet at work than they do at home. (Dunn 1999)  Another USA study reported that 30 to 40 percent of Internet surfing is not business related.  Moreover 70 percent of Internet pornographic site traffic apparently occurs during traditional business hours, while a survey of 13,000 e–mail users showed around 90% of them received spam (unsolicited e-mail, much of which is commercial) at least once per week. (Drolet 2000)  As Michelle Drolet (2000, p.59) points out “These statistics point to wasted time, decreased productivity and system degradation”.

Technical Solutions: Monitoring

Firewalls, system auditing plans and network administration protocols, along with deploying equipment and policies to ensure the integrity of system access, device and data security are fairly standard technical solutions to the problem of effective Internet security.  Administrative controls, consisting of system administrator policies to underpin technical controls enhance this system.  They regulate how employees and clients can use the network system and are often supported by staff recruitment, separation and “stranger danger” styles of training strategies. (Nowak 1999)  However, concern about the misuse of company Internet assets has led a growing number of organisations to establish additional means of monitoring and securing content on their systems.

Many software tools are available in the market for allowing companies to analyse the ways in which their systems are being used.  Some software analyses a web page’s text, images and network composition to identify content, whereas other packages identify universal relay links (URLs) or key words.  Other software development companies have introduced a hardware-software server appliance the makers claim does web filtering while also allowing management to control internet services such as file transfer protocol (ftp) and streaming media (used to play multimedia files).  Apparently the program automatically identifies and monitors all access requests and can be customised to track specific users.  What is more, it seems that some of this software can even view every draft of an employee’s e-mail client, including messages that were never sent.  Yet another product that captures an employees screen every 1 to 30 seconds has evidently greatly helped a Legal Service Bureau control non-work related Internet use. (Forman 2000)  

Regardless of the claims made by software vendors, one must consider the extent to which a reduction in employee misuse was achieved as a result of the specific features of the new software.  It seems very likely that any drop in personal e-mail traffic is at least equally due to awareness by workers that their e-mail is being monitored than by any technical fix.  

Alarmingly though, not all employers advise their staff that their Internet activities are being monitored.  The New York Times installed a secret monitoring system and in 1999 the publication fired 23 employees for exchanging offensive emails.  While few of us dispute the right of businesses to control the use of equipment provided in the workplace, there are some serious ethical and privacy issues that should be addressed.  As an American Senator pointed out late last year “We would never stand for it if an employer steamed open an employee’s mail and put it back without her knowledge.  It should be the same with e-mail” (Forman 2000)

The Law: Employer and Employee Rights

While organisations realise abuse of the Internet reduces employee productivity, clogs up bandwidth, costs them proprietary information and exposes them to the possibility of litigation, the ways in which they respond to “surf abuse” varies from company to company. (Hamin 2000, Marsan 2000, Forman 2000)  Likewise, as the legislative environment can be very different from one country to the next, the range of options companies are able to employ to address the issue also vary (Hamin 2000).  Unless otherwise specified, this discussion focuses on the American experience when looking at employee and employer rights.

Concern over employee misuse of computer systems has led business to look for legal remedies.  The Computer Misuse Act 1990 (UK) was primarily designed to define unauthorised access with a view to limit outsider access to systems.  It has proved problematic for organisations looking to implement controls over insider abuse of Internet facilities as the result of various interpretations by the courts. (Hamin 2000)  Partly designed to facilitate a perceived business need for enforceable controls over employee abuse of the Internet, the Federal Electronic Communications Privacy Act of 1996 was introduced in the USA.  The Act prohibits any interception of electronic communications, while allowing companies to monitor e-mail if they’ve provided the worker with the hardware and software used.  This is known as the Business Extension Exemption. (Katz 1999).  Nonetheless, the issue of worker privacy is not as clear-cut as it first appears.  Attaway (2001, p.30) points out that while “employers monitor employees for many valid reasons” they need to act carefully when they find evidence of insiders misusing the Internet, as they too have enforceable privacy rights under the legislation. “When privacy issues reach the courts, judges tend to place the privacy claims of employees against legitimate claims of employers.”

One employer found a senior executive had been visiting an adult web site for around eight hours, four days a week.  When confronted on the matter, the executive held that the company had no right to investigate his online activities.  It seems where there are no policies on staff use of the Internet, the Business Extension Exemption does not apply.  Furthermore, the employer must establish a legitimate business purpose for monitoring the online activities of their staff and ensure employees have a diminished expectation of privacy for work-based communication.  Employees have the right to claim violation of their privacy if activities are observed without their expressed or implied consent.  What is more, lawyers have the ability to retrieve e-mail records from a company’s servers for use in cases employees may wish to bring against their employers. (Katz 1999)

However in a litigious situation, criminal laws, such as the Computer Misuse Act 1990, interact with the civil law, the common law and employment regulations.  This poses a problematic legal dilemma for organisations looking to deal with threats or damage arising from insider computer misuse and abuse. (Hamin 2000)

In Australian recently there have been several instances of the industrial relations system determining the outcomes of cases brought against workers accused of employee misuse of the Internet.  Several of these involve high profile companies such as Holden, Toyota, Centrelink, the Victorian police and Telstra. (Phillips 2001)  The Telstra case involved 27 workers stood down for alleged distribution of pornography.  The Communications, Electrical and Plumbing Union (CEPU), their trade union, took up the worker’s defence.  The CEPU were concerned about the electronic monitoring device used by the employer without consulting their employees.  The CEPU also demanded Telstra hand over information on their equal opportunity and training policies, claiming their members had been treated unfairly over the incident. (John Fairfax Group Pty. Ltd. 2000)

Ultimately, an order was issued from the Industrial Relations Commission (IRC) for Telstra to reinstate all of the suspended workers pending a full investigation of the case.  Furthermore, the CEPU is fighting the case in the IRC on the basis that the employer didn’t consult with the union on any of these matters before standing down the workers, a breach of their enterprise bargaining agreement, rather than privacy or any other considerations. (John Fairfax Group Pty. Ltd. 2000)

The issue of online privacy rights is a relatively unexplored area of the Australian legislature.  To facilitate the development of domestic Internet business interests, the Federal Trade Commission (FTC) established the Advisory Committee on Online Access and Security (ACOAS).  The role of ACOAS is to advise the FTC on a range of matters, including the ability of individuals to access information collected from and about them online.  The charter of ACOAS directs them to consider access and security as it relates to online information and a range of sub-committees and working groups were set up to consider the matter and provide a set of recommendations.  Interestingly, there is a lack of certainty within ACOAS as to liability for inappropriate use of data or unauthorised access of the data in question.  They state “it would be unclear whether or not the individual would have a remedy under existing law”. (ACOAS, 2000 a, p.1)

Moreover the focus of the FTC’s efforts, like those of the Computer Misuse Act 1990 in the UK, are to ensure consumer protection from the data collection activities of commercial web sites, rather than to regulate the ways in which Australian companies are able to monitor staff use of their internet facilities.  In fact, their role is quite limited, since none of the regulations they recommend will be mandatory.  As a corollary of consumer protection principles though, the ACOAS argue that mandated internal security present some very difficult issues.  The point to difficulties in defining “unauthorised” access to data and the scarcity of Australian companies with rules regarding employee authorities over computers and data systems.  Apparently even where companies have such rules, they amend them ‘simply by changing their practices rather than rewriting the rulebook”. (ACOAS, 2000 b, p.2)  Their draft report to the FTC argues that fear of liability by Australian businesses could lead to draconian measures such as background checks and drug testing of recruits.  They conclude that they should not “encourage measures that improve the privacy of consumers by reducing the privacy of employees”. (ACOAS, 2000 b, p. 2)  The rights and responsibilities of employees and employers as to Internet technologies remains vexed and in need of clarification.

Australian trade unions are no further ahead than employers are when it comes to clarifying acceptable Internet practises for workers.  As with employers, unions tend to rely on the existing industrial relations legislative skeleton to protect workers from offending employers, hence the CEPU’s enterprise bargaining defence of the Telstra workers cited in this document.  The response of management and unions to the challenge of dealing with information technology in the workplace has been mediocre to say the least.  Exploring the extent of potential liability for employers and establishing the rights of employees are essential, yet these matters barely appear on the Australian legislative agenda.

Internet Policies

According to some commentators, by 2001, 75 percent of companies with more than a thousand employees will have Internet policies and will routinely monitor for compliance. (Yasin 1999)  Clearly then companies concerned about insider misuse or abuse of the Internet need to clarify policies to define what appropriate use is.

Monash University is a good example of where no clear Internet policies are communicated to employees.  University policies classify e-mail messages as records to be managed in accordance with existing University, privacy and other legislation.  Document management policies point out that under the Freedom of Information Act, e-mail and other electronically created documents are discoverable.  This could be understood to mean they may be able to be used in litigation, albeit no clearly established parameters for the evidentiary status of electronic records in Victoria, where the core of the University’s business is based. (Monash University 2000)  Yet very few Monash employees are aware that the policies exist, let alone know where to locate them.

Advice as to what organisations should include in their Internet policies for staff abound, however generally speaking these put employees on notice that the facility exists for work-related purposes only and caution staff against unacceptable behaviour. (Marsan 2000, Drolet 2000, Verton 2001)  The better company policies are well defined, simple to read and updated regularly.  They don’t simply notify employees that the facility is to be used work-related purposes, they go on to caution staff on every aspect of unacceptable behaviour, citing the authority for such policies and asking the employee to consent to monitoring by signing an appropriate document (see Appendix 1 for an example). (Nowak 1999)  Other measures, such as the consistent use of pop up screens containing Internet and email policies might also be considered, as the employee must key in the appropriate response to indicate they have read and accepted the terms of use before proceeding to use the Internet system.

At the same time though, employers ought to ensure their policies are not so stringent that they entirely rule out casual use of the Internet.  If its acceptable for an employee to make and receive personal telephone calls, or to go and get a cup of coffee, then it is also acceptable for employees to check out the newspaper online or to e-mail a personal contact.  It’s unrealistic to expect staff to function at full capacity for every moment of the working day so employers should be flexible.  Limitations on the use of the facilities should remain reasonable and be clearly related to the employer’s business interests. (Nowak 1999)

A useful and ethical means of enhancing your Internet policy development and one that’s more likely to stand up in the courts should misuse occur, is a consensual Internet policy.  As Drolet (2000, p.60) states, its neither necessary or desirable to attempt to please very employee, however “it is essential that you recognise the impact this policy will have on the company’s information technology, human resources and legal departments, as well as senior management”.  By involving people in the process, potential risks associated with miscommunication or misunderstandings can be largely avoided.

Establishing a workplace privacy policy is another means of ensuring that should employees misuse the Internet, the employer will have a defence against accusations of privacy violation.  The privacy policy can be based upon company values and can also be used to assist in the formulation of the consensual values referred to earlier, not to mention the “goodwill” that such a process should engender in employees.  By this means, companies are able to ensure that the Internet policy respects the rights of its staff, protects the company from accusations of abuse of employee privacy, while facilitating their goodwill. (Attaway 2001)  In short, company Internet policies should work to make employees aware of appropriate Internet use at work and to adequately protect the employer from negligence actions.

Conclusion

Global information systems are integral to contemporary business operations.  Security systems planning designed to support these activities though has tended to focus on protecting companies from “outside” attacks, when in fact a significant proportion of their exposure can actually be tracked back to employees.  Employer liability for employee abuse of the Internet facilities is potentially enormous and ranges from litigation for harassment and criminal activities to loss of proprietary information and productivity.

Solutions to the dilemma need to be carefully considered in view of various legislative environments, the rights and fair treatment of employees, and in view of the fact that all staff perform a vital role in protecting company information technology and other resources.

Along with appropriate technical and procedural fixes, well written e-mail and Internet policy measures, reinforced by reminders and consensual policy formulation that’s supported by a balanced outlook can be pivotal in limiting a company’s exposure to the abuse and misuse of its facilities.
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Appendix 1

An Internet Policy (Nowak, 1999, pp. 467-491)

An Internet policy should be implemented to put employees on notice that Internet use exists for work-related purposes only. Specifically, an effective policy on Internet use should: 

(1) caution employees that the Internet is not a secure environment and may be accessed by others. Further, the policy should inform the employees that backup files continually exist within the company's system and can be easily retrieved by a plaintiff who wishes to file suit against the employee or the company. The policy should warn employees that the employer has access to and may override individual passwords to maintain its business interests. The policy should also require employees to disclose all passwords to the employer to facilitate such access.

(2) explain the employer's monitoring procedures and how they may be lawfully used by management under state and federal privacy and wiretap laws. The policy should provide that by using the company computer, the employee consents to monitoring (to achieve employer interests). The employer should obtain a signed acknowledgment form from the employee consenting to such monitoring.

(3) limit employee access to the Internet and establish authorization procedures for access. For employers that use the Internet on a limited basis through a commercial service, it may be appropriate to set aside only one computer with software and modem capability to access the Internet. Therefore, the employer can successfully monitor one computer used by employees on a revolving basis when business needs arise. 

(4) clearly establish that the computer and other electronic communication devices are the exclusive property of the employer and should be used only to serve the interests of the employer.

(5) proscribe the use of the employer's Internet service for personal messages, contacting third parties, or distribution that does not fall within the scope of employment. The policy should particularly restrict simple "chain" e-mails and other messages that may appear innocuous. 

(6) define and prohibit communications that may be considered harassment of fellow employees and third parties.

(7) prohibit offensive, harassing, vulgar, obscene, or threatening communications, including disparagement of others based on race, national origin, marital status, sex, sexual orientation, age, disability, pregnancy, religious or political beliefs, or any other characteristic protected under federal, state, or local law.

(8) proscribe the creation and dissemination of sexually oriented messages or sexually graphic images through the Internet, and prohibit unwelcome behavior, such as sexual advances and requests for sexual favors. 

(9) forbid employees from using the Internet system of another employee or transmitting e-mail messages from a co-worker's Internet hookup.

(10) implement a document retention policy. This system keeps the employee aware that backup is kept for only a limited amount of time. (Highlight the common misconception that many employees believe that deleting an electronic message automatically removes it from the system.) 

(11) be submitted to all employees, particularly new hires. This policy, which should be signed by new hires, should also include a provision that the employee has read, understood, and will follow the instructions of the employer.

Appendix 2

Employer liability for employee online criminal acts (Nowak1999, pp.467-491)

I. INTRODUCTION 

Typing away at his computer while at work, Jacob Jacks forged a new and
unhealthy relationship with an unassuming woman through an online "sex
chat room." A computer technical advisor for Prodigy Services Company,
Jacks repeatedly entered the chat room during work time for one reason:
to befriend Barbara Haybeck and to persuade her to engage in sexual intercourse.1
Jacks, a known sexual predator who had AIDS, used the Internet access provided
by his employer to spend extensive time online with Haybeck.2 Ultimately,
Jacks succeeded in luring her into a sexual relationship. Before and during
the relationship, Jacks denied having AIDS.3 Haybeck contracted the deadly
virus as a result of the sexual relationship and attempted to hold Prodigy
liable for Jacks's Internet activity on the job.4 

In workplaces driven by the latest and most advanced technology, this scenario
does not seem too unrealistic. Misuse of the company computer and Internet
services provide other reprehensible fact patterns as well. Jacks's activity
might not have been limited to e-mailing a woman to engage in consensual
sex acts. Employer liability could also become an issue, for example, if
he were selling child pornography over the Internet at work, entering other
chat rooms to lure underage girls into his sex web, or even harassing a
third party by use of the company's online service. While the computer
and the Internet as effective communication devices have changed the face
of business, they present new and unanswered problems for employers. 

What are the legal consequences for Prodigy and other employers when an
employee uses a computer and his or her company's Internet service to engage
in criminal activity or activity that furthers a criminal act?5 Can the
victim hold the employer liable under a respondeat superior or negligence
doctrine? There is little question that these employees should be civilly,
as well as criminally, liable for their abhorrent acts. However, the issue
of employer liability becomes more recondite when these predators are not
the parties involved in a suit resulting from their illegal conduct. Because
the emergence of the information superhighway offers employees a new outlet
to conceal improper activity from their employers, employer liability is
only further complicated. 

Only twenty-five years ago, a mere 50,000 computers existed worldwide.6
In 1997, that number was estimated at 140 million.7 Today, 120 million
people are linked via the Internet,8 the vast majority of whom have gone
online since 1990.9 That number is three times as many as were online even
two years ago.' Experts estimate that, in 1997 alone, these users sent
nearly 2.7 trillion e-mail messages through their computers." According
to experts, "traffic on the Internet is doubling every 100 days."12 

For obvious reasons, this explosion of communication has greatly impacted
the workplace. "Today, 90 percent of all companies with more than 1,000
employees use E-mail."13 In 1996, a mere "34% of the Fortune 500 companies
had World Wide Web sites"; in 1997, 80 percent of these companies had Web
sites. 4 Meetings that formerly involved a pen, paper, and a handshake
now involve a fax machine, a teleconference, or a simple e-mail message.
The advantages of the computer workplace are obvious. Not only does technological
advancement aid the average business, it also impacts the consumer who
now receives services more efficiently and rapidly. 

As new means of communication, however, the computer and Internet activity
in the workplace yield disadvantages as well. Employees may spend a significant
part of their workday surfing the Internet, which is merely a double-click
away. But what awaits employees on the Internet are "hits"'5 unrelated
to their employment roles and to the missions of their companies. Therefore,
workplace Internet use creates a unique opportunity for employees to engage
in activity contrary to the interests of the employer, including criminal
activity or harassment. Wrongdoers like Jacob Jacks will continue to realize
that the employer's Internet service can be used as a personal tool that
can levy tremendous destruction upon the lives of private third parties.
In response to perpetrators like Jacks, government and judicial systems
have been slow to enact specific laws to confront this type of technological
terror. Legislatures and courts now struggle to pass laws and resolve conflicts
to keep up with this ever-changing technology. In the meantime, employers
must take precautions to protect themselves from unnecessary liability
until legislatures can adequately address these questions of law. 

This Note examines the application of the doctrines of respondeat superior
and negligent retention as applied to the Internet in the workplace. It
intends to aid employers that want to take proactive steps to minimize
their liability for the actions of their employees on the Internet.17 Part
II analyzes the doctrine of respondeat superior, which imputes liability
to an employer for the actions of an employee that occur within the scope
of employment. Part III focuses on negligent retention, the doctrine most
likely to entrap employers as they continue to add more computers (and
thus, more Internet users) to the workplace.'8 Part IV offers employers
suggestions to limit their liability as a type of online provider and recommends
an Internet policy to enforce proper employee use of the Internet while
on the job. 

II. THE DOCTRINE OF RESPONDEAT SUPERIOR 

A. Traditional Definition of Respondeat Superior 

The traditional basis for an employer's liability for its employees' acts
is the doctrine of respondeat superior, under which the employer is liable
for employee acts that are within the scope of employment or in furtherance
of the employer's interest.19 "Under respondeat superior, the employer
`stands in the shoes' of its employees,"Zo as long as the act in question
is within the scope of employment. Courts determine whether an employee's
tortious conduct falls within the scope of employment by considering such
factors as the time and place of the act, the nature of the employee's
duties, and the purpose for which the employee acted.21 The Restatement
(Second) of Agency, section 228, establishes the test adopted by most jurisdictions
to determine what conduct falls within the scope of employment: 

(1) Conduct of a servant is within the scope of employment if, but only
if: 

(a) it is of the kind he is employed to perform; 

(b) it occurs substantially within the authorized time and space limits;


(c) it is actuated, at least in part, by a purpose to serve the master,
and 

(d) if force is intentionally used by the servant against another, the
use of force is not unexpectable by the master. 

(2) Conduct of a servant is not within the scope of employment if it is
different in kind from that authorized, far beyond the authorized time
or space limits, or too little actuated by a purpose to serve the master.22


Courts have held that acts that are so personally driven or outrageous
are clearly outside the scope of employment.23 For example, in Heindel
v. Bowery Savings Bank, Robert Turner, a security guard at a New York shopping
mall, forced a fifteen-year-old girl to accompany him to the mall's security
office where he assaulted, raped, and sodomized her.24 The victim's father
filed suit against Turner's employer, arguing that the security company
was "vicariously liable" for his acts.25 While the court acknowledged that
an employer can be held liable for torts committed by the employee during
the course of employment, the employer cannot be held liable when the personal
motives of the employee are unrelated to the employer's business.26 Finding
that Turner's acts were committed for personal motives and were a complete
departure from the normal duties of a security guard, the court held, as
a matter of law, that his conduct did not further the employer's interest.27
The court granted summary judgment for the employer. While not explicitly
mentioning the Restatement, the Heindel court could have easily been guided
by common sense exceptions to the scope of employment rule contained in
the Restatement. For example, section 235 of the Restatement specifically
protects employers when employees commit intentional torts for purely personal
reasons unrelated to the business. 

In addition, if the employee's actions are outrageous, courts have traditionally
held that the actions serve no rational business purpose and are therefore
outside the scope of employment.29 In Bates v. United States, the Eighth
Circuit found that the government as "employer" could not be held liable
for the actions of a military policeman when the policeman's conduct was
"outrageous and criminal.'"30 In Bates, a military policeman stopped a
car of four teenagers for an alleged robbery near a Missouri military base.
The policeman handcuffed the passengers and fatally shot the two boys in
the car.31 Afterward, he assulted and raped the two girls, ultimately shooting
the as well.32 The court found that and employee whose "actions...were
so outrageous and criminal-so exessively violent as to be totally without
reason or responsibility" could not be found to be acting within the scope
of his employment.33 

B. Employee Misconduct on the Internet 

These exceptions, which negate the scope of employment when employee actions
are so outrageous or personal in nature, should have specific application
to Internet use in the workplace. The Restatement requires that the employee's
acts "serve the master."34 Therefore, to perform within the scope of employment,
the employee must be motivated to serve the master, even in part, by his
acts. Wrongful activity on the Internet in the workplace cannot fall within
the scope of the employment relationship because sexual advances or other
outrageous conduct over a company's online service could not reasonably
further an employer's interest. Just as it is highly inconceivable that
the sexual assault in Heindel or the sexual assaults and murders in Bates
furthered the employers' interests, it is also unthinkable that luring
a third party into a sexual relationship by way of the company computer
furthers an employer's objective.35 

In the Haybeck case, for example, Prodigy employee Jacob Jacks spent countless
hours online with the plaintiff while he was at work at Prodigy.36 Jacks
offered Haybeck free time on Prodigy to induce her into a sexual relationship.37
In dismissing the claim against the employer under the doctrine of respondeat
superior, the court found that an employee's actions cannot fall within
the scope of his employment when they are wholly personal in nature.38
While the Haybeck court did not specifically declare Jacks's actions to
be outrageous, one could conclude that the court found that his acts were
so reprehensible that they could not have furthered his employer's interests.39
Jacks's decision not to disclose a medical fact about himself could not
have been said to further Prodigy's business. Rather, his decision to conceal
his HIV status arose from a personal motivation too attenuated to "serve
his master."40 Likewise, using the Internet as a tool for Jacks's personal
satisfaction did not serve the interests of Prodigy and, therefore, fell
outside the scope of employment. 

Extensive case law confirms that courts traditionally do not use respondeat
superior as a basis for expanding an employer's liability when the employee
commits wrongful acts so attenuated or outrageous that they fall outside
the scope of employment.4' Although an employee's improper use of the company
Internet service falls outside the scope of his employment, employers are
not immune from liability. Employers can still be held accountable under
a basic negligence doctrine. 

III. NEGLIGENT RETENTION AS A MEANS OF EMPLOYER LIABILITY 

A. Negligent Retention as an Alternative to Respondeat Superior 

In cases where an employee's tortious conduct cannot result in any violation
under respondeat superior, courts recognize an alternative theory of employer
liability-negligent retention or supervision-under which a plaintiff can
bring an action against the employer. This theory holds employers liable
under a completely different theory of negligence when the employer negligently
retains or supervises the alleged employee tortfeasor. Rather than argue
employer liability under respondeat superior, plaintiffs now assert claims
under this new concept-negligent retention.42 This negligence theory supplements
the doctrine of respondeat superior because it offers plaintiffs a second
bite at the employer liability apple. 

The two claims differ in focus. "Under respondeat superior, an employer
is vicariously liable for an employee's tortious acts committed within
the scope of employment."43 However, negligent retention holds an employer
primarily liable if the employer negligently places "an unfit person in
an employment situation involving an unreasonable risk of harm to others."44
Negligent retention, therefore, allows "plaintiffs to recover in situations
where respondeat superior's `scope of employment' limitation [formerly]
protected employers from liability."45 Even if plaintiffs are unsuccessful
in arguing that the tort was committed within the scope of employment,
they may still plead alternatively that the employer allowed the tort to
occur because the employer failed to take reasonable care in supervising
or retaining the tortfeasor employee.46 

Once an employee has been hired, the employer has a legal duty to supervise
the employee and his conduct while at work.47 This supervision is necessary
not only to protect other employees but also to shelter third parties from
the wrongful acts of employees.48 The Restatement admonishes an employer
to properly oversee its employees. Section 213 of the Restatement declares
that an employer "is negligent if he fails to use care to provide such
regulations as are reasonably necessary to prevent undue risk of harm to
third persons or to other servants from the conduct of those working under
him."49 

Under a theory of negligent retention, an employer is held liable for retaining
an employee whom it knows or should have known is not fit for the employment
position.50 Simply put, the doctrine holds an employer accountable when
it "fails to properly direct or oversee the conduct of an employee subject
to its control."51 In cases regarding employee conduct, third-party plaintiffs
often attempt to show that the employer failed to react to actual or constructive
notice of facts, which should have suggested that the employee posed a
"special" threat.52 Actual notice is "such notice as is positively proved
to have been given to a party directly and personally, or such as he is
presumed to have received personally . . .."53 Constructive notice is "information
or knowledge of a fact imputed by law to a person (although he may not
actually have it), because he could have discovered the fact by proper
diligence, and his situation was such as to cast upon him the duty of inquiring
into it."54 This theory requires the employer to proactively investigate
issues that arise in the workplace. 

Most negligent retention cases involve sexual harassment claims in the
workplace. The typical claim is one in which an employee brings a Title
VII action against the employer for the misconduct of a co-worker. In this
scenario, the employer is not liable under state sexual harassment law
or under federal law through Title VII if the employer had no notice of
the co-worker's actions. But if the employer was placed on notice of the
coworker's alleged harassment, the employer could be liable under both
Title VII and a theory of negligently retaining the co-worker. 

A non-employee who is a victim of employee misconduct can state a similar
claim under the theory of negligent retention. If an employer knows or
should have known about allegations of improper conduct of an employee,
then the employer has a duty to investigate the allegations and remedy
the situation according to its findings.5 When a plaintiff offers evidence
that the employer had notice of the employee's conduct but failed to take
any remedial action, the plaintiff gains a strategic advantage in the litigation.56
Therefore, courts specifically focus on whether the employer had notice
concerning the employee's improper actions and whether the employer took
appropriate measures to reprimand or dismiss the insubordinate employee.57


A Colorado court has suggested that a plaintiff can succeed under a claim
of negligent retention only if the plaintiff shows prior knowledge or notice
on the part of the employer as to the employee's alleged tortious conduct
or propensity toward engaging in that conduct. In Moses v. Diocese of Colorado,
a church parishioner brought a civil action against the Episcopal diocese
and bishop for her injuries sustained through sexual relations with a priest
from whom she sought counseling.58 The plaintiff argued that because the
diocese had notice of several other sexual relationships between priests
and parishioners, the diocese as "employer" was negligent in retaining
the priest in her case.59 The court found that the diocese and bishop had
been notified of ongoing problems within their church because sexual relationships
between priests and parishioners had arisen seven times before. The court
noted that even the psychological reports notified the diocese that further
supervision of their priests may be necessary. While the court found that
the priest's acts were clearly outside the scope of employment, the court
held the diocese liable for negligent retention because the diocese "should
have been alert to the possibility of problems with Father Robinson and
taken adequate steps to insure [that he] was not in a position where he
could abuse [his position] .. . .,62 

Foreseeability is a key issue in deciding whether an employer is liable
under the theory of negligent retention. The employer's liability will
depend upon the scope of the original foreseeable risk that the employee
created through his acts. According to basic tort analysis, "[i]f the intervening
cause is one which in ordinary human experience is reasonably to be anticipated,
or one which the defendant has reason to anticipate under the particular
circumstances, the defendant may be negligent, among other reasons, because
of failing to guard against it...."63 If an employer simply could not have
foreseen the actions of its employee, it is more likely that a court would
not hold the employer liable. However, if it can be found that an employer
had a duty to anticipate the intervening employee conduct and guard against
it, a court is more likely to find the employer liable.65 

A Connecticut court considered the issue of employer liability when the
employer may not have foreseen the consequences of its employee's actions.
In Gutierrez v. Thorne, a man was hired as a mental retardation aide by
the state's mental retardation services agency.66 As part of his duties,
he visited with and assisted high-functioning retarded clients with budgeting
and banking problems, shopping, and household needs.67 He was given keys
to the apartments so that he could gain access in the event of an emergency.68
He later used the keys to enter an apartment and sexually assault a young
female client.69 The court was forced to decide whether a reasonably prudent
employer would have more closely supervised an employee who had keys to
enter the apartments.70 If a reasonable employer would have seen the possibility
of the general nature of the injury and would have taken extra precautions
to supervise its employee in this situation, the employer here should also
have foreseen the problems inflicted on the victim. The Gutierrez court
held that the foreseeability of whether the defendant's conduct in permitting
the employee to have a key to the plaintiff's apartment would result in
a sexual assault upon the plaintiff was a question for the fact finder.


The Haybeck court also addressed the issue of negligent retention as applied
to the employer Prodigy. Applying the traditional approach to the theory
of negligent retention, the court demanded that the plaintiff show how
Prodigy was put on notice of its employee's wrongful activity: 

Clearly Jacks' act, whether it was his sexual conduct or his failure to
reveal his medical condition, cannot be considered "one commonly done by
such an employee"-there is no allegation that technical advisors in positions
such as Jacks' commonly have sex with customers or failed to reveal the
fact that they carried communicable diseases. 

Because Ms. Haybeck could not show that Prodigy knew that Jacks was concealing
his HIV status from his sex partners or was having unprotected sex with
them-anything that would alert Prodigy to wrongful activityshe could not
argue that Prodigy's retention of its employee was negligent.73 

As the courts in Moses, Gutierrez, and Bates held, recent jurisprudence
clearly establishes that liability will not be imputed to the employer
under a negligent retention claim unless the employer knew or should have
known of the employee's improper conduct, which made him "unfit" for the
position.74 Where the Internet is involved, an employer can fall into and
out of liability based upon the e-mail and Internet system the company
uses. For example, if a small business uses a commercial service such as
America Online75 to conduct Internet activity, an employer will have little
opportunity to screen or become aware of any improper online conduct. However,
if a larger business decides to establish a private network with its own
server,76 the employer's potential notice of improper conduct becomes greater
because it exercises more control over the exchange of information. Employer
liability should turn on this very point. How businesses store their Internet
activity and how often they check this activity must affect their susceptibility
to third-party lawsuits. The business that controls its own Internet system
has the ability to store e-mail communication, to effectively monitor the
Internet activity of its employees, and should not be allowed to assert
that it has no knowledge of information it physically possesses. 

B. Typical Company E-Mail Systems 

Before assessing the potential liability of an employer that uses a non-network
service versus an employer that operates an Internet system at its workplace,
it is important to note the differences between the two possible e-mail
systems. The first category, and probably the more prevalent, is an e-mail
system where the employee uses e-mail through a commercial service, such
as America Online, Prodigy, or CompuServe.77 Through this system, users
transmit messages to each other through terminal lines and routing mechanisms
housed in a computer.78 The only equipment necessary to transmit the e-mail
message is a modem, computer, and appropriate software.79 The employee
sends the e-mail messages to a recipient via telephone lines usually owned
and operated by a third-party server.so The employer merely acts as a liaison
between the employee and the commercial entity by paying for the online
service.81 E-mail messages on this system usually remain confidential vis-a-vis
the employer.82 To gain access to any files on this basic e-mail system,
the employer will literally have to search the individual computer for
the files because the only information trail that exists is between the
non-network service and the computer sitting on the employee's desk. 

The second situation is an e-mail system owned and maintained by the employer.
Here, the employer will most likely operate a server where e-mail and other
Internet activity are often stored after this information is retrieved
by employees.83 Even when an employee deletes a message from his or her
own computer, there will almost always be a record of e-mail messages and
Internet hits stored on a system maintained by the employer.84 These communications
are also routinely stored through a backup system, leaving a trail of evidence,
which can confirm the existence of improper conduct by the employee.85
Employees and employers alike may believe that once an e-mail message is
sent or deleted it will be removed permanently from the system.86 While
a paper file can often be discarded when it is no longer needed, electronic
data that is deleted or overwritten can easily be retrieved. Most electronic
information is stored on backup tapes for six months to a year.87 The misconception
that electronic messages are forever deleted can only further entice employees
to recklessly send e-mail messages that could levy harsh legal consequences
on their employers. 

Additionally, this second system is usually overseen by a system administrator
or computer technician who ensures the security and overall maintenance
of the system. The system administrator usually controls the flow of stored
information and is most capable of monitoring the Internet activity of
employees. Unlike the employer that uses a commercial e-mail system, an
employer that hires a system administrator to monitor its Internet system
provides a less confidential communication environment for its employees.


C. Potential Liability for an Employer that Uses a Non-Network EMail Service


An employer that supplies its employees with a basic, non-network email
service to communicate at the workplace may have little opportunity to
discover whether improper activity may be occurring between an employee
and a third party via e-mail. When e-mail communication does not exist
at the workplace, a supervisor may at least pick up on conversations or
other outward displays of conduct between an employee and another party
that may give rise to a suspicion of improper activity. However, with unlimited
access to the Internet, employees may send improper e-mail messages without
their employer's knowledge and innocently continue their workdays. 

Because the opportunity to efficiently supervise employees in this environment
is unrealistic, employers that maintain a non-network e-mail service should
be most protected under the doctrine of negligent retention when the doctrine
is applied to the Internet. Not only are these employers cut out of the
communication loop (remnants of the e-mail communication only remain between
the individual employee and the commercial service), they are forced to
inspect each computer's hard drive or memory if they wish to explore their
employee's activity on his computer. Even if backup files are created at
some location within the company's limited computer system, it is still
unlikely that the employer will have reasonably easy access to the activity.88


At these types of businesses, improper Internet activity and its liability
is even more difficult to impute to the employer than with other types
of communication within the workplace, such as a conversation between an
employee and a third party over the company telephone. As long as the employer
acts consistently with state and federal wiretapping statutes,89 it can
screen the phone call not only to determine whether the conversation falls
within the scope of employment, but also to determine whether it is activity
that the employer must prevent and remedy to avoid liability. Therefore,
a simple telephone call may place the employer on notice of employee misconduct.
An employer also receives notice through company voice mail or even a fax
machine. These technological advancements give the employer voice or digital
feedback concerning the actions of its employees. The same cannot be said,
however, for an Internet system completely outside the control of the employer.
When the employer relies on a third party to provide the Internet service,
the employer can no longer "wiretap" the e-mail transmission. The employer
is left to rely on a coworker of the employee or constructive notice, which
alerts a supervisor to the misconduct. 

Yet the most outrageous acts may still be foreseeable and entrap even the
smallest businesses. Moses v. Diocese of Colorado suggests that any information
that notifies an employer of potential misconduct can implicate the employer
in a negligent retention claim. In Moses, the court reasoned that the employer
should have further supervised its priests when reports indicated that
relationships between priests and parishioners were becoming more common.9'
Similar "reports" can alert an employer to improper Internet activity.
For example, if an employer knows that its employees frequent sexually
explicit Internet sites or use their e-mail for nonbusiness purposes, it
becomes more foreseeable-regardless of the employer's Internet screening
capabilities-that an employee will engage in conduct that harms a third
party. While an employer can receive notice through other channels, these
few tangible examples provide a clear warning that an employer must develop
heightened supervision when the Internet is involved. 

Although Moses involved the Diocese of Colorado, a large employer whose
capabilities to monitor priests' activities were enhanced by its tremendous
resources and manpower, its message to small businesses with a basic Internet
setup is clear: Improper employee actions that are both foreseeable and
that actually or constructively place the employer on notice will subject
the employer to liability under state negligent supervision laws. Thus,
employers with limited Internet supervision capabilities still must heed
the basic duty echoed in the Restatement, which implores an employer to
"provide such regulations as are reasonably necessary to prevent undue
risk of harm to third persons . . . from the conduct of those working under
him."92 

D. Potential Liability for Employers that Maintain Their Own Internet Systems


Employer liability for the online criminal acts of its employees may cut
a different way for employers that maintain and control their own servers
through which e-mail is transmitted and on which it is stored. Because
these employers control their own systems, electronic information is stored
and saved for any supervisor to uncover.93 It is difficult for these employers
to argue that they do not fully know what activity their employees are
engaging in since the evidence is available on their networks. On the contrary,
since the employer is equipped with the ability to create backup files
on the network, it has an increased opportunity to find the files.94 The
employer can view files on the hard drive and every e-mail message passing
through its system that is placed in storage. Whereas a smaller business
lacks the opportunity to check electronic information because it lacks
its own computer network, employers possessing network capabilities cannot
avoid the potentially scandalous activity of its employees. Thus, these
employers find themselves in the same category as an employer that monitors
its own telephone lines. Comments formerly made within the company halls,
bathrooms, or even in private meetings may now be sent through the network
system by an employee.95 Since these electronic messages can be stored
on hard copy or on disks, the employer receives similar notice as it does
with a telephone conversation, voice mail, or fax. The message makes its
"noticeable" mark, albeit stealthily, on the employer. 

In addition to maintaining their own networks, these employers traditionally
retain a system administrator whose duties often include monitoring employee
Internet activity on the system. While this administrator is invaluable
to the novice computer user who is struggling to master Windows 95, his
position in the company exponentially increases the employer's awareness
of network and thus, Internet, activity. It is virtually impossible for
a system administrator to contend that he is unaware of employee Internet
activity when e-mail messages are stored on the very system he monitors.


Applying traditional negligence law to this situation, a plaintiff can
effectively argue that an employer's Internet system and its system administrator
places the employer on notice that its employees conducted improper activity
on the company's Internet system while at work. Haybeck v. Prodigy Services
Co. exemplifies the situation these employers face.96 In Haybeck, the plaintiff
filed suit against Prodigy for its "negligence, carelessness, [and] recklessness
. . . in [Prodigy's] ownership, operation, management, repair and control
of . . . [its] on-line network."97 While the court found Jacob Jacks's
actions to be outside the scope of his employment, it did not adequately
address Prodigy's liability as an employer that arguably was placed on
notice of Jacks's activity on its elaborate Internet system. Haybeck's
conclusion forces large, intricate businesses to guess at the standards
courts will apply to determine liability for their Internet systems. According
to the court, the only wrong that occurred was Jacks's alleged unprotected
sex with Haybeck while he was infected with AIDS-an act that took place
off the employer's "premises"98 and without the aid of Prodigy's "chattels."99


Yet, the question arises whether Jacks furthered his wrongful act, as any
employee could, with Prodigy's chattels. Contrary to the court's finding,
Jacks used his employer's chattel to further his criminal activity. But
for the company computer, Jacks probably would not have met Haybeck in
the chat room and therefore, would not have encouraged their relationship.
The Haybeck court quickly glossed over this point, thereby sending the
wrong impression to employers like Prodigy. Haybeck should have argued
that Prodigy was aware of Jacks's questionable activity because Prodigy's
electronic files indicated that Jacks entered sex chat rooms and spent
hours there100 rather than engaging in work that "served"101 the interest
of his employer. Prodigy's suspicion should have heightened when its stored
electronic files indicated that an employee entered a sex chat room for
excessive periods of time.102 While Prodigy might not have been privy to
Jacks's particular motives in luring Haybeck into a sexual relationship,
his actions were foreseeable because of the electronic trail Jacks left
behind. 

While employer liability seems to be elevated for employers that maintain
their own servers, these employers have one strong defense because their
Internet systems are deluged with an infinite amount of electronic information,
employers cannot adequately search for employee misconduct. Although a
search for improper activity may be feasible for a company with 100 employees,
it may be a much different task for a company with 5,000 employees. Such
an argument, however, seems unlikely to rebut a plaintiff's claim. It implies
that the larger employer is not taking the basic means to supervise its
employees and is tacitly allowing employee misconduct to invade the workplace.


To make this defense succeed, employers must adopt methods that minimally
assist the employer in weeding out employee misconduct on the Internet.
Using software that blocks sexually explicit sites and that helps screen
for certain words that appear in employee e-mail, employers utilize preventative
devices that courts may favorably acknowledge in employer liability claims.103
Although the employer should adhere to state and federal privacy laws in
implementing these methods, they will prove effective in sheltering it
from liability. 

IV. SUGGESTIONS TO EMPLOYERS TO REDUCE THEIR LIABILITY FOR EMPLOYEES '
WRONGFUL ACTS 

A. Create a Company E-Mail Policy 

For employers that carry either type of Internet system, company policies
will significantly limit the risks associated with electronic communications
in the workplace and reduce the employer's liability under negligent retention
law.'4 Not only does a well-drafted Internet policy limit or eliminate
potential liability for these lawsuits, it also proactively decreases e-mail
abuse by informing employees that the employer is monitoring their e-mail
activities. Such a policy also resolves any ambiguity under federal law
about the employer's right to review employee email.105 Therefore, the
employer's reason behind these office policies should be two-fold: (1)
to make employees aware of proper Internet use at work, and (2) to adequately
protect the employer from a negligence action. 

An Internet policy should be implemented to put employees on notice that
Internet use exists for work-related purposes only. Specifically, an effective
policy on Internet use should: 

(1) caution employees that the Internet is not a secure environment and
may be accessed by others.t6 Further, the policy should inform the employees
that backup files continually exist within the company's system and can
be easily retrieved by a plaintiff who wishes to file suit against the
employee or the company. The policy should warn employees that the employer
has access to and may override individual passwords to maintain its business
interests.'? The policy should also "require employees to disclose all
passwords . . . to the employer to facilitate such access.108 

(2) explain the employer's monitoring procedures and how they may be lawfully
used by management under state and federal privacy and wiretap laws.109
The policy should provide that by using the company computer, the employee
consents to monitoring (to achieve employer interests).110 The employer
should obtain a signed acknowledgment form from the employee consenting
to such monitoring.111 

(3) limit employee access to the Internet and establish authorization procedures
for access.112 For employers that use the Internet on a limited basis through
a commercial service, it may be appropriate to set aside only one computer
with software and modem capability to access the Internet. Therefore, the
employer can successfully monitor one computer used by employees on a revolving
basis when business needs arise. 

(4) clearly establish that the computer and other electronic communication
devices are the exclusive property of the employer and should be used only
to serve the interests of the employer.113 

(5) proscribe the use of the employer's Internet service for personal messages,
contacting third parties, or distribution that does not fall within the
scope of employment."4 The policy should particularly restrict simple "chain"
e-mails and other messages that may appear innocuous. 

(6) define and prohibit communications that may be considered harassment
of fellow employees and third parties.115 

(7) "[p]rohibit offensive, harassing, vulgar, obscene, or threatening communications,
including disparagement of others based on race, national origin, marital
status, sex, sexual orientation, age, disability, pregnancy, religious
or political beliefs, or any other characteristic protected under federal,
state, or local law."116 

(8) proscribe the creation and dissemination of sexually oriented messages
or sexually graphic images through the Internet, and prohibit unwelcome
behavior, such as sexual advances and requests for sexual favors. 

(9) forbid employees from using the Internet system of another employee
or transmitting e-mail messages from a co-worker's Internet hookup.118


(10) implement a document retention policy.119 This system keeps the employee
aware that backup is kept for only a limited amount of time. In Part III.C
supra, this Note highlighted the common misconception that many employees
believe that deleting an electronic message automatically removes it from
the system.1 While the backup is secure on an employer's server and network,
it does not remain for an indefinite period of time.121 This will benefit
the employer because there will be less risk of liability with less backup
available.122 The limited period of backup storage also encourages employees
to be more efficient in the sense that they need to be aware of what files
they actually have, instead of falling into the habit of relying on backup.123
Once employers educate their employees on stored documents, they should
also emphasize that the employees must not rely on this backup because
the information is not permanently available. 

(11) be submitted to all employees, particularly new hires. This policy,
which should be signed by new hires, should also include a provision that
the employee has read, understood, and will follow the instructions of
the employer.124 This may further limit employer liability given recent
Supreme Court decisions that require employers to make their discrimination
policies readily available to their employees. The policy should be periodically
redistributed. Access to the system should be frozen until the form has
been returned.125 Providing each employee a copy of the policy on a single
occasion may not be enough. Employers should install a pre-log-on screen
into the system notifying employees that use of the Internet is governed
by office policy.126 

Although some of these policy elements may seem obvious to employers and
employees alike, many employers are not implementing these preventive plans.127
If these behaviors and activities are checked by Internet policies, employers
can limit their exposure to liability claims. This policy assists all employers
that are online. However, these steps particularly aid the employer that
uses a commercial online (non-network) service. Because this employer cannot
electronically monitor the computer, these guidelines represent proactive
steps by this employer to weed out improper Internet activity in its workplace.
While courts will continue to demand that this employer carefully supervise
its employees, particularly when misconduct is reported, an Internet policy
often serves as a solid defense to employer liability claims. In addition
to an Internet policy, employers in this kind of Internet environment should
also encourage employees to report improper activity to a supervisor or
the employer's human resources department. 

B. The Employer that Operates Its Own Internet System Should Take Additional
Precautions 

An Internet policy alone, however, does not limit the potential liability
of the employer that operates its own Internet system because this employer
is more readily put on notice of its employees' actions. What may go unnoticed
in one workplace may be etched in a server's backup storage in another
workplace. Therefore, the employer that maintains its own server must take
extra precautions to prevent liability under the doctrine of negligent
retention. 

This employer must first require its system administrator to monitor e-mail
communications, consistent with state and federal wiretap laws, for improper
employee conduct. Such a job requirement is not difficult to add to the
list of the administrator's responsibilities. When the employer does not
require this supervisor, as part of his duties, to monitor the system,
the employer may have to explain to a court why it did not take the initiative
to implement this relatively easy precaution. If an employer is willing
to hire such an administrator, it is more likely that this person will
be put on notice of inappropriate behavior or communication through the
company computer. Plaintiffs injured by the acts of an employee may find
it easier to impute notice to an employer when the employer hires and retains
an employee whose sole job is to monitor the computer workplace and to
assist co-workers to properly manage the latest technology. However, common
sense must prevail. A court will unlikely hold an employer liable when
it continues to take reasonable steps to protect its network from inappropriate
employee activity. While these administrators must respect the privacy
of the employee, they should work within the Internet policy created by
the employer to protect the business from potential liability. 

Additionally, the employer can use devices, such as firewalls, which block
traffic that may be sexual in nature or improper in the workplace.128 The
firewall can be considered as a pair of mechanisms: one that blocks traffic,
and the other that checks all incoming traffic.129 In essence, the firewall
can be formulated to block particular Internet sites or chat lines that
an employer finds to be improper or outside the scope of employment. While
this device curbs such improper access, it also serves as a potential defense
to third-party claims. Because the employer secures this extra precaution
within its Internet system, it can argue that it is reasonably taking proactive
steps to properly supervise employees and "to prevent undue risk of harm
to third persons . . . from the conduct of those working under him."130
The addition of the firewall not only ensures a safer workplace, it dissuades
employees from engaging in Internet activity that may have a detrimental
effect on third-party victims. 

While the supervision of a system administrator and the addition of a firewall
can aid the employer in limiting the number of negligent retention lawsuits,
the employer that operates its own Internet system should also encourage
employees to inform the company of any improper activity that might be
present without the employer's knowledge. Although this employer has a
heightened legal duty to supervise its employees, it should never underestimate
the dedication of a majority of employees who wish to make their workplace
safe for co-workers and consumers alike. 

V. CONCLUSION 

The widespread use of the Internet in the workplace raises a number of
complicated and unanticipated legal issues for employers. Unfortunately,
many of the existing statutory, regulatory, and common law rules and principles
have not kept pace with advancements in electronic communications technology.
The doctrine of respondeat superior cannot address these legal issues because
much of the employees' improper Internet activity occurs outside the scope
of the employment relationship. Currently, the doctrine of negligent retention
forces employers to analyze their potential liability when they allow the
Internet into their businesses. This doctrine requires employers to remedy
improper activity when they know or should know of its existence within
the workplace. This does not, however, foreclose all legal remedies for
alleged victims in the future. Although remedial state and federal legislation,
such as the Communications Decency Act, will surface, further regulation
will undoubtedly raise even more legal issues for the employer. Given this
state of uncertainty, adopting defensive policies and procedures and monitoring
existing resources is the most effective way to reduce an employer's liability
while taking advantage of today's technology. 
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Appendix 3

The 3 e’s of e-mail and Internet policies (Drolet 2000, pp. 59-64)


The cornerstone of an effective risk management program comprises the establishment
of comprehensive policies, the education of employees on these policies,
and enforcement-and reinforcement-based on defined guidelines. 

[IMAGE PHOTOGRAPH]

These policies must cover all forms of employee conduct in the workplace,
including physical, verbal, printed or electronic interaction. For many
of these activities, policies have already been established, with enforcement
precedents on record. It is electronic interaction, however, that many
businesses have yet to effectively address. 

E-problem 

Given that the misuse of a company's e-mail system or Internet access by
an employee can wreak havoc on an organization, the lack of attention to
this matter is unacceptable. Inappropriate e-mail or Internet use not only
decreases productivity, it opens your company to costly liability. This
is clearly no laughing matter. 

Consider the following: 

Sixty-eight percent of companies characterized messaging misdemeanors as
widespread, with related losses estimated at $3.7 million per company,
per year. (Datamation) 

About 55 percent of workers exchange potentially offensive messages at
least once a month. (PC Week, March 1999) 

In a 1999 survey of eight hundred workers, 21 percent to 31 percent admitted
to sending confidential information, such as financial or product data,
to recipients outside the company via e-mail. (PC Week, March 1999) 

In a survey of thirteen thousand email users, approximately 90 percent
said they received spam (unsolicited commercial e-mail) at least once a
week. (Gartner Group) 

Thirty percent to 40 percent of workplace Internet surfing is not business
related. (IDC) In fact, 70 percent of Internet porn site traffic occurs
during the nine-to-five workday. (SexTracker) 

These statistics point to wasted time, decreased productivity and system
degradation. And this is in addition to the legal risks. It is important
to keep in mind that any business can be held liable for the actions of
its employees if a staff member: violates government regulations; sends
actionable messages or destructive, harassing, offensive or discriminatory
e-mail; or uses e-mail or the Internet to conduct malicious activity. 

Organizations dedicate tremendous time and resources to recovery steps:
combating the effects of e-mail viruses, making amends for disparaging
or inappropriate e-mail content or Internet use, and dealing with extensive
litigation due to employee misuse of company e-mail or Internet access.
But effective risk management mandates a proactive approach. Understanding
the threat posed by the misuse of company e-mail and Internet access is
important, but knowing what you are up against is not even close to half
the battle. You must act on that knowledge quickly and decisively by creating
a clear and concise employee e-mail and Internet access policy, disseminating
that to employees and creating enforcement standards for those who do not
adhere to the rules. 

In short, it is an operational imperative that you practice the three E's
of e-mail and Internet policy programs: Establish an official e-mail and
Internet usage policy. 

Educate employees on company policy and their individual rights and responsibilities
under this policy. 

Enforce and reinforce this policy using standardized enforcement principles.


If you think the solution sounds too simple when the problem has become
so overwhelming, think again. Following certain commonsense guidelines
will help ensure your ability to create an effective employee email and
Internet access policy, educate employees on their specific responsibilities
under the policy and efficiently enforce that policy simply, quickly and
judiciously. 

Create Consensus 

It is not necessary, nor is it advisable, to attempt to please every employee
with your new policy. However, it is essential that you recognize the impact
this policy will have on the company's information technology, human resources
and legal departments, as well as senior management. By including the appropriate
people in the initial process of establishing your policy, you will help
to avoid the frustration and potential risks associated with miscommunication
and misunderstanding. 

You should also keep in mind that certain elements are essential to an
effective employee e-mail and Internet policy. These elements follow general
themes: 

The computer belongs to the company and therefore the company must classify
what is authorized use of the computer system. 

Define and explain the privacy rights to which the policy adheres. All
employees must be informed that their e-mail messages and Internet access
can be monitored. 

Stress the importance of using care when drafting e-mail messages, and
the severity of the far-reaching effects these communications can have
on company image. 

Emphasize the necessity of avoiding inappropriate content within e-mail
messages and on the Internet. Although most employees know what is inappropriate,
if you do not define "inappropriate material," you may be held liable for
employee actions. 

As you begin to create your corporate policy, there are additional guidelines
essential for effective implementation and enforcement Be sure to include
in your policy any information that will help to protect your company against
liability. Also, agree upon processes and procedures for making changes
to the policy, for example, to clarify a part that certain employees have
difficulty understanding, to reflect changes in general corporate practices
and policies, or to respond to changes in technology. 

Documentation and Reminders 

Once your policy has been created and agreed upon by the key spokespeople
within your organization, document it. It is essential to have a written
record of the decisions you have made regarding appropriate e-mail and
Internet use. 

In the past, this was one of the final stages of effective policy development.
The next step was to place this document into the Policies and Procedures
section of the employee manual, and promptly forget about it, as concern
moves on to the next project. While it is certainly helpful to have a copy
of your e-mail and Internet policy in an employee manual, that is no longer
enough. As they go about their daily electronic interaction with coworkers,
clients and other contacts, you must educate employees about this policy
and its practical implications. 

Employees must receive consistent reminders of the principles of the policy
and their responsibilities under that policy. One effective way to keep
staff from forgetting the company's e-mail and Internet policy is to provide
them with consistent "eminders"-reminders that pop up onto their computers
screens and offer the opportunity to review the individual elements of
the policy. The collaborative process used to create the policy should
also be used when implementing the reminder schedule. This will ensure
that policy circulation is appropriately prioritized, and that the the
constant education and re-education of employees is meeting the needs of
the various departments. 

Each employee must be asked to "Accept" or "Disagree With" the policy,
in order for the reminder program to be effective. The combination of prioritized
reminders with the acceptance of the corporate policy not only reinforces
each of its elements, it also helps monitor its implementation and success.


History Reports 

It is possible that some employees will choose to disagree with certain
aspects of the policy. It is therefore essential that, as part of your
policy education program, employee responses are tracked. 

The reports gleaned from this information will allow you to address issues
before they turn into problems. In some instances, you may find that part
of the policy requires a more comprehensive explanation. In others, you
may find that immediate action, in the event of a negative response, is
necessary. With scheduled reminders and systematic tracking of responses,
policy enforcement becomes more standardized and therefore more palatable
to your employees. 

You may want to outline the consequences of noncompliance with company
policy within the reminder. This eliminates any possibility of inconsistent
responses to rule infractions and provides an electronic paper trail to
rule out any question about whether an employee understood the ramifications
of his or her action. 

This electronic paper trail can become the most important element for defense
should the company be faced with court action due to the inappropriate
words or actions of an employee. 

However, it is essential that the security and integrity of the database
in which this information is kept is beyond reproach if it is to be expected
to withstand legal scrutiny. The appropriate steps to maintain the security
of your data include addressing issues such as appropriate data storage,
suitable methods for destroying electronic documents that are no longer
necessary, and the securing of electronic information in the event of litigation.
(Source: Electronic Evidence Recovery, Inc.) 

It is only by implementing this final security that you ensure your ability
to defend the company in the event of litigation. 

As companies become more dependent on e-mail and the Internet for business-critical
communications, the need for specifically defined employee policies becomes
paramount. This is the only protection organizations have to ensure that
they are not held liable for employee abuse of company e-mail and the Internet.


E-mail and the Internet are here to stay, and that is a good thing. Most
of us wonder how we ever got along without these tools. However, even as
we marvel at the wonders of modern technology, we must keep our feet planted
firmly on the ground and address the very real legal, security and productivity
issues that stem from its use. 

SEVEN KEY COMPONENTS OF A SUCCESSFUL POLICY EDUCATION AND ENFORCEMENT PLAN
INCLUDE: 

1. Timely reminders of workplace policy to employees 

2. Employee status reports-to keep track at employees who have accepted
or rejected the e-mail and Internet policy, and address issues before they
become problems 

3. Employee history reports-an electronic "paper trail" if litigation ever
becomes an issue 

4. Management and tracking of multiple policies-periodic reminders of allcompany
policies-from e-mail to sexual harassment 

5. Planned schedule-getting buy-in from all management as to which policies
will be prioritized during a given time period 

6. Tamperproof databases with history reports-to hold up in a courtroom


7. Multiple levels of security-to protect the integrity of the data 

BENEFITS OF THE 3 E'S 

improved employee productivity 

prevention of embarrassing incidents 

preservation of bandwidth 

ability to introduce and update policies quickly and easily 

corporate and board-level protection from legal liability 
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Appendix 4

Insider cyber-threats: problems and perspectives (Hamin 2000, pp.105-113)

ABSTRACT In many jurisdictions, the issues concerning computer misuse have, in the main, tended to concentrate upon the increasing threats from outside the organization, whilst largely ignoring the threats posed to the organization by the insider. This research note will focus on the broader issue of the threats, and the dilemma posed, to the organization by insiders as well as the legal challenges that insiders present to the courts. It will review bow the courts have tended to protect computer owners or employer organizations against the insiders, despite their own misconception over what constitutes unauthorized access, as envisaged by the Computer Misuse Act 1990. This focus upon the insider threat is particularly useful in understanding bow the interpretation Of computer misuse within organizations can be mediated through the notion of opportunity. On the one hand, the electronic office provides insiders with ample opportunities to threaten their employer organizations. Yet on the other hand, the availability of technology in the work environment suggests that increasingly surveillance and control of employees are no longer a distant possibility. 

Introduction 

Global information and communication networks are now an integral part of the way in which modern governments, businesses, education and economies operate. However, the increasing dependence upon the new information and communication technologies by many organizations is not without its price; they have become more exposed and vulnerable to an expanding array of computer security risks or harm and inevitably to various kinds of computer misuse. The term 'harm' and 'misuse' are used here as not all wrongful conduct are crimes, some are merely tortious in which the remedies lie in the civil law. 

The centrality of the workplace in modern society renders it a significant site for the study of criminal activities. However, the literature on computer misuse has overwhelmingly focused on the individual offender and where organizations are involved, the perception of the threats to them have, in the main, originated from outsiders or the external hacker, rather than from within. Drawing upon an ongoing research into computer misuse within the organization, this research note attempts to revive an interest in workplace crime and seeks to consider some of the pertinent issues concerning the threats to computer systems from insiders that have raised some fundamental questions about the relationship between law, technology and work in contemporary society. 

Insider Threats 

A typology of occupational crime may encompass: crimes in which the employing organization benefits; criminal abuse by public officers; crimes by professionals and crimes by individuals.1 The threats from computer misuse within the workplace may fit into the last category of the typology because it is generally concerned with the harms committed by employees against organizations for which they work. However, the term 'insiders' might encompass a broader category of persons covering those with legitimate access to the computer systems but who use those systems for wrongful purposes or when they have exceeded their legitimate level or degree of authority within the systems.2 They include not only employees (current, former or temporary) of the computer owner but also persons with authorized access to another system to which that system is connected and persons providing software (e.g. suppliers) and maintenance services to the systems (e.g. consultant or independent contractors).3 

As insiders, they are in an advantageous position as they may be familiar with the operation of the employers' computer systems thus making it easier for them to misuse the systems, or they may uncover certain flaws in the computer systems or gaps in the controls which monitor their activities. Hence, formerly honest individuals could succumb to temptation if the payoffs are sufficiently substantial. The ease of misuse due to the insider's familiarity with the systems is illustrated in the Attorney General's Reference (No1 of 1991).4 The Court of Appeal held that accessing the previous employer's computer without a password by the former employee, thus giving him a discount on the purchase to which he was not entitled to, amounted to an unauthorized access within section 1 of the Computer Misuse Act 1990. The court rejected the trial judge's decision that the wording of section 1 on obtaining access 'to any program or data held in any computer' requires two computers (the perpetrator's computer and a 'target' computer) to be involved. The offence was committed even if only one computer was used. This broad interpretation of section 1 is correct in view of the fact that to hold otherwise would limit the application of the 1990 Act to external hackers only and would thereby exclude the insiders from criminal liability. 


The extent and prevalence of insider misuse has always been problematic as any reliable data on such misuse is difficult to obtain.5 Despite the increase in the threat to computer systems from external hackers, particularly via the internet," insiders provide the other likely source of threat, which suggest that there is a general trend of increasing in harm both from outside of an organization as well as from within.6 The problem of ascertainment of insider threats could be due to the unawareness of the organization of any compromise on their system or their reluctance to admit that they have been a victim of insider attack, or reluctance to report known breaches for various other reasons. One of these reasons is the corporate fear that negative publicity of insider misuse might impact on their commercial reputation and market share. On the other hand, organizations might favour civil remedies rather than criminal prosecutions or they might find it easier to claim for losses from such misuse through insurance or by simply passing the costs directly to their customers. Alternatively, lack of faith in gaining the law enforcement interests or lack of faith in the law enforcement capabilities itself might hamper organizations from reporting such misuse. However, the Audit Commission Report in 1997 revealed that organizations are now more willing to report instances of computer misuse (based on responses from 900 organizations, such reporting increased to from 36% in 1994 to 45% in 1997). 

Insiders pose enormous legal dilemmas for their employers who have to decide how to deal with the threats or harm arising from computer misuse. Although a multitude of options are available to the victim organizations in responding to such misuse, in the form of the criminal law contained in the Computer Misuse Act 1990, the civil law, the common law and the employment regulations, these are relatively less easily definable than the criminal anti-hacker statute which was enacted to deal with external hackers. Vicarious liabilities which might be attached to employers for the acts of their employees in the course of their employment and by their usage of the new technologies, have in the main been one of the biggest concerns and worries of employers. Such liability in contract and tort may be problematic but the issue of criminal liability in the workplace may be more so as the questions of who is accountable and how that accountability should be discharged are rarely discussed.8 On the one hand, publishing defamatory statements in the electronic mail may attract liability in tort whilst sending electronic mail containing negligent misstatement or advice may bind the employer under the law of contract. On the other hand, by making illegal copies of copyrighted software, using electronic mail to disseminate pornographic or paedophile materials or images, and by using electronic mail to sexually harass another employee, employees may expose their employers to the risk of lawsuits, criminal prosecutions and fines. Confronted with such potential abuse and liabilities, many employers have, in their effort to increase productivity, efficiency and the proper use of their computer resources, resorted to using monitoring and surveillance technologies in their workplace. Such moves lead to the critique of the new 'information panopticon', drawn from Foucault's disciplinary power analysis, which is aimed at 'anticipatory conformity' of employees and enhancement of managerial control9 and an encroachment on the right to privacy in the workplace.10 Consequently, with such technologies and security tools, employers are now in a better position to know much more about the activities of their employees at work and arguably might find it easier to detect when insiders are acting to the detriment of their interests. 

Despite the media sensationalization of certain examples of insider misuse, in practice such threats of misuse are more mundane, such as using the office computer for private work, sending personal electronic mails, playing computer games, recreationally or aimlessly surfing the internet11 or downloading software from the internet. These unauthorized uses of computer time and facilities, which in the least likely instance might attract charges such as theft of computer time or illegal abstraction of electricity have been considered as non-criminal by the Law Commission: 

... there is nothing to distinguish the misuse of an employer's computer
from the misuse of the office photocopier or typewriter, and that it is
therefore inappropriate to invoke the criminal law to punish conduct more
appropriately dealt with by disciplinary procedures.12 

Although these types of misuse may not amount to offences under the Computer Misuse Act 1990 (hereinafter the CMA), they may result in the loss of resources and productivity. Yet whether the use of office computers for private work is a form of misuse depends on the individual organization. In this era of governance, crime control technologies have moved beyond the state or its apparatus (the police) into non-state or private sphere13 such as the workplace. This shift, which is a product of neo-liberal political agendas and strategies, has engendered a type of governance which throws back upon individuals (here the potential victim organizations) the responsibility for avoiding harm or managing the risks involved.14 Employers have been known to tolerate such misuse and the best form of preventive measure would be to have in place a formal computer usage policy enforceable through internal disciplinary procedures. 

However, at the extreme end of the continuum may fie more serious threats, including theft or unauthorized removal of information or trade secrets (industrial espionage), unauthorized access to data or confidential information, unauthorized modification of information such as input or output data manipulation (data-diddling), cyber-extortion by disgruntled employees holding data as hostage, cyber-fraud by employees illegally transferring funds from one account to another, or cyber-vandalism/sabotage involving modifying the appearance and content of the organization's web pages, or damaging, or destroying information, or the computer network of the employer's organization.

The criminal law governing insider threats or harm can be fairly ambiguous particularly where unauthorized access of data or confidential information by insiders is concerned. Prior to this year there seems to be a common legal misconception as to the distinction between employees using computer data for unauthorized purpose and the offence of obtaining unauthorized access to computer data. For example, in DPP v. Bignell,15 Astill j held that accessing the Police National Computer by the defendants for personal reasons, rather than for policing purposes did not constitute an 'unauthorized' access within the meaning of section 17 of the CMA and was therefore not an offence as the officer had not been barred from accessing the relevant information. The court seems to suggest that they had a general authority to access the database since they were authorized to control access to the computer within section 17(5) because they were authorized to obtain the material on the computer despite misusing the information obtained. As the information was not for the purpose for which it was obtained, the Divisional Court was right to suggest that the Data Protection Act 1984 could be applied to the defendants. 

The general authority approach in Bignell was followed and applied by the Divisional Court in Adeniyi Momodu Allison v. Government of the USA,16 a case concerning an application for judicial review of a UK magistrate's decision on an extradition hearing, the claim of which was based on three alleged computer misuse offences under section 2 and 3 of the CMA. The section 2 offences involved securing unauthorized access with intent to commit theft and fraud. Only one claim relating to the plaintiff's involvement in an alleged conspiracy to cause unauthorized modification of the computer system with an employee of the victim company, American Express, was allowed. The essential element of the offences charged was the employee's alleged lack of authority. The allegation in this case was that the employee, a credit card analyst, who was authorized to access customer records and specific accounts had supplied information to Allison, who then obtained replacement PIN numbers, encoded new cards and withdrew money from cash machines in London. Kennedy LJ rejected the argument that the employee was unauthorized as she was not authorized to access the particular data used and accepted the contention that access was not unauthorized because the employee was entitled to control access of the kind in question and was operating in the regular way at her authorized level. 

Along similar lines, the House of Lords in R v. Brown17 held that access by the police defendants into the Police National Database to check the registration numbers of vehicles for purposes other than that of policing (here for the benefit of a debt collection agency owned by a friend), was not an offence contrary to section 5(2) of the Data Protection Act 1984 (before the amendment in section 161 of the Criminal justice and Public Order Act 1994) on the grounds that there was no evidence to suggest that the defendant has made actual use or passed it on to his friend. The court stated that the word 'use' in the section should be given its ordinary meaning. The favourable view is in the dissenting judgement of Lord Griffiths who suggested that a person is deemed to use the data if for improper purpose he has knowledge of the contents of the information after reading it on the computer screen or printout. As the Data Protection Act was envisaged to protect personal data and hence privacy of individuals, reading computerized information about a person by an insider or anyone without a legitimate purpose may amount to an invasion of that person's privacy which should qualify as a 'use' within the meaning of section 5(2) of the Act. 


The broad implications for organizations who are facing insider threats or harm following the decisions in Bignell, Allison and Brown is that such decisions do not auger well for the protection afforded by the CMA or the Data Protection Act. Such decisions may lead to lack of faith in the legal sanctions and a greater level of cases in which the criminal sanctions will not be resorted to. On the other hand, such decisions may invariably result in resorting to internal disciplinary mechanisms, rather than the criminal law, as a form of censure. However, the recent House of Lords decision in R v. Bow Street Magistrate and Allison ex. parte the Government of the United States18 should provide some ray of hope for the criminal law protection for victim organizations against insider cyber-threats. In allowing the appeal and in overruling the Divisional Court's decision, Lord Hobhouse held that the authorization within the section 17 meaning must be the authority to secure access of the kind in question. The Act was not concerned with authority to access kinds of data, but rather, it was concerned with the authority to access the actual data involved. Criticizing the Divisional Courts in Bignell and in this case His Lordship stated that they had failed to give effect to the plain meaning of section 1 to which section 2 is dependent upon because they bad misconstrued the 'entitlement to control' within section 17(5) to mean the control of the computer as opposed to entitlement to authorize operators to access programs and data; they had adopted the extraneous idea of an authorized level of access without considering whether, on the facts of the case, it corresponds to the relevant person's authority to access the data, that was in fact accessed; had confined section I to the 'hacking' of computer systems as opposed to the use of a computer to secure unauthorized access to programs and data. On the issue of the threat of insider misuse, his Lordship further observed that the Law Commission Report which was relied upon by the respondent suggests clearly that 'hacking' refers to all forms of unauthorized access whether by insiders or outsiders and that the problem of misuse by insiders is as serious as that by outsiders. Employees should only be guilty of an offence if the employer has clearly defined the limits of the employee's authority to access a program or data. In its decision, the House of Lords correctly took the access-specific approach and it is a more favourable view than Bignell. It has finally laid to rest any misconception following Bignell about what is covered by the offence of unauthorized access in sections I and 2 of the 1990 Act. 

Insiders, such as bank employees or telephone company employees, may have been the target of exploitation and manipulation by outsiders to assist in the commission of computer misuse or telecommunication offences19 the extent to which is still unknown. This fact may have some bearing on the rather strict access-specific authority approach as opposed to the wider general authority approach adopted by the courts in dealing with such cases. For instance, in R v. Pearce (unreported)20 the defendants, an employee of a mobile telephone company and an outsider, who conspired to obtain data from the employer's customer accounts to be used in a phone-cloning scheme, were held to be guilty of unauthorized access. The principal offender (the outsider) was convicted of section 2 of the CMA despite the fact that he did not in fact personally access the data. It is also doubtful that he had 'caused a computer to perform any function intending to secure access to any program or data held in any computer' within the meaning of said section. However, the insider who actually accessed the data was convicted of section 1 of the CMA because although she was authorized to use the employer's computer systems, she lacked the authorization of the kind in question. This case appears to be a favourable decision for potential victim organizations and public policy considerations may well be served by it. Despite the criticism that Pearce seems to have judicially extended the scope of obtaining unauthorized access with intent to commit a further offence within the meaning of section 2 of the CMA, the access-specific approach taken by the court is now reconcilable with the House of Lords decision in Allison. 

Unauthorized modification or deletion of data or causing damage to the organization computer network is one of the alarming trends of insider cyber-vandalism which is becoming a concern for organizations. Such threats or harm could either be to achieve financial gain, revenge or even jest. The courts have on several occasion, in interpreting either the traditional criminal law or a computer-specific legislation, warned that under no circumstances will such threats be tolerated in the increasingly computerized workplace. For instance, in Cox v. Riley21 the Divisional Court held that the deliberate and Unauthorized deletion of programs from the computerized workplace, rendering it inoperable, amounted to criminal damage to tangible property contrary to section 1(1) of the Criminal Damage Act 1971 on the grounds that the owner of the property had to incur expenses in terms of time, about or money for its repair. Concern over adequate legal protection for computer owners can also be discerned from the judgement of Brown Li who opined that: 

It has to be said that we are living in the age of computers; not only
computers, but other magnetised operations. One thinks of articles such
as the ordinary bank card which is used to withdraw money from certain
machines. There are many methods of operating machinery by stimulating
or activating electrical circuits or magnetised contacts, all of these
matters which are part of the modern industrial and social scene ... It
seems to me quite untenable to argue that what this defendant did on this
occasion did not amount to causing damage to property. 

In R v. Talboys22 a former computer operator who left a message which read 'Goodbye Folks' on the office computer upon leaving his job, pleaded guilty to a charge of criminal damage, when as a consequence of his program being opened the screen went blank rendering the computer unusable. Worthy of note is the judge's warning of insider misuse of computers: 

Offices without a certain amount of humour would be very dry and dusty
places. But this is not the kind of equipment to be a medium for practical
jokes. They are too expensive to remedy, particularly when the jokes go
wrong as this one did. 

In the UK, this form of insider threat or harm will now be covered by section 3 of the CMA. However, in Australia in R v. Caldwell (unreported)23 the Supreme Court of New South Wales held that a disgruntled former computer operator was guilty of intentionally and without authority and lawful excuse erasing the data stored in a computer contrary to section 310 of the Crimes Act. Here the data in question was the production program of the defendant's former employer, which led to the ultimate downfall of the company. In refusing leave to appeal against sentence and affirming the 12 month imprisonment sentence, Abajee J. stated that on the grounds of public deterrence the applicant's act, which was motivated by revenge for the termination of his employment, should not go unpunished. He also observed the vulnerability of businesses to the type of harm inflicted by insider misuse and the seriousness of the applicant's act upon the company and other employees. 

Similarly when a disgruntled computer programmer at Omega Engineering Corporation in the USA was dismissed in 1998, motivated by revenge, he was alleged to have detonated a 'logic bomb' three days after he left and permanently deleted the design and production programs of the company causing an estimated damage of US$10 million.24 These cases suggest that legal liabilities appears to have been based not on the damage to the intangible data itself but rather upon the consequential loss suffered by the victim employer. Further, the massive computerization of administrative, financial and production processes in the workplace provides more opportunities for insiders to threaten the organization. Insider threats, which are not new, have a considerable potential scale of harm and wide-ranging implications. In certain circumstances a more onerous insider threat may not only affect the operational efficiency of the company's computer system as a whole, but may also threaten the existence of the organization or contribute significantly to its demise and loss of employment for many employees. 

The transition to a computerized work environment has significant implications not only for the substantial opportunities for misuse but also for a variety of motivations rendering detection and control or regulation almost impossible. The motivation for computer misuse within the workplace by insiders is as diverse as the means of creating the harm. They may be motivated by revenge or malice,25 challenge or thrills,26 personal problems such as gambling debt, drug-addiction or investment losses,27 greed or financial gain28 anger and frustration with management, dissatisfaction with, or protest against an employer's policy of rationalization.29 Such socio-psychological variables may be relevant in the understanding of the behaviour of offending in such misuse which is evident in R v. Bedworth30 in which the court accepted his defence of computer addiction or computer tendency syndrome. 

In addition to such motivations there is an underlying threat to organizations, which is seemingly evident by the increase in the overall level of breakdown of the traditional relationship between employer and their employees. This might be due to the greater level of change as a consequence of the introduction of technology, which is characterized by information or ideas rather than tangible things. Such ideas, when driven by new managerialism, have not only motivated the rationalization of capital in the workplace, but also the culture of downsizing and rightsizing, which results in a rapid 'deskilling' or degradation of the skills base of workers31 and a 'reskilling' process.32 This, in turn, generates considerable uncertainty, instability and discontentment in the workforce. The job insecurity coupled with 'diminishing bond with the employers33 may thus create a potent criminogenic condition in the electronic workplace. 

Conclusion 

The new information and communications technologies are generating not merely new patterns of work but also new methods of deviancy in the electronic work environment. In the future, with the increase in teleworking and home-based working, new potential legal and security issues might arise. In the risk or audit society the workplace as a potential site of computer misuse may increasingly be subjected to surveillance and monitoring, raising fundamental issues on the right to privacy of employees in the work environment such as those involving the electronic mail communication. Organizations which allow their employees access to computer systems and the internet are confronted with a host of potential abuses and liabilities. Managing the electronic workplace will undoubtedly require some degree of monitoring and, in view of the legislation regulating workplace surveillance, management should be aware of the boundaries in which they themselves operate. There is also a need for employers to provide guidelines and clear policies of the rules governing the use of computers and the internet in the workplace. However, there is also a pressing demand for employers to strike the right balance between the need for productivity, efficiency and proper use of their computer resources and the employees' need for privacy and a non-intrusive and comfortable workplace. 
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