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PREFACE

Thelnaugural Issueof the
| nternational Journal of
| ntelligent I nformation Technol ogies

Vijayan Sugumaran, Editor-in-Chief

INTRODUCTION

Fiercecompetition, globalization, and
thedigital economy haveforced organiza-
tions to search for new ways to improve
competitiveadvantage. Consequently, there
isgreat need for improving communication
and information flow, and providing deci-
son-making capabilitiesfor organizationsso
they can respond quickly to market changes.
To increase organizational productivity,
emerginginformationtechnologies(suchas
intelligent agents) arebeing applied to cre-
ate a cooperative and group-based work
environment.

The advent of the Web has sparked
renewed research interestintheareaof in-
telligent information technologies. Thereis
growinginterestindevelopingintelligent in-
formation systemsthat enable usersto ac-
complish complex tasksin Web-centric en-
vironmentswithrelaiveease. Although ar-
tificid inteligence (Al) technologiessuchas
expert systemsand neural networks have
been successfully used in aerospace, com-
munication, medica, and financial applica-
tions, they have not made asignificantim-
pact onimproving overall productivity due

totheir narrow scope. In contrast, the new
breed of “intelligent information technol o-
gies’ hold greater potentia inthat they can
be applied to alarge number of domains
and adiverseset of problems. A genericin-
telligent-agent based application, for in-
stance, can be customized for different do-
mainsand avariety of problem scenarios.
Intelligent sysemsaregenerally char-
acterized as systemsthat help usersin car-
rying out difficult tasksby minimizing com-
plexity and, hence, the user’scognitive bur-
den. Thesesystemshavealearning compo-
nent and gain“experience’ over time. They
are designed to respond to changesin the
environment and new situationswith mini-
ma or no humanintervention. They arecon-
text sengitive and capabl e of making sense
out of ambiguousor contradictory informa-
tion. They alsomaintain user profilesinclud-
ing user preferencesand previousactions,
and serveasatutor, critic, consultant or ad-
visor by providing suggestions and/or
courses of action to take. These systems
exhibit“inteligent” behavior by dedingwith
complex situationsand gpplying their knowl-
edgeto manipul atethe environment by rec-
ognizing therdativeimportanceof different



elementswithin aproblem scenario. Sev-
era enabling technol ogiesand techniques
such asintelligence-based modeling, grid
computing, datamining and knowledgedis-
covery; datawarehousing and businessin-
teligence; fuzzy computing, neurd networks,
machinelearning and evolutionary algo-
rithms, business components; and Web
technologiesare being utilized in creating
intelligent systlems.

Intelligent agent technology isemerg-
ing asoneof themost important and rapidly
advancing areas. Researchersare devel op-
ing anumber of agent-based applications
and multi-agent sysemsinavariety of fields
such aselectronic commerce, supply chain
management, resourcea location, intelligent
manufacturing, masscustomization, indus-
trid control, information retrieval andfilter-
ing; collaborativework, mobilecommerce,
decision support, and computer games.
Whileresearch onvariousaspectsof intelli-
gent agent technology and itsapplicationsis
progressing at avery fast pace, many issues
remainto beinvestigated and exploredin
areassuch asagent design, implementation,
integration, deployment, eva uation and busi-
nessvaue.

For example, salient characteristicsof
agentsthat arepecifictodifferent domains,
formal approachesfor agent-oriented mod-
eling, reusableagent patterns, platformsand
toolsfor designing andimplementing agent-
oriented information systems, collaboration
and coordinationinmulti-agent systems, in-
tegration, testing and configuration manage-
ment of agent-based systems;, scd ability and
robustnessof agents; security issuesrelated
to mobile agentsand multi-agent systems,
and understanding the organizationa impact
of agent-based systemsare some of thear-
easrequiring further research. Someof the

futuredirectionsfor agent researchinclude
integrating component-based devel opment
and agent technol ogy; transferring research
themesand prototypesfrom thelaborato-
riesintoindustrial strength businessappli-
cations; useof agentsingrid and pervasive
computing, performanceand accountability
of agentsinmisson critica applications, and
effectiveutilization of agentsfor knowledge
and content management in the digital
€conomy.

SCOPE & STRUCTURE OF
THE JOURNAL

Ressarchonintdligentinformationsys-
temscoversabroad rangeof disciplinesand
technologies. TheInternational Journal of
Intelligent Information Technologies
(1311T) providesaforum for academicsand
practitionersto exploreresearchissuesre-
lated to not only thedesign, implementation
and deployment of intelligent systemsand
technologies, but also economicissuesand
organizational impacts. Papersrelated todl
agpectsof Intelligent systemsincluding theo-
retical work on agent and multi-agent sys-
temsaswell ascasestudiesofferingingghts
into agent-based problem solving with em-
pirica or Smulation based evidencearewd-
come. Thejournd isinterested in publishing
both basic and applied research.

Some of thefocal pointsof 1JIITin-
clude: intelligent agent and multi-agent sys-
tems; ontologies and Web services, busi-
nessintelligencethrough datawarehousing
and datamining; adaptiveand reasoning sys-
tems; intelligent decision support, and indi-
vidua, organizationa and socia impactsof
intelligent information systems. Whilethe
thrust of thejournal ison agent-based sys-
temsandtheir goplicationinvariousdomains,



thejournal isalso receptiveto manuscripts

dealing with business applications of other

intelligent technol ogies such as case based
reasoning; fuzzy computing, neural net-
works, evolutionary algorithms, machine
learning, and so on. Furthermore, 11T is
not only interested in publishing technical
articlesbut dso articlescontainingempirical
investigationsaddressing thebusinessvaue
and useof intelligent information systems.

Dueto thediversity and therapidly
changing nature of intelligent information
technologies, 11T will publish different types
of articlestofacilitatetimely dissemination
of research resultsand applications. 1JII'T
intendsto publish thefollowing typesof ar-
tides

* Research papers: Thesearetraditiona
research papers describing novel re-
search, design andimplementation of in-
telligent information systems, gpplication
of intelligent technologiesin avariety of
domains, large-scal e experiments, and
exciting systems of relevance to the
journal’sacademic audienceaswell as
practitioners. Each research paper must
be an original submission prepared ac-
cording to generally accepted standards
of rigorousscientific analyssand should
not exceed 6,000 words.

» Research notes: Theseare short papers
that focuson gate of theart thinking about
aspecific problem or akey innovation or
new devel opmentswhosetimely publi-
cation isimportant. Research notesare
just asoriginal and rigorousasresearch
papers but concise and do not exceed
3,000 words.

* Prototype demonstrations: Prototype
demonstration papers are short papers
that showcase new research ideas and
emerging technologica solutions. These

papersexplain what the prototype does,
why itisuseful and providealink to the
working prototype so that any reader can
useit (either ondteor after download and
local installation). These papersdo not
exceed 2,000 words and are reviewed
and accepted for publication only if the
prototypeworksandisof high quality.

» Case studies: These studies are based
onactud casesrelated to different issues
and aspectsof intd ligent technologiesand
systems. Case studies (about 6,000
words) must provide adequate informa:
tionregarding theorganizationuponwhich
the caseis based, discussion of theis-
suesinvolved, coverage of any experi-
mentsor triasof techniquesor manage-
rial approaches, andfindly, arichdiscus-
sion of any lessonslearned and or con-
clusions drawn from this study for re-
search and practice.

» Bookreviews. Thesearereviewsof ei-
ther textbooks or professional books.
They provideasummary and carefully
examinethe strengths, and weaknesses
of thebook. Most importantly, reviews
discussthe contribution in the context of
theextant literature. They evduatetheor-
ganizational and managerid applications
of themateria discussed inthebook rel-
evant to information resources and tech-
nology management. Book reviewsdo not
exceed 1,500 words.

Toensurethehighqudlity of published
materid, 1T utilizesagroup of expertsto
review submitted manuscripts. Upon recei pt
of the manuscript, two reviewersfromthe
Editorial Review Board and an additional
ad-hoc reviewer are selected toreview the
manuscript. Therefore, each submissionis
blind reviewed by at |least threereviewers.
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The Associate Editorsassessand makerec-
ommendationspertainingtothemanuscript’s
disposition: accept, reviseor reject. They
make these decisions based on their own
review as well as the feedback from the
eva uation forms previoudy completed by
thethreereviewersassigned to the paper.
Associate Editorsoccasionally providean
editorid prefacethat discusses someissues,
trends, problemsor solutionspertaining to
thethemeof thejourndl.

ABOUT THIS ISSUE

Thisinaugural issue of the Interna-
tional Journal of Intelligent Information
Technol ogiescontainsfour research papers.
Two of these articles discuss agent-based
applications, another articlediscussesevo-
lutionary agentsand thelast articlerelates
to maintaining privacy during datamining
(associationrulemining). Intheir article, “An
Agent Based Approach for Sourcing Busi-
nessRulesin Supply Chain Management,”
Ram and Liudiscusstheimportanceof busi-
nessrule management in supply chainsto
support redl-time decision making and pro-
vide an agent-enabled mechanism that dy-
namically mapsbusinessrulesto theenter-
prisedatamodel. They describe aseman-
tics-based data sourcing servicethat sup-
portsthe execution of businessrules. This
requiresdatato beretrieved from various
datasources spread acrossthe enterprise,
including the enterprise data warehouse.
Their contributionisaprototype systemto
illustrate the sourcing service and demon-
sratethefeasibility of their approach.

Inthenext article, “Memesand Muta
tion: Societal |mplicationsof Evolutionary
Agentsin Push Technologies,” Kendall and
Kendall describe and define autonomous

andevolutionary agentsinthecontext of push
technologies. These agentsare utilized for
seeking, organizing and cregtinginformation
viathe Web and other pervasiveand inno-
vativeinformation technologies. They ex-
plorehow memeswill influenceevolution-
ary agents. Memesaredominant messages,
strong enough to be copied over and over
againfrom one agent to another. In particu-
lar, they discussthe social implications of
meritorious and malevolent memes ex-
changed by evolutionary agents. The
Kendall’ssignificant contributionistoraise
awareness of memes and help focus re-
search on how messagesevolveaswell as
how agentsevolve. Thiswill proveuseful as
agentsproliferate.

Heine, Herrler andKirndiscusstheuse
of agentsinthemedical domaininthethird
article,“ADAPT@AGENT. HOSPITAL:
Agent-Based Optimization and Management
of Clinical Processes.” They present asys-
temthat can substantially increase the effi-
ciency of hospital process management
through agent-based smulation. They de-
scribethearchitecture of thissyssemandits
functionaditiesand discussan example sce-
nariofor “clinica trids’ toillustratehow the
system supportsdistributed clinical process
management. Their contributionisan out-
gtanding exampleof using agentsinthemedi-
cd fidd.

Thelagt articlediscussesadatamining
agorithm (association rulemining) that pre-
servesprivacy. Intheir article, “PPDAM:
Privacy Preserving Distributed Association
RuleMining Algorithm,” Adhrafi, Taniar and
Smitharguethat datamining using Web data
may disclosesomesengtiveinformation. As
aresult privacy isoneof the primeconcerns
in data mining research, and the authors
present amethodol ogy that generates asso-



ciation ruleswithout revealing confidential
inputssuch asstatistical propertiesof indi-
vidual sites, but till retainsahigh level of
accuracy intheresultant rules. They makea
measurable contribution by reducing the
communication cost significantly compared
to other well-known distributed association
ruleminingagorithms.

CONCLUSION

Intelligent technol ogieswill atainaper-
manent placein the modern economy and
will bedeployed inmany rolesto increase
productivity in businesseither asass stants
to human operators or as autonomous de-
cison-making componentsof complex sys-
tems. Onecaneasly envisionaworldfilled
withmillionsof knowledge agentsandtools
wherethe boundary between humansand
machineagentsisblurred. Intelligent infor-
mation systemswill beanimportant enabling
component inthetransformation of business
and work place. Human agentscan delegate
arange of tasksto personalized software
agents that can not only make decisions
based onthe criteriaprovided by their hu-
man counter parts, but a'so model therea
soning, action, communication, and collabo-
ration skillsinvolvedin performing human
job functions. Capturing organizational
knowledgein areusableform, and having
intelligent sysemsthat accessand utilizethis
corporate knowledge seamlesdy isgoing to
further revolutionizethework environment.

Weareat acritical junctureinthede-
velopment of intelligentinformation systems.
Severd new and exciting technologieshave
emerged that could makeit possibleto de-
sgnanddeveopintdligent sysemsinorder
to solveanumber of businessproblemsthat
haveremained too difficult and complex for

\

other gpproaches. 1311 Tiscommitted to be-
comeanintegra part of scientific discovery
inthisareaof intelligent technol ogy, support-
ing aresearch community that hasnot al-
waysreceived itsdueattention. [JIT will

report on current and future devel opments;
create synergy among avariety of research
groups; and promoteinterdisciplinary re-
search. Asweforgeahead, | look forward
to receiving your papers. | encouragein-
volvement and support inmaking 1JII T a
premier publication andaval uableresource.
| would liketo takethisopportunity to thank
all themembersof the Editorial Board, As-
sociate Editorsand |dea Group for making
thisjournal possible. | would also liketo
thank all the authors who have chosen to
publishtheir researchin 1311 T and the paper
reviewersfor their vauableeffortsinreview-
ing the submissions. My specia thanksto
the Association for Information Systems

Specid Interest Group on Agent Based In-
formation Systems(AISSIGABIS) for en-
dorsing and promoting thisjournal to its
members. | hopethat you will find the cur-
rent and futureissuesof 1JI1 T to beinfor-
mative, useful and animportant resourcefor
thestate of theartinintelligent information
systems. Welcometo theinaugural issue of
thelnternationd Journd of Intelligent Infor-
mation Technologies

Vijayan Sugumaran

Editor-In-Chief

[JIT

Dept. of Decision & Information Sciences
School of Business Administration
Oakland University

Rochester, M1 48309

sugumar a@oakland.edu
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An Agent-Based Approach
for Sourcing Business Rulesin
Supply Chain Management

SudhaRam, University of Arizona, USA
JunLiu, University of Arizona, USA

ABSTRACT

In recent years, business rule management has become an important component of
enterprise information systems. Business rules represent guidelines about how an
enterprise should conduct its business and provide better service for customers.
Business rules are being widely deployed in supply chains to support real-time
decision making. The research reported in this paper is aimed at designing a
dynamically adaptable data-sourcing service for deploying business rules
effectively in supply chain management. Such a data-sourcing service is important
since execution of business rules requires data to be retrieved from various data
sources spread across the enterprise, including the enterprise data warehouse. e
propose a semantics-based approach to implement the data-sourcing service for
business rules. Our approach captures semantics of business rules and provides
an agent-enabled mechanism that dynamically maps business rules to the enterprise
data model. A prototype system is implemented to illustrate our sourcing service
and demonstrate the feasibility of our approach.

Keywords: business rules; e-business; enterprise data management; intelligent
agents; supply chain management

INTRODUCTION

In recent years, businessrule man-
agement hasbecome animportant com-
ponent of enterpriseinformation systems.
Businessrulesaredefined as*” statements
that defineor constrain somebusinessas-
pect, intended to assert businessor to con-
trol or influencebusnessbehavior” (Bus-

ness Rule Group, 2000). In other words,
businessrulesrepresent policiesand guide-
lines about how abusiness should con-
duct itswork to better service customers
(Leite & Leonardi, 1998; Rosca,
Greenspan, & Wild, 2002). Nowaday's,
theneed toincorporate businessrulesinto
information systemsisbecomingimpera:
tive due to the rapid development of e-

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written

permission of Idea Group Inc. is prohibited.
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bus ness. E-businessimpliesthat custom-
ersarejust onemouseclick awvay. To get
acompetitive edgein e-business, enter-
prises must be capable of making fast
busi ness decisions based on the market
conditionwithout theinvolvement of hu-
mansbecauseany delayed responsecould
easily lead to lost business. Therefore,
deploying businessrules and accommo-
dating frequent changestotheruleshave
become magjor issuesthat affect the com-
petitivenessof an enterprise.

Because of theimportance of busi-
nessrules, organi zations have been pay-
ingincreasing attention tothemanagement
of businessrulesasastrategic corporate
asset (Shao & Pound, 1999). This new
focushasled to the development of tech-
nologiesaround managing and executing
businessrules, such asruleenginespro-
vidinginference capabilitiesover busness
rules(Ceri, Gennaro, et a ., 2003; Rosca
et al., 2002) and repositoriesfor storing
and managing rule sets (Herbst, 1996,
1997; Von Halle, 2002). Thesetechnolo-
giesfollow theprincipleof “ externdizing
businessrules’ (Date, 2000) and manage
businessrulesseparately viaacentraized
facility that resides outside of core busi-
nesssysems. Thecentrdized management
of businessrulesprovidesenterpriseswith
greater competitive advantage asit en-
ables them to be more responsive to
changes within the company (interna
policy changes) and the marketplace
(productsand pricing changesinresponse
tovolatile customer demand). However,
asapart of theinformation system of an
enterprise, acompletebusinessrule ser-
vicedtill requiresother software compo-
nentsthat interfacewith corebusnesssys-

temsto be effective. For exampl e, asoft-
ware component that sources data for
businessrulesisimportant because the
logicof busnessrulesmust operateondata
stored in the databases. Nevertheless, in-
tegration of businessrules servicesinto
information systems has not been ad-
equately addressedin literature.

Inthiswork, we propose aseman-
tics-based gpproach for sourcing business
rulesfor efficient supply chain manage-
ment. Our approach employs an agent-
based design and thereby emphasizesthe
flexibleinteraction of thebusnessruleser-
vicewith busnessinformation sysems. A
software agent can be defined asan en-
capsulated computer program Situated in
someenvironment and capableof flexible,
autonomousactioninthat environmentin
order to meet its design objectives
(Wooldridge, 1997). Work in the area of
software agents has been ongoing for
sometime, and agent-based systemshave
proved useful inabroad array of applica
tions (e.g., see Boudriga & Obaidat,
2004; He, Jennings, & Leung, 2003;
Jennings, Sycara, & Wooldridge, 1998).
In this paper, we extend the agent-based
design paradigm to the domain of busi-
nessrules. According to Jennings (2001),
agent-based systemscan potentialy help
find solutionstoacomplex task inawidely
distributed, heterogeneous, uncertainin-
formation environment. Becausebusiness
rulesareoften managed independently and
thebusinessrulesarviceinteractswithdis-
tributed business applications acrossthe
enterprise, itisanatural choiceto create
an agent-based approach for managing
and sourcing businessrules.
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Therest of thepaper isorganized as
follows. We first motivate the need for
sourcing businessrulesusing ascenario
from amanufacturing organization and
identify somechdlengingissues. Next, we
review related research onmodeling busi-
nessrules. We then present our seman-
tics-based gpproach for sourcing business
rules. Next, we describe aprototype sys-
tem devel oped using our approach and
then summarizeour contributions. Findly,
we concludewith somedirectionsfor fu-
tureresearch.

IMPORTANCE OF
BUSINESS RULE
SOURCING

Congder thefollowing scenariofor
alarge semiconductor manufacturing com-
pany inthemanagement of itssupply chain
network. Thebiggest chdlengefacingthe
company isthat |ate order changes hap-
penvery often, and order changesaccount
for approximately 20% of itstotal order
request. To ensurethat it hason hand the
specific productsthat the customersare

favoring at aparticular point, in spite of
the order changes, the company deploys
adeivery-planning moduleinitssupply
chain that accepts order-changerequests
and then reassigns shipping pointsfor or-
dersthat werein jeopardy of not being
fulfilled. A decison support agent embed-
dedintheddivery-planning modulemakes
order reallocation decisions (Figure 1).
After receiving order-change requests
from an upstream supply chain node, the
decision support agent determinestheim-
portance of the order, evaluates the
supplier’scapability tofulfill theorder, and
then creates an order delivery plan and
submitsarequest to the ERP system to
reassign the shipping point for the order.
AsshowninFigure 1, two setsof busi-
nessrules, that is, “ order importancerules’
and “supplier capability rules,” are de-
ployed to support decision making. The
decision support agent utilizesorder im-
portancerulesto eva uatetheimportance
of aspecific order, and supplier capability
rulesto determinethe supplier’scapacity
tofulfill theorder. Anexampleof anorder
importanceruleis, “If order-criticality is

Figure 1. Decision Process of the Delivery-Planning Module
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very-low and order-sizeissmal, thenor-
der-importanceisvery-low,” and an ex-
ampleof asupplier capability rulecan be,
“If supplier-inventory availability isavail-
ableand supplier responsivenessisgood,
then supplier-delivery capability isgood.”
Thedatarequiredto executetherulesand
makedecisonsisobtained (sourced) from
a number of distributed information
sources in the enterprise. Once a set of
rulesisexecuted and adecisionismade,
the datagenerated fromthedecision (e.g.,
anew shipping point) isfed back into one
or moreinformation sources, such asthe
ERPsystem.

Our mainobjectiveinthisprojectis
to design adata-sourcing servicefor de-
ploying businessrules. Thesourcing ser-
viceiscrucial because execution of the
businessrulesrequiresdatato beretrieved
from various datasources spread across
theenterprise, induding theenterprisedata
warehouse and other databases. We pro-
pose that such a data-sourcing service
should map businessrulesto anenterprise
datamodel. In designing our approach to
accomplishthis, weaddressthefollowing
issues.

1. Businessrulesoftenrepresent thestra-
tegicor tactical decisonsof abusiness
(Roscaet d., 2002). Businessexperts
usualy specify businessrulesinnatura
language (Sandifer & VonHalle, 1993;
Von Halle, 2002) sothat they can pro-
videcompleteand gppropriate business
requirementswithout being restricted
by themodel sof theexisting databases.
Thisresultsin a*®semantic gap” be-
tween businessrulesand thedatamod-

els. Deploying the businessrulesre-
quires data to be retrieved from the
enterprise databases. Thisrequiresthe
termsinthebus nessrulesto bemapped
to the enterprise data. Our approach
attemptsto performthismappinginan
easy-to-use and flexible manner using
aconceptua modd of therulesandthe
enterprisedata.

2. Businessrulesmodel factorsaffecting
the competitivenessof abusiness, and
they are thus subject to frequent
changes (Shao & Pound, 1999). Our
approach for sourcing businessrules
needsto beflexible enough to accom-
modate thisdynamic feature of busi-
nessrules. Thus, it must allow usersto
easily update the mapping between
businessrulesand the enterprise data
model whenever achangeoccursinthe
businessrulesor theunderlying data-
base conceptud structure.

Havingducidatedthechdlengingis-
suesweare confronted with, we discuss
how our approach addressestheseissues
inthefollowing sections.

RELATED WORK

Inrecent years, businessruleshave
received alot of attentionin literature as
offering solutionsto many informationtech-
nology problems (Rosca & D’ Attilio,
2001). Advocatesof thebusinessruleap-
proach recommend that an explicit ma-
nipulation of businessrulesbeusedfor de-
ployingrulesinenterpriseinformationsys-
tems. Consequently, research has been
carried out to explicitly model business
rulesat the conceptua design stage, and
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themodeled rulesarethe basisfor subse-
quent development of abusinessrulesre-
pository (Ram & Khatri, in press).

In much of the current literature
(Sandifer & VonHalle, 1993; Von Halle,
2002), theexpressivenessof busnessrules
islimited towhatever can beexpressedin
the ER-model. Someother studiesinclud-
ing Halpin (2001), Ram and Khatri (in
press), Rosca et al. (2002), and Ross
(1997) try to capture businessrulesusing
a more general, conceptual modeling
methodol ogy.

Ram and Khatri (in press) present a
taxonomy for set-based businessrulesand
describe an overarching framework for
modeling set-based businessrules. This
framework formdizesthe congtraintsthat
cannot be captured with any existing con-
ceptua model and integrateswith an ex-
tant conceptua design methodology ina
seamless but flexible way. Roscaet al.
(2002) propose ahigh-level architecture
for thebusinessrulesenvironment, inwhich
business rules are attached to an enter-
prise model that adopts the enterprise
modeling paradigm of LiveModd (Mar-
tin & Odell, 1997) to represent both ob-
jectsand processes of an enterprise.

A somewhat different approach by
Ross(1997) formally definesthe seman-
ticsof businessrulesand then associates
the ruleswith aconceptual model. The
Ross method extends the syntax of ER
diagramsby providing an elaboratedia-
grammatic representation for different
typesof businessrules. Another similar
exampleisthe object rolemodel (ORM,;
Halpin, 2001), whichwasoriginally in-
tended for conceptual modeling of data-
bases and was then extended to include

anextensvegraphica notationfor repre-
senting congdraints.

In this paper, we propose aseman-
tics-based approach to managing aninte-
grated view of businessrulesby mapping
them to an enterprisedatamodel. Our ap-
proachissimilar toprior research such as
Ram and K hatri (in press) and Rosca et
al. (2002) inthe sensethat it focuseson
integrating businessruleswith the enter-
prise datamodel. However, our frame-
work issignificantly different frommeth-
ods such as the Ross method and the
ORM inthat it does not model multiple
businessrulesinasingledatamodd.

OUR SEMANTICS-BASED
APPROACH

Anoverview of our gpproachispre-
sented in Figure 2. It consists of three
parts: abusinessrules model, an enter-
prise datamodel, and an agent-enabled
mapping mechanism linking these two
modds. Theenterprisedatamodd defines
the dataobjectsabout which businessrules
are expressed. We assume that a pre-
defined enterprisedatamodel isavailable.
Thebusnessrulesmodd capturesseman-
ticsof the businessrules. The agent-en-
abled mapping mechanism mapsbusiness
terms (used in expressing businessrules)
to dataobjects, usualy attributes, inthe
enterprisedatamode.

Business Rules Model &
the Enterprise Data M odel

Thebusinessrulesmodel captures
the semantics of businessrules. Aswe
noted earlier, idedly, busnessrulesshould
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Figure 2: Rule-Sourcing Approach
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be expressed in alanguagethat isnatural
to business experts (Whitten, Bentley et
a., 1994). Natural language, however,
may includerambling and imprecise ex-
pressionsandlogic, which makestherep-
resentation of businessruleslessamenable
to the application of formal methods or
toolsthat would permit someform of au-
tomated reasoning (Roscaet al., 2002).
Therefore, the need to capture semantics
of businessrulesand formalize business
ruleexpressionsisessentia tothe execu-
tion and understanding of businessrules.
Toformdizebus nessrulesstatements, our
framework adopts the Business Rules
Group’s idea that business rules are
formed of standardized businessterms,
which arewordsor phrasesthat have spe-
cificmeaning for abusinessin somedes-

Figure 3: Example of Business Rule

ignated context (Business Rule Group,
2000). Thisbusinessrulesmode formal-
izesbusinessrulesusing termsretrievable
from acommon ontology. Here we use
theterm common ontology asavocabu-
lary of business terms (concepts) with
agreed-upon definitions.

Anexampleof abusinessrulefor-
mulated inour model, with busnessterms
highlighted,isshowninFgure3. Thisbus-
nessruleconsstsof threebusinessterms
retrievablefromtheontology: order-criti-
cality, order-size, and order-importance.

The enterprise datamodel isa se-
mantic model devel opedto provideapre-
cise and unambiguous representation of
an organization’s information content
(Peckham & Maryanski, 1988). In our
work, the enterprise datamodel captures

If order-criticality is very low and order-size is small
then order-importanceis very low
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Figure 4: Subset of the Enterprise Data Model
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the information content that is spread
across multiple datasourcesinthe enter-
priseand representsthe universeof dis-
coursetowhichthebusinessrulesapply.
Thisenterprisedatamode isconstructed
intheform of an entity-rel ationship mode
(Chen, 1976). Figure 4 shows a part of
the enterprise datamodel for amanufac-
turing organization. It contains entity
classes such as ORDER, PRODUCT,
PART, SUPPLIER, and
SUPPLIER_INVENTORY. Each entity
classhasaset of attributeswhosevalues
areretrieved and evaluated in the execu-
tionof businessrules.

An Agent-Enabled
Semantic-Mapping M echanism

Thissemantic-mapping mechanism
driven by asemantic-mapping agent es-

tablishesalink betweenthebusinessrules
and the enterprise data model. To con-
nect businessruleswiththeenterprisedata
model, the semanti c-mapping agent per-
formsthefollowing steps.

* Itidentifiesbusinesstermsinthebus-
nessrule.

* Itmapstheidentified busnesstermsto
data objects in the enterprise data
mode and thereby createsadatastruc-
turerequired by thebusinessrules.

* Itissueschangenotificationswhenever
a change to an established mapping
should bemade.

Among these steps, the most essen-
tial oneisto establish amapping between
termsin the businessrules and data ob-
jectsintheenterprisedatamodel. Sucha
mapping is necessary because the busi-
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Figure 5: Business Terms Taxonomy
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nessrulesare specified independent of the
form and avail ability of the actual data,
whereasthe enterprise datamodel cap-
turesthe definition of the various enter-
prise information sources and must be
updated if new sourcesare added or old
sources are deleted. Mapping between
businesstermsand dataobjectsisnot al-
waysoneto one. Sometimes, abusiness
termisassociated with multipledatatypes,
and somebusinesstermsarenot directly
connected with any dataobject. A classi-
fication of businessterms based on dif-
ferent ways of being mapped to data
objectsisshowninFigure5.
Inthisclassfication, basetermsare
thosethat are directly mapped to oneor
more data objectsin the enterprise data
model. Basetermscan befurther classi-
fiedinto Smpleand compositebaseterms.
A smplebasetermismappedtoasingle
dataobject while acomposite baseterm
ismapped to multiple dataobjects. A de-
rived termisdefined by multipleterms,
indicating that thevaluefor thistermisde-
termined by valuesof aset of baseterms.

Anexampleof mappingsof different types
of termsisshowninFigure6. Thedlipses
sgnify businessterms. Anélipsewitha
solid line denotesasimple baseterm; an
ellipsewith doublelinesdenotesacom-
positebasetermand an dlipsewith adot-
tedlineisaderivedterm. Theterm order-
sizeisasimplebaseterm mapped to the
atributedallar_vaueintheenterprisedata
model. The compositeterm order-criti-
cality is mapped to order_type and
shipping_date, indicating that the value of
order criticality isdetermined by theval-
uesof order_typeand shipping_dateob-
tained from one or more databases. The
term order-importanceisderived fromthe
basetermsorder-size and order-critical-
ity, and it cannot be mapped to any at-
tributeinthedatamodel, meaning that the
valueof order-importanceisdetermined
by the values of order-criticality and or-
der-size.

Thistaxonomy of businesstermsis
useful because the semantic-mapping
agent employsdifferent mapping schemes
for different typesof terms. Themapping
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Figure 6: Example of Business Rule Mapping
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for abasetermisnormally predefined and
stored inthe agent’ sknowledge base asit
requiresspecidized knowledgeof boththe
business terms and the data model,
whereasthe mapping for aderived term
iscreated at execution time. Whilecrest-
ing mappingsfor aderived term, the se-
manti c-mapping agent collectsmapping
informeation for basetermsassociated with
thederivedterm.

The mapping agent also maintains
the established mappings between busi-
nesstermsand dataobjectsin the enter-
prise data model. As actual data of an
enterpriseresideindistributed information
sources, changesmadein local systems
often require corresponding modifications
totheenterprisedatamode, whichinturn
may invalidatethe established mappings.
To maintain the mapping information, the
mapping agent should be ableto handle
event notifications (e.g., anew dataob-
jectisinserted or adataobject isdel eted)
sent by downstream agentsandinformthe
dataanayst of the changesthat could af-
fect the mappings. For example, whenthe
mapping agent isnotified that adataob-

ject in the enterprise data model is de-
leted, itidentifiesall the basetermsthat
aremapped to the dataobject and issues
amapping update notification to prompt
the dataanalyst to recreate the semantic
mappings for those affected business
terms.

In summary, we described an ap-
proach that capturesthe semanticsof bus-
nessrulesand proposed an agent-enabled
mapping mechanism that linksbusiness
ruleswith associated dataobjectsinthe
enterprisedatamodd . Webelievethisap-
proach addresses the challenges rai sed
earlier. It bridges the semantic gap be-
tween businessrules and the enterprise
datamodel by mapping businesstermsin
businessrulesto dataobjectsin theen-
terprise data model. It allows decision
meakersto formulate and specify business
rulesusing busnesstermsrather thanterms
inthedatasources. Additiondly, itsloosdy
coupled structurea lowschangesin busi-
ness rules to be easily accommodated
without having to change thewhole sys-
tem.
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Figure 7: Architecture of the Business Rule Sourcing System
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SYSTEM FOR BUSINESS
RULE SOURCING

Inthissection, we present thearchi-
tectureandimplementation of aprototype
system designed to manage businessrules
andtofacilitate semantic mapping between
businessrulesand dataobjectsintheen-
terprisedatamodel. Thisprototype sys-
tem was devel oped to demonstrate the
feagbility of our gpproach presentedinthe
preceding section. The prototypeisimple-
mented in Java and is accessible via a
Web-based, graphical user interface.

Architectureof the
Business Rule Sourcing System

Figure7illustratestheoverdl archi-
tecture of the system, which consists of
two subsystems: the businessrulesman-
agement subsystemandthebusinessterms

management subsystem. Theformer al-
lowsthe specification of businessrules
while the latter enables mapping of the
termsto the enterprise datamodel. The
system providesanintegrated and collabo-
rativefacility for managing businessrules
and mappings between rulesand dataob-
jectswith each subsystem aiming to meet
the specific needs of varioususer groups
(e.g., busnessexpertsand dataanaysts).
Thebus nessrulesmanagement sub-
system containsabus nessrulegenerator
modul e that allows business expertsto
specify businessrules. Thismodulepro-
videsabus nessruletemplatethat disolays
aligt of exigting businesstermsand directs
bus nessexpertstoformulaiebusinessrules
in business terms. The business rules
specified by business experts are then
stored inthebusinessrulesrepository.
Thebus nessterm management sub-
system encompassesabusinessterm gen-
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erator and asemantic mapper. Thebusi-
nessterm generator capturesbasicinfor-
meation regarding businesstermsand ores
thetermsinabusinesstermsdictionary.
The semantic mapper facilitates creation
and mai ntenance of mappings between
business terms and associated data ob-
jectsintheenterprisedatamode. Thisse-
mantic mapper iscoupled with the map-
ping storagerepository inwhichthemap-
pingsaresaved. Thevariousrepositories
areal implemented using astate-of -the-
art, relational database management sys-
tem.

Operation of the
Business Rule Sourcing System

Our system isdesigned to support
thetasksof formulating businessrulesus-
ing bus nesstermsand mapping business
termsto dataobjectsin theenterprisedata

model. In thissubsection, we providea
brief summary of theentire process, from
specifying business rules and terms to
mapping termsto dataobjects, using the
system.

Figure8illustrateshow abusiness
term, order-sizeinthisexample, isdefined
using our system. Thefirst window with
thetitle Open Term Dictionary” displays
businesstermsstored inthebusinessterm
dictionary and servesasthe starting point
for adding new businesstermsor updat-
ing existing terms. The window in the
middleisfor capturing genera informa:
tion about atermincluding itsbrief de-
scription and the authori zing business ex-
pert. Thedataandyst acquiresknowledge
of the businessterm by consulting with
businessexpertsand decidesontheclas-
sification of theterm at thisstage. After
thebusinesstermisgenerated and saved
inthe businessterm dictionary, thethird

Figure 8: User Interface for Business Term Management
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Figure 9: User Interface for Business Rule Management
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window appearstodisplay al theentities
and their associated attributes contained
intheenterprise datamodel. It prompts
thedataanayst to map thebusinessterm
to one or more data objectsin the enter-
prise datamodel. In our example, viaa
singlemouseclick, thedataanalyst cre-
atesamapping between thebusinessterm
order-size and the attribute
Order.order_quantity intheenterprisedata
modd.

As described earlier, the business
expertinvokesthe businessrule genera-
tor to specify businessrules. Theuser in-
terface of the businessrule generator is
showninFigure8. The coreof thebusi-
ness rule generator is a rule template
showninthe second window in Figure9.
Asdiscussed in the preceding section, ef-
fectiveexpression of businessesrulesat
thebusinesslevd requiresformativeguide-

linesto preclude naive use of natura lan-
guage. Thus, theruletempl ate that speci-
fies sentence patterns of business rule
satementsisanimportant part of our sys-
tem. It guidesthe businessexpert tofor-
mulateabusinessruleintherequired syn-
tax. AsshowninFigure9, whenever the
bus nessexpert wantstoinsertan“if” or
“then” datement, theruletemplateisover-
laid by awindow that alowshimor her to
formaruleclauseby selecting aterm de-
fined by dataanalystsinthebusinessterm
management subsystem. In our example,
the businessrule named very-low-order-
importance cons stsof businesstermsor-
der-criticality and order-size. Inthiscase,
sincethese businessterms have already
been mapped to data objectsin the en-
terprisedatamode, the system automati-
cdly displaystheatributesassociated with
thebusinessrule.
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CONTRIBUTIONS &
COMPARISON WITH
OTHER APPROACHES

Asmentioned in* Related Work,”
our work draws upon research done by
Ram and Khatri (in press) and Rosca et
d. (2002). Our approachissmilar tothese
approachesinthat it capturesthe seman-
ticsof businessrulesandlinksthemtothe
enterprise data model which is repre-
sented usingtheUSM (Ram, 1995). How-
ever, our gpproachisdifferent fromtheir
approaches. While Ram and Khatri focus
onformalizing set-based databaseinteg-
rity rules, wefocuson businessrulesthat
represent policiesand decisonsof anen-
terprise. Thebusnessrulesweinvestigate
intheprevioussectionsareclassified as
derivationrulesintheliterature. Our ap-
proachisdifferent fromthe one proposed
by Roscaet a. inthat it maps business
rulesto theenterprise datamodel to pro-
videbusinessrulesourcing, whileRosca's
gpproachfocusesonthetraceability (Kilov
& Simmonds, 1997) of businessrulesto
the componentsof thel T system by at-
taching businessrulesto dataobjectsand
processesintheenterprissmode.

Our approach dso differsfrom ap-
proaches such as the Ross method that
incorporate businessrulesdirectly intoa
datamodel. Asmentioned inthe section
titled“ Our Semantics-Based Approach,”
our approach adopts aloosely coupled
structure. Instead of modeling business
rulesof anenterpriseinadatamodel, our
approachintegratesthetwowithaseman-
tic-mapping mechanism, loosely coupling
business rules and the enterprise data

mode. Theloosdy coupled sructureleads
to severa advantages. First, incorporat-
ing businessrulesinto adatamodel con-
strains the capability of the conceptual
model to adapt to changes in business
rules. Inthispaper, we have highlighted
thespecia nature of businessrulesashbe-
ing subject to constant changes. There-
fore, it isnot appropriate to build them
routinely into adatabasemodel (Business
Rule Group, 2000). Asillustrated inthe
previoustwo sections, our approach pro-
videshighflexibility becauseit accommo-
dates possible changesto businessrules
and dataobjects.

Second, given a large number of
businessrulesfor an enterprise, itisex-
tremely difficult, if notimpossble, to con-
struct and manage such aunified concep-
tual model of businessrules. In contrast,
our framework keepsthe enterprise data
modedl intact andintegratesbusinessrules
with theenterprisedatamodd with aflex-
ible mapping mechanism described
above, thusmaking it easier toimplement
than the Ross method.

Third, aconceptual modd isusedto
describethe structure of the application
domaininaway thatiseasly understood
and validated by the domain experts
(Halpin, 2002). Accordingly, aconcep-
tual businessrulemodel needsto be un-
derstood and validated by business ex-
pertswho havelittleknowledge about the
exiging enterprisedatamodd . Theseman-
tic gap highlighted above makesit impos-
sbletodirectly incorporatebusinessrules
expressed at the businesslevel into the
enterprisedatamode . |n comparison, our
framework successfully bridgesthebus-
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nessand system design of businessrules
sarvices. It redievesbusnessexpertsfrom
learning theenterprisedatamodd and data
andystsfromtransforming businessrules
to meet design requirements.

Last, but not least, becausebusiness
rules are expected to change, externaliz-
ing themisastrategy espoused by many
researchersfor supporting theevolution
of businessrules. A singledatamode that
incorporatesbus nessrule semanticsdoes
not conformto the principleof externaliz-
ing businessrules, thusmakingit unsuit-
able for the development of abusiness
rulesmanagement system. In contrast, by
loosely coupling the businessrule model
and the enterprise data model, our ap-
proachismoreintuitiveinthat it adopts
thecommon design of current information
systemsfeaturing acentralized rulesys-
tem operating on top of enterprise data
management systems.

CONCLUSION &
FUTURE WORK

In conclusion, our approach ad-
dresseslimitations of other gpproachesto
modeling businessrules. Theapproach of
integrating busnessrulesemanticswiththe
enterprise datamodel using a mapping
mechanism benefitsthe business expert,
thedataanaysts, and theend user in many
ways: (a) Instead of forcing thebusiness
expert toformulatebusinessrulesinterms
of data objects, they use concepts and
termsthat arefamiliar tothem, (b) thedata
analyst maps businesstermsto data ob-
jectsintheenterprise datamodel without
the need to learn details of the business
rules, and () many enterprises operate

businessruleson legacy systems— our
framework does not invalidate existing
conceptual schemasand any investments
made by the enterprises.

Inongoing research, weareinvesti-
gating techniquesto provide automated
support for ruleevolution that includesthe
remapping of businesstermswhen the
enterprise datamodel evolvesor when
the businessrules change. We arealso
involved in alarge-scal e deployment of
the proposed approach and a case
study to document the benefits of the
approach.
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Memes and Mutation:

Societal | mplications of
Evolutionary Agentsin Push Technologies

Kenneth E. Kendall, Rutgers University, USA
Julie E. Kendall, Rutgers University, USA

ABSTRACT

Push technologies are rapidly moving toward autonomous and evolutionary
intelligent agents for seeking, organizing, and creating information via the Web
and other pervasive and innovative information technologies. We describe and
define autonomous and evolutionary agents designed for push technologies.
Memes, which are messages one agent broadcasts to another, causing the agent to
evolve are introduced and we explore how memes will influence evolutionary agents.
We develop the social implications of meritorious and malevolent memes exchanged
by evolutionary agents. In the conclusion we explore the interactions among
humans, evolutionary agents, and memes in order to reflect upon the future. Finally,
we raise a series of future research questions regarding genetic determination of
evolutionary agents, whether it is possible to predict if a meme will be meritorious
or malevolent, and ask whether it is desirable to legislate the evolution of agents
that are evolved from malevolent memes. Our contribution is to raise awareness of
the movement toward push technologies deploying evolutionary agents and its
promise and caveats, as well as to provide future research directions.

Keywords: agent technology; autonomous agent; evolutionary agent; memes;
push technology; virus

INTRODUCTION onther ownwithout immediate, direct in-
put from users, they are called autono-
mous agents. When agents can change
based on what they observe, they can be

caled evolutionary agents.

In Web-based push systems, intelli-
gent agentsare used to personalize and
filter out unsolicited messages. Theagent

isableto employ user profilesto screen
out unwanted content based on a set of
predetermined criteria. When agentsact

In this paper we exploretheworld
of autonomousversusevolutionary agents
that support and aid information seekers
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on the Web. We accomplish thisby the
useof illugtrative examplesof pushtech-
nologies. Wethen introduce the concept
of memes, messages that evolutionary
agents use to communicate with each
other, and how they influence evolution-
ary agents. The heart of the paper de-
scribesthesocia implicationsof meritori-
ousand malevolent memesand their in-
terplay between humansand evolutionary
agents. Finally, the conclusion explores
what will happenintheupcoming genera:
tionsof evolutionary agents, humans, and
memes, and futureresearch directionsare
provided.

AUTONOMOUS AGENTS
ASUSED IN
PUSH TECHNOLOGIES

Autonomous agents develop their
rulesthrough the use of user profilesand
datamining. User profilesaregenerd pref-
erencesset upfar inadvance; for example,
auser might prefer anaideseat. Theagent
must then determinewhether the seet pref-
erenceor theairline preferencebegiven
moreweight. Datamining (Codd, 1995;
Gray & Watson, 1998; Watson & Haley,
1997) uses awide range of methods to
determine patterns that may predict a
user’spreference.

Autonomous agents are used not
only toautomateinformation gathering, but
ultimately to steer theuser inthedirection
it thinkstheuser wantsto go. For example,
Amazon.com, thelargeonlinebooksdller,
uses agentsto track customers’ prefer-
encesand report theresultsusing collabo-
rativefiltering. Recommendation systems

areused to suggest whichWeb siteauser
vists(Stohr & Viswanathan, 1999).

Autonomous agents can find
cheaper airfares, worthwhile books to
purchase, partsto upgradeyour compuiter,
stock tips, and other opportunities. Agents
may al so advise stock brokersand travel
plannersto call you and generate e-mail
messagesthat ind udesuggestionsfor books
and computersto purchase. Someof these
recommendationsmay beperceivedtobe
desirablewnhileothersmay not.

Autonomous agents attempt to
match what the content provider wantsto
send and what it thinksuserswant to re-
celve. Thisassumesthat an agent can ac-
tually knowwhat the user wants. Agents
requirecomplex modd sandingghtsabout
human behavior to obtain, systematically
analyze, and act oninformation collected
fromand about users.

EVOLUTIONARY AGENTS
ASUSED IN
PUSH TECHNOLOGIES

Evolutionary agentscan observethe
behavior of anindividual over timeand
notice, not only those patterns observed
by the autonomous agent, but the changes
inthe patterns.

Individuals change. They receive
education that transformstheir thinking,
they hear opinionsof friendsand family,
and they may aso beevangelized or re-
cruited sothat they seeeverythinginanew
light. Evolutionary agents notice these
changesand act accordingly. Evolution-
ary agents deliver what the user needs,
not merely what the user wants.
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Table 1. Elements of Autonomous and Evolutionary Agents

Type Analysis Design

Autonomous Determining what the user really | Providing content that the user wants to
Agent wants the user

Evolutionary Learning what the user really Pushing content that the user needs but
Agent needs may not articulate

Thisisthebasic difference between
the autonomous agent and the evol ution-
ary agent. Table 1 showstheanaysisand
designissuesassociated with autonomous
and evol utionary agents.

Alexaisoneof thefirst user-oriented
products to attempt to create an evolu-
tionary agent, although Alexafallssome-
what short. First described asa” naviga
tionutility,” an Alexatool bar workswith
abrowser to accomplish what the search
enginesdo and more. When auser visits
oneWeb page, Alexasuggestsother pages
tovigt. Ineffect, Alexapushesinforma-
tiononauser whenthey try to pull smilar
information fromtheWeb. It accomplishes
thisinthreeways: by examining typical
usage pathsof the Alexacommunity, by
using data-mining techniquestoidentify
patternsin particular clusterings of sites
that are similar, and by listening to user
recommendations. Alexa, however, iscon-
sidered to be spyware. Here lies one of
the problemsassociated with evolution-
ary agents.

Every timeauser readsastory from
theWeb, an evol utionary agent will betak-
ing notes. Thentheagent will evolvebasad
on the pages visited, the time spent on
each page, and the number of timesthe
pageisrevidgted. Theagentwill dsoevolve
whenit discoverspatternsinthe Web sites
auser visited. Findly, it will show itsre-
sultsto other agentsand these agentswill

evolve based on how other agentsjudge
theresults. Advancesin genetic agentsin
Al aremaking thispossble. Evolutionary
agentscan changerapidly. Anentiregen-
eration occurs each timethe user visits
another Web site to make a purchase,
signsup for anewsd etter, or registersfor
awarranty.

Evolutionary agents can protect us-
ersfrom seeing what they do not want to
see. By this we do not mean that users
are protected by spam filters. What we
meanisthat usersreceiveinformationthey
arereceptiveto and are spared informa-
tionthat will not influencethe user. Data
mining triesto screen out information about
productsthat users have no intention of
buying.

Thisworkswiththemesaswell. A
liberal might prefer not to be bombarded
with conservative viewpointsand the op-
posite probably also holdstrue. Anevo-
lutionary agent would behighly effective
in screening out propagandaharboring a
particular biasand the user might bevery
pleased with theresults. Only if the user
strayed by pulling the opposite political
viewsfromtheWeb will theagent evolve.

Thispresentsaparadox becauseit
might beinthebest interestsof the person
to see both sides of a political issue. In
order to accomplish this, the agent must
be evolutionary, sensing that auser actu-
aly needsapolitical view they might not
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normally seek themselves Thisimpliesthat
an evolutionary agent be more aware of
the needs of aperson than the person him-
sdf/hersf.

DIFFERENCES BETWEEN
AUTONOMOUS AND
EVOLUTIONARY AGENTS

Inorder toillustratethe differences
between autonomous agents and evolu-
tionary agents, we borrow from asubset
of design characterigticsfirst proposed by
Sloman (ascited in Franklin, 1995) and
reexamined by Franklin who selected 10
of themorecritical design considerations.
We rephrase Franklin'sideasand extend
hisconceptstoillustratethedifferencesin
Table2.

The uniqueness of theevolutionary

agent can be expressed asthefollowing.

1. Theevolutionary agent is capable of

asessing themeritsof different, incon-
Sistent objectivesor motives, whilethe
autonomous agent’ s actions are con-
trolled by themost recently generated
motive.

. Theevolutionary agentiscapableof S-

multaneoudy storing and comparing dif-
ferent motives, whilethe autonomous
agent takeson sngular motivessequen-
tidly.

. Theevolutionary agent is capabl e of

changing under theinfluence of geneti-
cally determined factors, whiletheau-
tonomousagent can changeonly inthe
light of interactionsand theinferences
drawn.

Table 2: Differences Between Independent Agents and Evolutionary Agents Based
on Some of Soman’'s Design Considerations

Attribute Autonomous Agent Evolutionary Agent
Ability to compare ) . Can simultaneously store and
A Has only one motive at atime ) -
motives compare different motives

Ability to handle

Includes independent sources of

; - motivation rather than a single top- Same
multiple motives
level goal
Ability to modify Modification of its motive generators Same

motive generators

in the light of experience

Ability to change

Can change only in the light of
interactions

Changes under the influence of
genetically determined factors

Ability to be Motive generators and comparators are Motive generators and comparators
examined and merely uncontrolled side effects, not accessible to explicit interna scrutiny,
changed open to free will analysis, and change
Ability to change Influenced by how things affect it Motive generators can be influenced
motives under rather than the judgment of other by likes and dislikes, or approval or
scrutiny agents disapproval, of other agents
Agent’s ability to Agents are able to extend formalisms Same
think they use for thinking
Ability to process Controlled by the most recently Assesses the merits of different,
motives generated motive inconsi stent motives
Ability to generate Independent subsystems can generate Same
goals and subgoals different goals
A_bili_ty o use. Conflicts are resolved on the basis of
qualltatlvg rulesin qualitative rules Same
solutions
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4. Theevolutionary agent’smotive gen-
eratorsand comparatorsareaccessible
toexplicitinternd scrutiny, anadyss, and
change, whilethe autonomousagent’s
motive generators are merely uncon-
trolled Sdeeffects.

5. Theevolutionary agent’smotive gen-
eratorsand comparators change under
theinfluence of thelikesand didlikes,
or approval or disapproval, of other
agents. Autonomous agents, however,
areinfluenced soldly by how thingsaf-
fect them (Kendall, 1996).

Inessence, theevolutionary agentis
different froman autonomousagentinthe
way itisableto change.

MEMES:
THE MESSAGES SENT TO
AGENTS TO EVOLVE

Intheprevioussection, wediscussed
the evolutionary agent and itsability to
change. Three differences between the
autonomous agent and the evolutionary
agent are critical and need to be consid-
eredinthedesign of evolutionary agents.
Itisthesedifferencesthat emphasize how
evol utionary agents can and do change.

1. Evolutionary agentscan change under
theinfluenceof genetically determined
factors.

2. Themotive generatorsand compara-
tors of an evolutionary agent are ac-
cessibleto explicit internal scrutiny,
analysis, and change.

3. Themoativegeneratorscan beinfluenced
by thelikesand dislikes, or approval
or disapprova, of other agents.

Thefirgt principleaboveimpliesthat
an agent can changeonitsown, based on
some preprogrammed set of rules. The
second differenceimpliesthat an agent can
change by self-examination. This, how-
ever, suggeststhat an agent can evolveif
it receivesinformation or judgment from
external sources. Most likely, those
sourceswould be other agents. Note that
thesethreedifferencesaresimilar tothe
threekey influencingfactorsfoundinAlexa
technology.

Inorder for theseevolutionary agents
toradically change, amessage must be
sent to the agent. In this section we ex-
plore onetype of messagethat isbroad-
cast to other agents. That messageiscdled
ameme.

A memeisamessagethat findsits
way intoamind (inthiscase, the*mind”
of an evolutionary agent) and influences
events. But memestend to make copies
of themselves and manageto find their
way into other minds. It isin someway
likeamorebasicformof avirus.

A meme caninclude memory aids
and may a so include memory traps. For
humans, memesincludethingslikecatchy
tunesand advertisngjingles, catchphrases,
sales slogans, and fashion faux pas.
Memesalsoincludeinfectiousidess. Itis
obviouswherethedanger lies.

A successful meme is one that
spreadseasly. In hisbook, Brodie (1996,
p. 36) referstoamemeasa“virusof the
mind,” but then goesonto say itissome-
thing that influencestheinfected people's
behavior in away such that they them-
selveshelpto perpetuatethevirus.

Brodie (pp. 40-44) asointroduces
usto four typesof memes:
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ingtinctsand programming,
digtinction-memes,
strategy-memes, and
associ ation-memes.

AwWDNPE

If wecritically examinetheforego-
ing typesof memes, itisclear that some
of them arenot only useful, they arenec-
essary for the successinour life, our ca-
reers, and our survival. It isunfortunate
that Brodie grouped instincts and pro-
gramming into onecategory sincethereis
aconsiderablegulf between thetwo.

Instincts are inborn behavior. We
were not taught to breathe, for example,
wejust do. Instinctsare commonin all
animds. Birdsfly southfor thewinter and
salmon swim upstream to spawn. How-
ever, if we put our hand on ahot burner,
welearnnot to touch aburner again. In
thisexample, programmingissomething
wearetaught or teach ourselves.

Digtinction-memesareuseful. These
allow usto classify, categorize, organize,
and label things. Itisonelevel up from
ingtinctsand programming intermsof so-
phistication. Not every animd candothis.

Further upthehierarchy of order and
thought are strategy-memes. Weusethese
memesto accomplishthings, likedriving
acar. Every timeadriver sitsdown be-
hind thewhed! of acar, heor shedoesnot
haveto figure out how to drive. Instead,
thedriver rememberssomethings (strat-
egy-memes) that organize histhought,
hel ping him to recognize that someways
of driving aresuperior to others, and then
instructing him or her on how to usethat
knowledgeto drive away.

Findly, thereareassociation-memes.
These memes link two or more memes

together. If, for example, you smell some-
thing familiar, it may remind you of many
thingsincluding aplace, aperson, asea-
son, or apast event. Weall have our own
linkages. Advertisers attempt to link
memestogether, sometimes successtully,
sometimesnot. Advertiserswill try tolink
sex withtheir products, for example.

If Brodie considersmemesto bevi-
ruses of themind, thenisthereany dis-
tinction between the two? Why are we
not Smply discussing virusesif that isthe
case? Onecan argueavirusissomething
that followsapredetermined set of ingtruc-
tionsusing some externa copy machine
that helpsit make copiesof itself. Inthe
computer world, weusethetermvirusto
represent something viciousor evil.

A computer virus, for example, isa
program that isdesigned to make copies
of itself on other computers. A meme, one
can argue, can mutate, either in agood
way or abad way, and replicateitsdf with-
out theexternal copying mechanism. Itis
therefore the basic characteristic of the
evolutionary agent.

That isbecause evolutionisnot sat-
isfied withreplication. Evolution requires
both replication and innovation. Inno-
vationisaway of positively describing
mutation, of course, and evolution defi-
nitely hasastrong positive connotation
itsdf.

Evolution, inthe Darwinian sense,
has much to do with the concept of “fit-
ness’ asinthe“survival of thefittest.”
Memestherefore need to be designed to
possessfitness, or thelikelinessto becop-
ied. Dawkins (1987) extendsthese con-
cepts and introduces the concept of the
“sdfishgene” Dawkinsbeievesthat evo-
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Iution occursbecauseitisintheinterest of
ageneand itswell-being, not our well-
being.

A meme normally would require
somesort of stimulusto evolve. Theevo-
[ution of aspeciesmight occur because of
atrend in the temperature, so a meme
would a so need something beforeit de-
cidesto change. Inthecase of ameme, it
could evolvein responseto some sort of
crisis, problem, danger, or opportunity.
Alternatively, it could evolvebased on sdf-
examination or observationsof thelikes
and didlikes, or eventheapprovd or dis-
approval, of external judges. (Note: An
evolutionary agent might react to other
evolutionary agents.)

USING MEMES IN
WEB-BASED AGENTS

Web agents can use memesto mu-
tate and virusesto replicate and spread
content. Successful reproduction of mes-
sages can alter behavior inaway that a
push provider desires. For example, ad-
vertisers that sponsor Webcasts use
memesin push technology to formulate
“catchy” songs, ideas, and slogansthat
stay with usersof themedialong enough
for themto purchaseaproduct or service
that hasbeen crystalized inthememe.

Higher formsof push technologies
(liketheddta-push technol ogiesdescribed
by Kendall & Kendall, 1999) can be
thought of asevolving memes. Preparing
large segmentsof apopulationfor anim-
pending emergency such as a forecast
hurricaneisan example of an advanta-
geous useof evolutionary agentspassing
memes. M ounting aconcentrated effort

for solving alarge-scale transportation
strike, or unifying negotiatorsinlooking
for asolutionto apeace processwithina
short timeframemight sobeworthwhile
usesof agents.

Asevolutionary agentsevolve, they
will do moreof thework. At onetime, it
wasachoreto“surf” theWebtofind the
best airlinefare, tofind information about
an event, or to order aspare part. Evolu-
tionary agents understand what a user
needs and blurs the line between Web
pushand pull technologies. AsReid (1996,
p. 11) suggests, “ Theefficiency of pushed
channel misses, priced-out content, and
avallable-but-not-ubiquitouspushedinfor-
mation can bereduced by placing content
on ashelf from which anybody can pull
it.... TheWeb isprecisely that shelf, its
audience sinterestsinit becomesitsdis-
tributor, and thefrictionlessether itschan-
nd.”

A meme can represent meritorious
or malevolent values. Furthermore, one
may believe amemeto be meritorious,
whileinredlity it turnsout to beevil. An
exampleof thisisprogramming one€smind
tobdievein somesort of politica agenda,
onethat turnsout to be hateful. Thispro-
pagandameme can be destructive.

Thestory of the sorcerer’sappren-
ticeisillustrative of what happenswhen
push technologies go astray in the per-
petuation of harmful memes. Thesorcerer
hasthe power to command anintelligent
agent to perform acertain behavior. With-
out feedback, the apprentice continues
unchecked until it hascarried enoughwa:
ter tofill an entireroom. Then, not only
doesthe gpprenticeaccomplish atask, but
continues executing atask to the point

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written

permission of Idea Group Inc. is prohibited.



24 International Journal of Intelligent Information Technologies, 1(1), 17-29, Jan-March 2005

wheretheresultsof engagingwiththetech-
nology actualy becomesharmful.

Userscan get infected through con-
ditioning, using push systems such as
newdetters, or by pulling seemingly useful
items and ideas from the Web (Trojan
horses). Spreading can take place by ei-
ther pushing the messageto another ca-
sualy, or pulling the user to an attractive
steto evangelizetheuser.

APPRECIATING
EVOLUTIONARY AGENTS
AND MERITORIOUS
MEMES

How will individudsrespondto evo-
[utionary agents? For some, evolutionary
agentswill belooked onassaviors. Evo-
lutionary agentsare, of course, expected
to deliver only what a user needs. But
thereisaparadoxica, dmostironicair to
the problem of information overload, for
even when userscomplain bitterly about
being overwhelmed by the spamintheir
e-mail, they areat thesametime pursuing
deadily increasng amountsof information
viatheWeb. Haeim (1993), amodern-day
philosopher, characterizesthisparadox of
greater information coupled withtheloss
of sgnificanceby stating, “Withamind-
et fixed oninformation, our attention goan
shortens. We collect fragments. We be-
comementaly poorerinoverdl meaning.”

Happily, evolutionary agentsmay be
ableto reduce the amount of unwanted
information. Reid (1996, p. 10) reminds
usthat “[a]ll pushed informationinevita-
bly reachesmany peoplewhojust aren’t
interested in it. Consider the Sunday

newspaper ... The many missesof pushed
communication mean that every spot on
hitisexpensiveto reach, and thisexpense
pricesatremendousamount of would-be
content out of the distribution channel.”
Reid hasa so characteri zed the steedy bar-
rage of broadcast information (minus
customization or personalization) as a
“wasted expression.” Perhapstheimpor-
tant meritorious memeswill succeed and
individuaswill bespared of usdessinfor-
mation.

ADDRESSING

THREATS POSED BY
EVOLUTIONARY AGENTS
AND MALEVOLENT
MEMES

Aswelearned from the foregoing
discussion, memesareabasic unit of cul-
turd transmission or imitation (Dawkins,
1987, p. 27). There would be no prob-
lemif (&) the content and processinvolved
in memeswas purein heart and (b) the
virusreproducesmemes perfectly. Unfor-
tunately, memes can be malevolent (and
anything within aspectrum of behaviors
frommeritoriousto malevolent). Further-
more, thevirus, or virtua copy machine,
S0 to speak, isnot perfect. Mutationsoc-
cur and the copy ismodified. To beeven-
handed in thisregard, however, it should
be duly noted that mutations can makea
memedefective, or dternatively, mutations
canactuadly improveameme. Inany case,
neither thememenor thevirusisperfect.

Memes can bedestructive. Thefu-
ture of push technologiescan be charac-
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terized by examining what happenswhen
evolutionary agents push memesthat mu-
tate, affecting and infecting other agents,
other users, corporations, and societies
that are susceptible, with no known anti-
dotefor thememe. A dark scenariowould
feature an evolutionary agent that propa-
gated amalevolent message of racia ha
tred, aimed at propelling acountry into
war against any number of targets, per-
hapseventotheextent of atackingitsown
aitizens Pushtechnologiesusngevolution-
ary agents may create messages, andthe
gtuationsfor reception of those messages,
that are so memorable asto eradicateall
other memesor other formsof thinking.

Therearemany tactical, rather than
strategic, waysto addressthe problems
discussed earlier aspart of the threats of
evolutionary agents pushing malevolent
memes. Remedies can befashioned that
create a culture of awareness of the ef-
fects, attributes, problems, and responsi-
bilitiesinherent inthe deployment of evo-
|utionary agentsviapush technology. We
recommend that individual sand organi-
zationsstart small and work on many tan-
gibleproblems, theartful solving of which
will demonstratetangibleresultsand de-
pict thepossibilitiesavailablefor tackling
larger themes. Asadoption of remedies
and resol utionsbecome morewidespread,
they can also be supported through sys-
tematic adoption.

A society can seek to address the
experiencesof usersunaccustomed to ad-
vanced, evolutionary agents who push
memes (for good or ill). They include un-
derscoring the value of such astechnol-
ogy and having cultural education that

reframesusers perceptionsof how infor-
mation technology isrevolutionizing the
entiresociety (Kendal & Kendall, 2000).

Invery basicterms; thisfirst remedy
might becalled“know thefoe.” Thatis,in
order to mitigate the worrisome aspects
of pushtechnologies, thesociety at large
shouldfoster greater understanding of and
appreciation of thestuation at hand. Post-
man (1985, p. 157) states, “To be un-
awarethat atechnology comesequipped
withaprogramfor socid change, tomain-
tainthat technology isneutrd, to makethe
assumption that technology isalwaysa
friendto culture, is, at thislate hour, stu-
pidity planandsmple.”

Another researcher describes the
problem asthat of curtailing user control
without agiveback of linear narrativefound
inthe content and technology of traditiona
broadcasting (Johnson, 1997). How this
actudly trandatesinto everyday lifeisthat
thetechnology of push, including evolu-
tionary agents, isubiquitous, butisnot dis-
ruptive of routinetasks. Soitcansitona
“desktop,” present but not engaging the
user with anarrative structure. Thevery
ubiquity of push mediameansthat their
capacity for good story tellingisdimin-
ished. Whilemany adultsmight arguethat
soriesarefor children, persuasve sources
point to theimportance of narrativeinall
wedo. For morereflectionson the adop-
tion of new push technol ogiesand how
they might impact narrative structurein
organizations, see Kendall and Kendall
(1995).

The second remedy iscentered on
proper education. Asmany usersaspos-
sibleneed to know about thedesign, use,
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andimpactsof evolutionary agentsin push
technol ogy. Educating peopl e about how
the adoption and use of new mediawill
changethe structure of our discourseis
imperdtive. Theprocessshould beginwith
educating those who hold decision-mak-
ing power in organizationsand other us-
ersabout the pressing need for balancein
theuseof new media. Another group that
requires education onimpacts of evolu-
tionary agentsisthe current push provid-
ers. They need to fully comprehend the
power of memesaswell asthecriticality
of pushing coherent storiesthat cometo-
gether inameaningful way, rather than
flinging fragments about at the bottom of
anewscast or onthesideof atitledlide.

CONCLUSION

Inthispaper wehaveintroduced the
concept of evol utionary agentsembedded
in push technol ogiesthat are capabl e of
evolving rapidly. We have compared and
contrasted thedifferencesand smilarities
between autonomous agents and evolu-
tionary agents, and highlighted someof the
key areasof departure between thetwo.
Chief among thesedifferencesarefivea-
tributesthat evolutionary agentshandlein
markedly different waysthan autonomous
agents. They can smultaneoudy storeand
compare different motives; they can
change under theinfluenceof genetically
determined factors; their motive genera-
torsand comparatorsare accessbleto ex-
plictinternd scrutiny, andyss, and change;
their motive generators can beinfluenced
by thelikesand dislikes, or approval or
disapproval, of other agents; and evolu-
tionary agentscan assessthemeritsof dif-

ferent, incons stent motives. We can con-
cludethat evolutionary agentshaveindeed
arrived and are being embraced by de-
signersof push technol ogiesand content
providers. Evolutionary agentsarehereto
day.

Evolutionary agentsevolveby their
encounterswith messagesthey exchange
with other agents. Messagescan also be
called memes. Recall that memeswere
defined asabasic unit of cultura trans-
mission or imitation. Memescan beether
meritoriousor maevolent.

One possible approach to take in
dealing with evolutionary agentsistore-
definethememesthat evol utionary agents
exchange so that they can becomehighly
relevant to managerswho encounter them
intheir push systems. It isthisaspect of
emblematic usefulness, dongwiththeca
pacity for both human and machine con-
trol, that isone of themost important im-
plicationsof memesfor managersand how
they work.

Accordingto Lissack (2004),

If an environmental niche has an
important managerial role, paying
attention to its symbols and affordances
can also be important. Memes are
stripped of their casual role and instead
become semantic tokens capable of
evoking ascribed meanings. It is the
process of evoking and the efficacy of
the meme as the trigger for attention,
recall, and petition of the ascribed
meaning that gives memes relevance to
managers. (p.2)

Thevery nature of memestrand ates
into aphenomenon that does not respect
thesetraditiona linesof authority andre-
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spongibility (whichhavetypicdly beenthe
building blocksof andysisfor thistype of
study). Rather, memes permeate what
seemsimpermesble, running fredy across
well-entrenched boundaries, making new
acquaintancesand ruddy intrudingon oth-
ers.

Thetrick for humansisto dill retain
the possibility of control of memesthat
could easly mutate out of control. So, the
law of requisitevariety, familiar fromgen-
eral systemstheory, comesinto play for
designersof evolutionary agents. That is,
for every way for ameme to go out of
control, theremust be an equa number of
waysto control it. These can and should
consist of both human- and machine-cen-
tered approaches. Indeed, the most po-
tent combination for asolution would be
onethat takes advantage of both human
and machinecapabilitiesto sopamaevo-
lent mutation of amemefrom spreading.
Theintelligent agent may, after all, know
best, but the human istheonebeing served
through most of their interactionswiththe
evolutionary agent, and not viceversa

Inthelast section, wediscusslikely
researchdirectionsaswell aspressingre-
search questionsarising out of the advent
of evolutionary agentsand thememesthat
they exchange.

FUTURE RESEARCH
DIRECTIONS

Therearemany areasthat we have
introduced inthisarticlethat deservefur-
ther reflection, explication, and research.
We have, out of necessity, raised more
guestions herethan could possibly bean-
swered. Other researcherswill want to

undertakethe study of these questionsus-
ing both quantitativeand quditative meth-
ods. Indeed, interdisciplinary approaches
to these problemsthat address complex
computationa questionsaswell asethica
and socid dilemmasareclearly mandated
by theintricaciesof the scenariosweare
seeking to understand.

One of the most basic questions
raised herethat will need further inquiry
IS, How can onetell whether amemeis
meritoriousor malevolent? A corollary
of thisquestionis, How can you tell the
difference between them?

Research also needsto be doneto
find out if onecan predict whether ameme
will evolveinto being either meritoriousor
malevolent. Thiswill dsohelpinformthe
guestion of whether one can control the
evolution of memes, or whether thiswill
berandom.

Another research question arisng out
of thisarticleishow to design evolution-
ary agents. Inour paper weidentified three
key design elements of evolutionary
agents. Therefore, we need to ask, How
much of an evolutionary agent’s behav-
ior isgenetically determined? A differ-
ent way to phrasethisis, How much does
the evolution of anintelligent agent de-
pend onitsoriginal design?

How much should the evol ution of
evolutionary agents depend oninternal
scrutiny, analysis, and change? And how
much doestheir evol ution depend, insteed,
onthelr interaction with other evolution-
ary agents?

The all-too-familiar problems of
spam and e-mail virusesprovidethebass
for somefurther research questions about
memes and evolutionary agents. Un-
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wanted spam and viruses are currently
being invoked by humans. We can create
legidation that stopshumansfromdoing
this, but what if evolutionary agentstake
onthisactivity? Can we stop them from
evolving with malevolent memes?Would
it be desirable or even possible to pass
legidation that controlsthe evol ution of
memesand evol utionary agents?Beyond
that, what if anevil evolutionary agent dis-
guisssitsdf asafriendly agent? Thiscould
then belieadarker scenario.

Ascan be seen from theforegoing
discussion, thereare many important re-
search directionsto pursuein examining
therdationshipsof evolutionary agentsand
memesto society. Interdisciplinary, mul-
tiple-method approaches that examine
these problemssystemically and fully in
their many facets are bound to be those
that arethemost fruitful.
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ABSTRACT

There are several continuing challenges within the health care domain. On the one
hand, there is a greater need for individualized, patient-oriented processes in
diagnostics, therapy, nursing, and administration, and on the other hand, hospitals
have extremely distributed decision processes and strong local (individual)
autonomy with a high degree of situational dynamics. This research focuses on
developing an information system that can substantially increase the efficiency of
hospital process management. We present a system for agent-based simulation and
support for clinical processes. In particular, we describe the architecture of the
system and its functionalities and the integration of existing Foundation for
Intelligent Physical Agents (FIPA), DICOM, and HL7 standards. We discuss an
example scenario for clinical trials to illustrate how the system supports distributed
clinical process management. This system interacts with other multiagent systems
within the Agent.Hospital framework and hospital information systems (HISs) in
the eHealth Lab. This research is part of the German Priority Research Program
(SPP) 1083, Intelligent Agents and Their Application in Business Scenarios.

Keywords: clinical trials, health care; multiagent systems; simulation

INTRODUCTION 2000 with agrowth of 5%t0 10 % every
year after that. Thus, the current expense

Over thelast few years, thecost of ~ Of health careisforcing the German gov-
health servicesin Germany hasbecome ~ ernment to takeacloser look at the mac-
animportant areaof economic analysis.  foeconomic cost structureswithinthisin-
The budget for German health carein-  dustry andfind new waystominimizethe
creased to 218hillion Euroduringtheyeer  Overall cost. Information technology is
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expected to play amajor roleinthere-
duction of expensesand the stabilization
of hedlth carebudgets. Withaview tocurb
expenditure, recently, the biggest IT
project for German health care was
started, which hasintroduced anew elec-
tronic eHealth-Card until 2006. One of
the major problems that need to be ad-
dressedishospitd logistics, whichisrather
complex and highly distributed. Consid-
erableresearchisunderway inthisarea
that isdesigned to analyzethedomainas
well as devel op software systems, par-
ticularly for management and control of
information flowsand business processes.
The approachesto thisdomain aretwo-
fold. Ontheonehand, smulation systems
areused for analyzing thedomain, plan-
ning, and reengineering of businesspro-
cesses. On the other hand, devel opment
of management and control systemsfor
information flow and business processes
isof interest. Theincreasing importance
of information systemsisinterlinked with
specificsof the (German) hedlth caredo-
main, such ashighly fragmented, dispar-
ateprofessond groups, whichcomplicates
or particularly blockstheintegration of
innovativesarvice processesaswdl asnew
and more-efficient information systems.
Several important questions have
been examined by the German Priority
Research Program (SPP 1083)? since
2000. The main goal of SPP 1083 isto
investigatetheutilization of agent technolo-
gieswithinlargerealistic business sce-
nariosand theidentification of further re-
Search needs. Basi c supposition of the SPP
isthat agent-based devel opment and con-
nection of decentralized information sys-
temsgeneratesimportant benefitsby sup-

porting interorganizationa businesspro-
cessesand organizational flexibility. Ex-
amination of thesehypothesesissupported
by the devel opment of large agent-based
softwaresystems.

In this paper we introduce the es-
sential questions and the research ap-
proach addressed by the ADAPT project,
whichispart of the previoudy mentioned
SPP 1083. We discuss the systems de-
veloped for smulation and gpplicationand
thelr integration into the Agent.Hospital
framework (REF), whichis part of the
Agentcitiesresearch network. Inaddition
we address questions on how to realize
large-scal e, agent-based distributed ser-
vicenetworksthat support hedth carestan-
dardslikeHL7 or DICOM. Anexample
scenarioindlinicd tridsillustratesour ap-
proach. At the end of the paper wedis-
cuss the shortcomings and give an out-
look on further research stepsand imple-
mentation activities.

RESEARCH PROBLEM
& MAIN OBJECTIVES

Theoverd| objectiveof our research
isto substantially increasetheefficiency
of hospital processes. Themain problem
In optimization isthat the processes, as
well asthesystems, areinherently distrib-
uted and the effects of changesare diffi-
cult to foresee. Under these circum-
stances, agent technology isthe appro-
priatesolution. Optimization by agentscan
basicaly be reached in two ways: (a)
Optimization potentia can beidentified by
agent-based s mulation experiments, and
(b) flexible, agent-based information sys-
temscan optimizethereal system. Inte-
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grating both of these components, Simu-
lation models can be used as atest bed
for the devel opment of agent applications.
Our empirical studieshaveidentified the
following critical successfactorsthat help
achieve the objectives of being ableto
optimizethesystem.

» Completenessand topicality of infor-
mation availableto (human) actors

» Knowledgeabout theactud patient sta-
tushelpstrigger other changes

* Adequaterepresentation of thevariety
andthedynamicsof inter and intrapro-
cessinteractions

Based on our experience, we con-
tend that alot of domain knowledge and
interdependencies are necessary to cre-
ate an appropriate agent-based system.
On the other hand, even more knowl-
edge would be needed by conventional
information systems. Theadaptive abili-
ties of agentsallow dealing with even
uncertain conditions and distributed
knowledge.

Incooperationwiththeclinica part-
ners, the ADAPT project (Heine, Herrler,
Petsch, & Anhalt, 2003) triedto optimize
the processesaswell astheinformation
flow between the participating oncol ogy
and radiation therapy departments. Asa
result of this, resource alocation, time
scheduling, and tactical planning should
improvewith respect toefficiency and con-
trol. Theexperiencesgained should alow
ustodraw conclusionsabout the usability
aswell asthe advantages of agent-based
software. The specific motivesand goas
of thisresearch arethefollowing.

* Improvement of distributed ap-
pointment scheduling. Appointment
scheduling for trestment and examina-
tiontasksin hospitalsisinherently dis-
tributed between variousorganizationd
unitsand therearealot of interdepen-
denciesbetween theprocessesand the
actors. Thisfact makesit very difficult
to determinetheeffectsof sngleaction
andto optimizethe process. Thesched-
uling and negotiation strategiesusedin
generd practicearemainly dominated
by ssmplead hoc solutions, which can
beoptimized. Therefore, amulationand
analysisof scheduling scenariosand
finding more sophiticated processesis
animportant objective of the ADAPT
project. Using clinical trials on
chronomodulated medication, an
agent-based systemwasdesigned and
implementedin order to support thetria
scheduling and coordination of petients,
medica staff, and equipment.

e Support for decisonsabout partici-
pationinclinical trials. Clinica trids
obligate the participating hospitalsto
perform prescribed treatmentsand ex-
aminations. Asone of the benefits, the
cost cal culation should show whether
theincurred liabilitiesare covered or
not. Accordingtothis theADAPT sys-
tem should allow cost-benefit estima-
tionsbased on smulationswhich take
into account medical condderationsand
individua preferences. Agent technol-
ogy isused to handlethe highlevel of
environmental dynamicsaswell asthe
complex and redtrictiverequirementsof
clinical trids. Utilizationand trid-spe-
cific statementsare supported by real-
isicamulationresults.
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* Operation of study protocols. Due
to the complexity and regimentation of
trials, atremendouseffortisneeded for
the coordination of all the actorsand
equipmentinvolved. A continuing god
of the ADAPT project isto advance
the agent-based simul ation systemto-
wardsared-timeass sancesysemthat
enablesonlineresourcedlocation. Sup-
porting the operational processes by
coordinating theflow of information
(adapted totheindividua medicd path-
way) using agent technology shouldre-
sult in ahigher level of process effi-
ciency.

AGENT.HOSPITAL
FRAMEWORK

To evaluate the agent systemsthat
have been developed and to show that

they interoperatein asophisticated way,
acomplex andredigtic eva uation scenario
isneeded. Therefore, the hospital-logis-
ticsworking group of SPP1083including
the ADAPT project developed an exten-
sivemodel called Agent.Hospital (Kirn,
Heine, Herrler, & Krempels, 2003). This
mode isbased on an open framework for
numerous health care actors. Thebasic
architectureof theframework isshownin
Figure1. The Agent.Hospital framework
containsseverd detailed hedth caremod-
els, different kinds of service agents, and
agent-based platforms. Within
Agent.Hospital, one can eval uate mod-
eling methods or examine configuration
problems, aswell as agent-based nego-
tiation strategiesand coordination algo-
rithms.

Inthe context of SPP 1083, there-
search partnersinvolved in the hospital -

Figure 1: Application Diagram of the Agent.Hospital Framework with Several
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logisticsworking group integrated the par-
tid hogpita-logisticsmode scrested by the
individua projects. Dueto thehigh num-
ber of participating research groups, a
wide spectrum of relevant clinical pro-
cessescould beoffered. Relevant organi-
zational structures, processes, and nec-
essary datamodelswere analyzed, for-
malized, and model ed at several hospi-
tals. To be ableto integrate anumber of
Separate, partial models, it was necessary
to define numerous gateways between
these models (see Figure 1) and to de-
velop acommon ontology for interaction
through these gateways. Additionaly, ba-
sic process patternshad to be defined (for
instance, planning and execution of clini-
cd tridswith oncologicd patients). Atthe
conceptua level, Agent. Hospital conssts
of partial models, process patterns, gate-
way specifications, and shared ontologies.
The resulting framework is an overall
conceptual model based ontheintegra-
tion of project-specific, partial models.

In Agent.Hospital, several clinics,
departments, and wards are defined as
service provider and consumer units. In
our framework, the services offered and
the servicesrequested are denoted sim-
ply asservices. For ameaningful interac-
tion betweenthe serviceprovider and the
service consumer unit, there needsto be
awell-defined interface based on existing
agent communi cation languages, interac-
tion protocoal s, content languages, aswell
ascommon ontologies.

Currently thefollowing supply chains
of theoverdl framework showninFigure
1 havebeenimplemented: dinicd trialsand
radio therapeutics (ADAPT), rescue pa
tient (AGIL), lung cancer treatment

(ASAinlog), anginapectoris(MedPAge),
gallstone therapy, surgery processes
(Policy Agents), and radiologicdl service
processes (EMIKA). More details and
referencesto these projectsare provided
viathe Real AgentSWeb site, the public
groupware tool of the SPP (http://
www.real agents.org).

For the successful devel opment of
the Agent.Hospita framework, the use of
existing and established standards was
very important. In agent research, the
Foundationfor Intelligent Physicd Agents
(FIPA) playstheleading role. During the
last few years, the FIPA organization has
proposed primary standardsfor the de-
sign of agent platforms aswell as stan-
dardsfor communication andinteraction.
Tobeabletointegratethe different agent
systems, it was necessary to define nu-
merous gateways using these standards
(Figure 2) and to develop common on-
tologiesfor interactionsamong therespec-
tivegateway agents.

Intelligent softwareagentsinany ap-
plication haveto beintegrated into anex-
isting (often-proprietary) information sys-
teminfrastructure. Therefore, theaim of
thehospita-logisticsworking groupisthe
implementation, eva uation, and documen-
tation of agent-based hedlth care services,
which are supposed to be the foundation
for future FIPA application specifica-
tions. Since 2002, the SPP 1083 hasbeen
amember of FIPA, and was tasked to
develop and evaluate examples and to
refinetheexisting application specifications
inhedth care.

Besdesworkingwith FIPA, theSPP
1083 hasinitiated cooperationwiththeAs-
sociation of Information System Produc-
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Figure 2: Gateway Agent Concept (Krempels, Nimis, Braubach, Pokahr, Herrler,

& Scholz, 2003)

" MAS

FIPA -Compliant MAS <

Interaction

FIPA - Compliant MAS

\ 4

Platform (i.e., JADE)

ers in Health Care (VHGit) to develop
specifications for interfaces between spe-
cialized applications (practice systems, pa-
tient record, etc.). Furthermore, the SPP
contributes to Agentcities (Willmott,
Constantinescu, Dale, Somacher,
Marinheiro, Motaetal., 2003), an open,
worldwide net of FIPA-compliant agent
platforms, using the different agent-based
services— often inthe development stage
— that are provided. Currently there are
more than 140 agent platforms that are
members of Agentcities, with a high con-
centration in Europe and also several plat-
forms in the USA, Australia, and the Near
East.

Within Agentcities, a lot of different
application domains exist, for instance,
eHealth, manufacturing control, digital li-
braries, travel services, and so on. The
ultimate aim of this initiative is to support
the commercial, as well as academic, ef-
forts for the development of agent-based
applications, and to make it possible to
compose dynamic, intelligent and autono-
mous agents as well as complex service
agents. One goal of Agent.Hospital was
to become a part of Agentcities. There-
fore, new Agentcities platforms have been

Platform (i.e., FIPA -OS)

setup in five German cities. They are con-
nected by a central directory service in
Aachen, which registers all participating
service agents.

Different infrastructural services and
tools have been set up or developed to
realize Agent.Hospital.

» Agent.Hospital Directory Facilita-
tor (AHDF): acommon and central-
ized yellow pages service for the agents
within Agent.Hospital. It provides a
Web interface for online monitoring and
several other extended functions like
availability testing.

* Agent.Hospital Event Service
(AHES): an event service realized by
anagent. It can be used for event-based
simulation of multiagent systemsin the
health care domain.

* Agent.Hospital Actor Agent
(AHAA): another common component
to all the involved projects is the actor
agent. Instances of the actor agent rep-
resent real actors in Agent.Hospital sce-
narios.

» Agent.Hospital Simulation Model
(AHSIm): an executable simulation
model describing a typical patient pro-
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cess providing interfaces for agent-
based application systems.

» Agent.Hospital Ontology Reposi-
tory (AHOR): arepository providing
health-care-specific task ontologies
(Becker, Heine, Herrler, & Krempels,
2002) on demand. The shared ontolo-
giesareabasefor mutua understand-
ing of thesystems.

* Agent.Hospital CVS (AHCVYS): a
concurrent-version system containing
thesourcefilesof theserviceandinter-
faceagents.

TECHNICAL BASE &
PROTOTYPICAL
SOLUTIONS

To optimize scheduling and coordi-
nation of clinical processes, intelligent
agentsfor clinical carewere developed
withinthe ADAPT project. A set of per-
sond ass stance agentswas devel oped for
solving coordination problemsof differ-
ent actors (physicians, patients, nurses) in
the hospital. These agents support their
gpecificusersindifferent taskssuch asthe
administration of apersonal date book,
making decisions, or scheduling of shifts
or medical actions.

Thebascfoundationfor theA4Care
assi stance systemisthe FI PA-compliant
platform JADE. Thecentra directory ser-
vice of Agent.Hospital supportsthepro-
cessof finding suitableinteraction part-
ners. Theagentsof the assistance system
havethefollowing respongbilities.

» Physician agent. A physician agent
can compose single tasks to a treat-

ment planand assignittoaspecificpa
tient. In doing so, it can specify order
restrictions and possible parallel se-
guences. Asan extension, weplanto
integratealibrary of predefined “clini-
ca pathways.”

» Patient agent. Thisassistance agent
takesover the automatic or semiauto-
matic scheduling of theassigned plan.
It respectsthewishesof itsowner and
presentstheresultsin apersonal date
book. The user can do manud resched-
uling and definenew policiesincluding
personal restrictionsand preferences.
Theactud negotiationisthen processed
in the background by connecting the
ass gance agentsto thefunctiond units.

» Functional unit agent. Thisagentisa
proxy “person” for afunctional unit. It
coordinatestheincoming appointment
requests and sends appointment pro-
posasautomatically. Herethe current
schedule, opening times, and additiond
restrictions(e.g., for reduced persona
vigtsduring lunch) arerespected. A col-
lateral monitoring of appointment ex-
ecution startsan automatic reschedul -
ingif discrepanciesbetweentheplanned
and actua schedulesoccur.

Userscan grant different grades of
autonomy totheir agents, and decidewhen
an agent isallowed to act autonomously
andwhen it hasto makefurther enquiries
totheusers. A high gradeof autonomy on
theone handincreasestheoverdl perfor-
mance of the system; ontheother hand, it
requiresthat preferences of the usersbe
formdized very exactly and updated regu-
larly. Additional agentsto the onesde-
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scribed above arerealized for the medi-
cal staff and wardsto solvethe problem
of making fair shift schedules. Inaddition
to the development of these agent-based
servicesrunning on FIPA platforms, we
need to devel op aredistic environmental
modd. Thismodd iswell populated with
agents, thistime, agentsrepresenting hu-
man actors.

An integral part of the ADAPT
project isthe development of the agent-
based s mulation system called the* shell
for smulated agent systems” (SeSAm;
Kllgl etd., 2001). Originally devel oped
for thesmulation of socid insects(Kligl,
Puppe, Raub, & Tautz, 1998), it wasused
toimplement environmental Smulationsfor
the ADAPT project aswell asfor com-
prehensive Agent.Hospital framework.
SeSAmisanintegrated environment for
moddingand Imulaing multiagent sysems
and providespowerful modeling functions
for theeasy congtruction of complex mod-
els. Asaspecia feature, it offersvisua
modeling of all thetasksto support do-
main expertsthat do not have program-
ming skillsin creating Smulation models.
Italowsthevisua construction of agents
and their environment respecting their
properties, abilities, and behavior. Differ-
ent agent classes can be created and their
propertiesand abilities can be defined by
just adding agent-specific attributesand
modul ar features.

There are several useful functions
available within SeSAm, for example,
movement, evolution, and scheduling, and
the given set can beextended by theuser.
Using thesefeatures and the basic set of
primitive actions (e.g., Move,

Changelmage, SendM essage) and func-
tions(e.g., GetAllObjectsOnPosition), the
behavior of the agent can be described.
Thebas c representation of theagent’sbe-
havior isthe UML activity diagram (Fig-
ure3). Itiseadly understandableand uses
common notationswell knownto system
developers. Activity diagramsconsist of
activitiesand trangtionrules. Theactivi-
tiescan be seen asstates containing ase-
riesof actions, which are executed until
anexitruleactivatesthe next activity. Af-
ter modeling the agent classes, smulation
Situationscan be created on atwo-dimen-
siona map. For the simulation of asce-
nario, thismodel representationiscom-
piled and can berundirectly fromwithin
theenvironment. During simulationitis
possible to watch the animated map,
pause, and resumethesmulation, andto
control agents’ states.

Recently, severd additional features
to support handling of more-complex
modelslike hedlth care scenarioswerein-
tegrated intheenvironment (Oechdein,
Klugl, Herrler, & Puppe, 2002). Among
various other features, the environment
alowshierarchical modeling at thelevel
of function description, aswell asat the
level of behavior description. Basicfunc-
tion primitives can be composed to more-
complex user-defined primitives, and
parts of the activity graph can be com-
bined together to form compound activi-
ties. Toamplify testing and finding errors
inthemode, itispossibleto createrules
for invariant states, smilar to assertionsin
modern programming languages. Even
refactoring methodsare supported, which
areaso quite popular intraditional pro-
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Figure 3: Visual Modeling & Simulation with the SeSAm Environment
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gramming. Experienced mode erscan get
the power of a programming language
without havingtolearn any syntactic no-
tations.

To support the connection to exter-
nal agent systems, additional extensions
wererequired. Therefore, new featuresto
support communication aswell asontolo-
gieswereadded. Here, generd standards
were adhered to in order to ensure
interoperationwith other systems. Thenew
plug-insprovide Fl PA-compliant commu-
nication primitivesand the possibility to
import ontol ogies modeled with the on-
tology tool Protege 2000.

In our view, agent-based applica-
tionsarepart of an environment contain-
ing real-world agentslike usersand other
systems(possibly agent systems). Inagent

software development, isolated testsare
usudly very difficult; insteed, testshaveto
be carried out under the conditionsof this
environment. As mentioned above, our
goa wasto extend SeSAminaway that
it can be used as atest bed for agent-
based software without remodeling the
agent for interacting with the simulated
environment (KItgl, Herrler, & Oechdein,
2003). Then, creating modelsof theglo-
bal system becomesrather intuitive. Fig-
ure 4 shows a sketch of this approach.
An agent-based applicationisintegrated
inanenvironment cons sting of additiona
information systemsand users, which can
also be seen as agents. All agentsfrom
therea-world environment arereplaced
by smulated agentsin SeSAm. Thelevel
of detail inthesmulationisdependent on
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Figure 4: Engineering Agent Systems in a Smulated Environment vs. Application
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therequirementsof theagent system. Due
to therepresentation of thereal worldin
thes mulated test bed, the devel oped com-
ponents can betested both under redistic
aswell asextreme conditions. Thisusu-
ally cannot bedoneinthereal worldfor
reasonsof security and prohibitive costs.
Especidly inthehedth caredomain, prac-
tica testing of prototypica softwareisusu-
ally dangerous. Inthiscontext, SeSSAm
offersmore-powerful capabilitiesfor ex-
perimentation support, like thedistribu-
tionof smulationrunson severa hostsand

onlinegraphica anayssof thesmulation
resultsliketheonesshownin Figureb.

A SCHEDULING
SCENARIO

Theexamplescenariodiscussed here
relates to scheduling in the radiation
therapy units. Based onempirical investi-
gations, we haveimplemented adetailed
SeSAm model describing the patient
schedulinginacdlinicfor radiationtherapy.
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The clinic consists of areception area,
where the patients appointments are
planned, waiting rooms and treatment
rooms, aswell asradiation devices. Func-
tiond unitsand deviceshave specific open-
ing timesand acurrent schedule. One of
thetypical “ patient processes’ for radia-
tion therapy isassigned by the doctor af -
ter apatient’sarrival. Often, these pro-
cessssaredsoreferredtoasclinical path-
ways. Oncethe pathway isassigned, the
necessary medical actions(treatment and
diagnosis) have to be planned and the
patient hasto visit thefunctional units. A
typica problemisthat thescheduleof the
real treatment execution awaysdiffers
from the preplanned schedule. Herewe
wanted to find new scheduling strategies
toimprovethe process, taking into con-
dderation predefined quaity criterionslike
thewaitingtimeof patientsand theutiliza-
tion ratio of resources. Extensionsof the
model can also smulatelate patientsand
uncertain treatment times.

Different settingsrepresenting the
gtuationinother clinicscan becreated very
eadly. Thenumber and kindsof functiona
unitsaswell astheir openingtimescanbe
varied (Figure6). Alternativeclinica path-
ways can be assigned to patients. The
probability of anew patient’sarrival, as
well aspotentia tardiness, isadjustable.
All thismakesthemodd aflexibletesting
environment

Figure7 showsascreenshot of arun-
ning S mulation. Somepatientsarewaiting
for admission. Thesdected patientiswat-
inginthequeueinfront of thetumor lo-
calizationroom (called “Lok”). Thisunit
currently hasopening hours(shown by the
greenlight) whereastheradiationtherapy

unitsare still closed (indicated by thered
light). Figure 7 dso showsthe schedule of
the selected patient and the appointment
for “Vorlok,” whichisaso known asthe
localizationroom.

Based onthismodd, itispossibleto
evauatedifferent Srategies, for example,
afirst-come, first-served or preplanned
schedulethat takesinto consideration pri-
oritiesof examinations. Different hypoth-
eses of dynamic changes (patients that
cometoolate, additional emergencies) can
be evaluated with their effectson evalua
tion criterionsand plan stability.

Asafirg step, our experimentswere
able to show plausible reactions of the
system that are similar to current real-
world behavior. Inthenext step, wewant
to connect thesimulation engineto thene-
gotiation-based, reactive planning system
A4Care, whichisvery effectiveinadis-
tributed dynamic environment (Herrler,
Heine, & Kligl, 2002).

A CLINICAL-TRIAL
SCENARIO

Animportant fieldin health careis
themedical trestment of cancer. Typicaly,
thesetreatmentsarevery expensive, and
new clinical trialsare conducted to test
theeffectivenessof variousnew drugsand
treatment protocols. Clinical trials are
carefully controlled studiesinwhich on-
cology expertsevauate better and cost-
effectivewaysto treat, prevent, or diag-
nose cancer. Increasing the number of
qudified patientswhoareenrolledinclini-
cd trids, asthey represent an opportunity
for patientswith cancer to receivethebest
possiblecare, isredly important.
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Figure 6. Flexible Configuration of the Smulation (number of agents and opening
times of the functional units may vary)
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Clinicd tridsaredsoextremdy vau-
ablebecausethey answer important ques-
tionsthat will helpto continualy improve
cancer care and decreasetherisk of can-
cer development. Before anew therapy
or medical trestment canbeputintodaily
clinical practice, alot of trialshaveto be
run. Thesetrials are detailed plans for
medica treatments, for instance, aclinica
trid protocol can describe at which point
intime, inwhich quantum, and how medi-
cationsor therapies haveto be executed.
But clinicd trialsarenot performedinlin-
earity; instead, their concrete structures
depend on specific patient constitutions,
|aboratory results, and so forth. Clinical
trials can be described using the graph
metaphor, with each noderepresenting a
particular state of aparticular study. Typi-
ca samplesizesfor clinical trialsrequire
about 150 to 200 patients, which makes
it necessary in genera that severd hospi-
talscooperatein performing suchtrials
(multicentrictrias). Figure 8 exemplifies
the processaspectsof theintegrated clini-
ca-trid scenario. Thesmulation accord-
ing to the processdescriptionisdirected
by SeSAm and utilizes several agent-
based servicesprovided by the SPP 1083.
Atthebeginning of aclinicd trid, various
tasksfor diagnosisand trestment haveto
be coordinated, and resourceshaveto be
scheduled and, if necessary, communi-
cated to the corresponding units. Figure 8
showsan examplewith computed tomog-
raphy (CT) and magneti c-resonance-to-
mography (MRT) examinations, aswell
asthe execution of asurgery.

Atfirg, thesuitability of the patient
for theclinica study will bechecked (age,
gender, blood count, etc.). If the patient

fulfillsthe preconditionsfor thetrial, for
instance, an MRT examinationisneces-
sary. Planning of thisexamination means
that different service agentstry to negoti-
atemandatory appointments(see, eg., the
gateways 2.5.3.1 and 2.5.3.2 in Figure
8). But these agent-based negotiationsare
condirained by theexisting timetableof the
corresponding HIS. Tointeract withthis
information system (preconditionisHL7
compliance) theHL 7 agent generates pe-
cificHL7 schedule messageslike SRM.
Thereare several health-care-standards
development efforts currently underway
throughout theworld. Health Level Seven
isoneof saverd of the American Nationa
Standards|nstitute’'s (ANSI) accredited
Standards Developing Organizations
(SDOs) operatinginthehedth carearena.
Theapplicationleve addressesdefinition
of thedatato be exchanged, thetiming of
theinterchange, and the communication
of certain errorsto the gpplication. It sup-
ports such functions as security checks,
participant identification, availability
checks, exchange mechanism negotia-
tions, and, most importantly, data ex-
change structuring®. Figure 9 showsthe
HL7 SRM structure. Based onthismes-
sage structure, the actual schedule mes-
sage (SRM"S01) isgenerated, whichis
showninFigure10. Theresponsible HL7
agentisabletoreceive, edit, process, and
send such HL7 messagesto standards-
compliant HISs. Currently, detailed tests
with different HISs have been planned.
TheagentscommunicateinaFIPA-com-
pliant way and transmit the HL 7 aswell
as the DICOM messages as content of
the FIPA agent-communication-language
(ACL) messages. TheAmerican College
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Figure 8: Exemplary Part of the Clinical Trial Scenario with Interactions Between

Different Multiagent Systems

5
- Sp

of Radiology (ACR) and the National
Electrical Manufacturers Association
(NEMA) formed ajoint committeeto de-
velop astandard for digital imaging and
communicationsin medicine. Thisstan-
dard isdeveloped in liaison with other
standardization organizationsincluding
CEN TC251in Europeand JIRA in Ja
pan, with review also by other organiza-
tionsincluding |IEEE, HL7,and ANSI in
the USA. TheDICOM standard pertains

tothefiddof medicd informetics Thefidd
addressesthe exchange of digital infor-
mation between medica imaging equip-
ment and other systems. Because such
equipment may interoperate with other
medical devices, the scope of thisstan-
dard needsto overlap with other areas of
medical informatics. However, the
DICOM standard does not address the
breadth of thisfield*.
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Figure 9: HL7 Schedule-request Message (SRM) Structure in Clinical-trial Scenario

SRM"S01 -S11”SRM SO1 Schedule-Request Message
MSH Message Header
ARQ Appointment-Request Information
[ APR ] Appointment Preferences
[ { NTE } ] Notes and Comments
[ { pID patient I dentification
[ pvi ] Patient Visit
[ PV2 ] Patient Visit - Additional Info
[ { oBX } ] Observation/Result
[ { DG1 } 1 Diagnosis
}
]
{ RrGs Resource Group Segment
[ { aIs Appointment Information Service
[ APR ] Appointment Preferences
[ { NTE } ] Notes and Comments
}
]
[ { a1c Appointment Information General Resource
[ APR ] Appointment Preferences
[ { NTE } ] Notes and Comments
}
]
[ { a1L Appointment Information Location Resource
[ APR ] Appointment Preferences
[ { NTE } ] Notes and Comments
}
]
[ { aIP Appointment Information Personnel Resource
[ APR ] Appointment Preferences
[ { NTE } ] Notes and Comments
}
]
}

Figure 10: SRM for an MRT Examination
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A screenshot of the HL 7 message
agentinterfaceisshowninFigure11. Rel-
evant message segmentsandfieldscan be
edited by the user and sent to the next
responsibleagent or HIS.

After theMRT examination, severa
HL 7 messageshaveto be sent pertaining
totheresultsof theexaminationinthecur-

rent scenario. But the transfer of radio-
logica imagedataishigoricaly grownand
still not supported by HL 7. Thetransfer
of imagedata, for instance, fromthe MRT
modality to viewing workstations, digital
archives, or aremoteradiologist for asec-
ond opinionissupported by the DICOM
standard (our basic assumptionisthat all
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Figure 11: HL7 Message Agent for Interactions with HL7-compliant HIS
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Figure 12: Smplified Interaction Diagram in the Integrated Clinical-trials Scenario
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Figure 13: DICOM Message Agent for Interaction with DICOM-compliant PACS,
RIS etc.
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systemsare DICOM compliant with spe-
cific conformance statements). Thefol-
lowing interaction diagram (Figure 12)
showsasimplified processof the system
interactionswithin Agent.Hospital. This
diagram depictsjust the essential steps,
andtheinteractionsfor error handlingare
not included (e.g., not-understood, refuse,
falure, etc.).

The screenshot of the DICOM mes-
Ssageagent interfaceshowstheviewingand
editing (if allowed) functions(Figure 13).
TheDICOM image datawith all header
information can be sent by the agent to
thenext reponsibleagent or archiving sys-
tem.

All theseinteractionshavefirst been
tested inasmulated environment provided
by SeSAm and inthe second step, imple-
mented and tested in connection with real
HISsinthesecurelaboratory environment
caled eHedth Lab>.

SUMMARY & OUTLOOK

Agent technology isableto handle
thehighlevel of environmenta dynamics
aswell ascomplex and redtrictiverequire-
ments of clinical processes. Theaim of
ADAPT isto optimizethe planning and
management of clinical trialsaswell as
provide decision support in thiscontext.
Inorder to accomplishthis, redisticamu-
lation resultsare needed. Inthisresearch,
we have employed a multiagent-based
s mulation because conventional Smula
tion has been shown to be insufficient
(Kltgl, Oechdein, Puppe, & Dornhaus,
2002). Asfar asmultiagent modelingis
concerned, we have improved existing
modeling techniquesto handle complex

modelswith intelligent actors. Another
unique aspect of our approach to materi-
dizing redisticamulation scenariosisthe
integration of partial modelswithin the
Agent.Hospitd initigtive. FIPA compliance
and subsequent use of ontologiesfacili-
tatethisinteroperation and also enables
the development of agent systems, which
can be deployed from the ssimulation en-
vironment to an existing information sys-
teminfrastructure.

The prototype system devel opment
has been completed. There are already
demo systems, which can explicate the
possibilitiesof our approach. Whilethe
initial feedback isvery encouraging, we
dtill haveto demongtratethe practical use
of our system. Our immediategoal isto
bring theagent systemsto acontrolled red -
life experiment and show that theresults
of smulationand the system can be prac-
tically used inthe management and con-
trol of clinical trials. We are at the point
wherewe have gotten theinitial results
fromthesimulation, and now wecanevau-
atethe experimental agent systemsand
deploy them to existing information sys-
teminfragtructuresinthenear future. Both
applications(gmulation and management)
will beevaluated with respect to specific
advantagesof agent-based software over
traditiona systems.
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ABSTRACT

Data mining is a process that analyzes voluminous digital data in order to discover
hidden but useful patterns from digital data. However, the discovering of such
hidden patterns has statistical meaning and may often disclose some sensitive
information. As a result, privacy becomes one of the prime concerns in the data-
mining research community. Since distributed association mining discovers
association rules by combining local models from various distributed sites, breaching
data privacy happens more often than it does in centralized environments. In this
work, we present a methodology that generates association rules without revealing
confidential inputs such as statistical properties of individual sites, and yet retains
a high level of accuracy in the resultant rules. One of the important outcomes of
the proposed technique is that it reduces the overall communication costs.
Performance evaluation of our proposed method shows that it reduces the
communication cost significantly when we compare it with other well-known,
distributed association-rule-mining algorithms. Nevertheless, the global rule model
generated by the proposed method is based on the exact global support of each
item set and hence diminishes inconsistency, which indeed occurs when global
models are generated from partial support count of an item set.

Keywords: association rules; data mining; distribute systems; distributed
association mining; privacy; randomization; secure multiparty

INTRODUCTION dataintheir corresponding sites. Discov-
ering useful patternsfrom such organiza-

Modern organizationsaredistributed  tionsusing acentralized data-mining ap-
invariousgeographical locations. Various  proachisnotawaysfeesibleduetoalarge
business applications used by such orga- network communication cost, whichisint-
nizationsnormally storetheir day-to-day ~Posed when merging all datasetsinto a
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central location (Agrawal & Shafer,
1996). Asaresult, distributed datamin-
ing (DDM) emergesasanew subareaof
researchinthedata-mining domain (Zaki,
1999).

Data-mining algorithms analyze
enormousdigital dataand discover hid-
den patternswithin the dataset, and hence
imposeathresat that such adiscovery may
breach the privacy of data. Asaresult,
preserving privacy appearsto beaprime
concerninthefield of datamining. Dis-
tributed data-mining agorithmsneed to
share local data and discover patterns
beyond the organization boundary. Asa
result, it threatenstheprivacy of individua
sitesmorethan that of the centralized ap-
proach of datamining.

Oneof themost important fieldsin
DDM isassociation-rulemining (Agrawd
& Shafer, 1996). It hasattracted signifi-
cant attention from numerous research
communities. Many interesting and effi-
cient distributed and parallel association-
rule-mining algorithms have been pro-
posed in the data-mining literature
(Agrawa & Shafer; Cheung, Ng, Fu, &
Fu, 1996). Thedistributed association-
rule-mining algorithms share support of
eechitem (i.e, anitemthat hasuser-speci-
fied support) with other sites. In other
words, without sharing the support of each
item, distributed association-rule-mining
algorithmsare unableto produceglobal
asociationrules.

Thesupport of eachitemhasasig-
nificant statistical meaning, and henceex-
posureof those supportsmay disclosecor-
porateinformation or their transaction de-
talls. Indeed, such disclosuremay include

identifiableinformation or corporateplans,
which may threaten corporate business
gan. Therefore, theprivacy of each Site's
dataset becomesanimportant issue. Since
thedigtributed association-rule-mining -
gorithms share only the support of each
itemtodl other participating Stes, thekey
Issueishow to generateglobal ruleswith-
out disclosing the exact support of each
item.

Most of theexisting distributed as-
sociation-rule-mining agorithmsoverlook
the privacy issues. However, webelieve
that privacy should beamain concern of
distributed associ ation mining; otherwise,
theresultant patternsmay revea sensitive
information, and hence, participating Sites
may losethelr businesses. Toilludtratethe
abovediscussion moreclearly, consider
thefollowing example.

Supposetwo supermarkets such as
Mart-1 and Mart-2 sharetheir dataand
wouldliketofind globa associationrules
for mutual benefits. Consider during the
mining process that Mart-1 comes to
know that 70% of customers of Mart-2
purchaseitemsA and B at thesametrans-
action (i.e., it generatesthat rulefromthe
exact support of itemsetsA and B of Mart-
2). Using thisinformation, Mart-1 can of -
fer better deals (e.g., the price of B will
be 25% less if the customer purchases
itemsA and B together), and subsequently,
Mart-2 may losetheir business. Theabove
exampleshowshow exact support of each
itemset isimportant in adistributed asso-
ciation-rule-mining context. Therefore, hid-
ing each item support from other sitesis
vital to preservethe privacy of each par-
ticipatingSte.
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Privecy isakey issueof association-
rule-mining and becomesan active area
of research. We can categorizethe exist-
ing work into two categories: () thedis-
tortion or randomization approach
(Atalah, Bertino, Elmagarmid, [brahim, &
Verykios, 1999; Evfimievski, Srikant,
Agrawal, & Gehrke, 2002; Rizvi &
Haritsa, 2002), and (b) the secure multi-
party computation  approach
(Kantercioglu & Clifton, 2002; Vaidya&
Clifton, 2002).

* Randomization Approach. Theran-
domization approach intends to dis-
cover association rulesfrom random-
ized datasetsof varioussites. It focuses
ontheprivacy of theindividua Site, and
it does not reveal original records of
onedteto other participating sites. To
preserveprivacy, transactionsareran-
domized by discarding someitemsand
inserting new itemsinto it (Rizvi &
Haritsa, 2002). Thestatistical estima-
tion of origina supportsand variances
given randomized supports allows a
central siteto adopt the Apriori algo-
rithm (Agrawal & Srikant, 1994) to

mine frequent itemsets in
nonrandomi zed transactions by |ook-
ing at only randomized ones.

* Secure Multiparty Computation.
Thegoa of secure multiparty compu-
tationisto build adata-mining model
fromlocal datasetsof variouspartici-
pating Steswithout reveding individua
recordsof one siteto other participat-
ingStes. Toachievethis, it computesa
function f (X, y), where, in this case,
two partieshold their inputsx and y,
and at theend, al partiesknow there-

sult of thefunctionf (x, y) and nothing
more.

Fromtheabovediscussion, onemay
think that we can generate global asso-
ciation ruleswithout exposing the exact
support of each itemif they apply those
approaches. However, such attemptsof-
ten diminish the objective of distributed
association mining because these ap-
proacheseither increase overal commu-
nication cost or may cause discrepancies
inthefinal model. For example, theran-
domized approach combinesall random-
ized datasets of participating Sitesintoa
centralized site, and then adopts the
Apriori algorithm (Agrawal & Srikant,
1994) or any other association-rule-min-
ing algorithmto find frequent itemsets.
However, if variousStesusedifferent ran-
domized functionsto distort their dataset,
then discrepanciesmay existintheresult-
antmodd. Inaddition, sendingal random-
ized datasetsto acentra Steinvolveslarge
communication costs. Using the second
approach, each site sends randomized
support countsmultipletimesto other par-
ticipating sites to find the exact global
support of eachitem. Dueto this, it also
incurslarge network communication and,
consequently, diminishesthe objective of
distributed association-rulemininginthe
first place.

Theabovediscussonsclearly illus-
tratesthat distributed association rulemin-
ing agorithmsshould haveefficient meth-
ods to hide exact support of each item
without increasing theoverall communi-
cation cost. To achieve the goal, we
present aprivacy-preserving, distributed
association-rule-mining (PPDAM)
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method that generatesglobal association
ruleswithout revedling confidentia inputs
suchasstatistical properties(i.e., support
of eachitem) of individual sites. Theim-
portant outcomes of the proposed tech-
niqueisthat it neither disclosesthe exact
support of each item during the mining
processor increasesthe overall commu-
nication cost. In addition, it also hasthe
ability tominimizeacollusion problem,
which occurswhentwo sitesonthechan
colludeto find the exact support of an-
other Ste. Nevertheless, it diminishesthe
reconstruction problem, whichisraised
whenwedistort transactions of adataset
by using different randomization tech-
niques.

Therest of the paper isorganized as
follows. We describe the background of
distributed association-rule mining and
problemswe encountered when consid-
ering PPDAM. Related work of PPDAM
isthen described. Next we present our
proposed privacy-preserving, distributed
associaion-rules-generation methodol ogy.
A performance eval uation and compari-
son are then presented, and finally we
conclude.

DISTRIBUTED DATA
MINING: BACKGROUND

DDM intendsto discover rulesfrom
different datasets that are distributed
across multiplesitesand interconnected
using acommunication network. Ascom-
bining those datasetsinasinglesitere-
guiresmassive network communication,
DDM offersanew techniqueto discover
knowledge or patterns from loosely

coupled distributed datasets. Finally,
DDM producesglobal rulesusing mini-
mal network communication. Figure 1il-
lustratesatypical distributed data-mining
framework. It showsthree participating
Sites, whereeach Stegenerates|oca mod-
elsfromtheir respective datarepository
and exchangeslocal modelswith other
stesto generategloba models.

Inaddition, DDM producesglobal
models in such a way that one would
achieve the same model if the datasets
from different Ssteswerecombinedintoa
sngleste. Ittreatsal distributed datasets
asasinglevirtua table (Wirth, Borth, &
Hipp, 2001). Ingenerd, every distributed
mining algorithm performsthefollowing
threetasks:

« andyzeslocal dataand generateslocal
models,

 exchangeslocd modeswithother Stes,
and

* generatesgloba modelsby combining
al local modes.

Distributed Association-RuleMining

Didributed association-ruleminingis
asubareain DDM (Ashrafi, David, &
Kate, 2004). Typicadly, rulesgenerated by
distributed association-rule-mining ago-
rithmsare considered interesting if they
satisfy both minimum globa support and
confidencethresholds. Inorder tofindin-
teresting globd rules, distributed associa-
tion-rule-mining agorithmsgenerdly have
two distinct tasks: (a) global support
count, and (b) global rules generation.
Theglobal support count of anitemsetis
anaggregateof al local support counts of
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Figure 1. Distributed Data-mining Framework
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Definition. Let D beavirtua transaction
dataset comprisingD,,D,, D, ...,D_,
which aregeographically distributed
datasets. L et n bethe number of items
and | bethe set of itemssuchthat | =
{a,a,a,...,a}. Suppose Nisthe
total number of transactionsand T =
{t,t,t, ..., t} isthe sequence of
transactionssuchthatt — D. Thesup-
port of each element of | isthe number
of transactionsin D containing | for a
givenitemset Ac |; wecan defineits
support asfollows:

Itemset Aisfrequentif and only if
Support(A) > minsup, where minsup is
auser-defined support threshold. Once
thedgorithmdiscoversal globd, frequent
itemsets, each Site generatesglobal rules
that have user-specified confidence.

Themain objective behind distrib-
uted association-rule-miningisto reduce
communication costsin such away that
theoveral cost will belessthanthecost if
we combined the datasets of al partici-
pating sitesinto acentralized site. For ex-
ample, supposesitesS,, S, S, ..., S are
involved in the mining task, and each of
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thesiteshasitsown dataset D, D,, D,
..D.LetC,C,C, ..., C_ bethe
communication costsincurred after every
iteration. Then, wecan calculatethetotal
communication cost for generating globd,

frequent itemsets: G_= .G, wheremis
i=1

thetotal number of iterations. Supposethe
total communication cost of combiningdl
nparticipating sites’ datasetsinto acen-

trelized siteis D_= D, .

i=1

Then, G_<D_will betheprimary and de-
sirable property of any distributed asso-
ciation-rule-mining agorithm.

Privacy

Distributed association-rule-mining
algorithms should discover association
rules beyond the organization boundary
(Ashrafi, Taniar, & Smith, 2004). They
formthefinal rulemodel by combining
variouslocal patterns. For example, sup-
posetherearethreesites, S, S,,and S,
and each of them havedatasetsD, D,
and D,. Suppose A and B aretwo items
having aglobal support threshold. Inor-
dertofindruleA > BorB 2 A, we
need to aggregate the local support of
itemsetsAB fromdl participating Stes(i.e,
stesS, S,and S)). Whenwe are doing
such aggregation, al siteslearnthe exact
support count of other sites. However, in
many Stuations, participating Stesarere-
luctant to disclose the exact support of
itemset AB to other sites, as support
countsof anitemset have statistical mean-
ingsand areathreat to privacy.

For the above-mentioned reason, we
need to secure multiparty computational
solutionsto maintain privacy indigtributed
association-rulemining (Vaidya& Clifton,
2002). Thegod of securemultiparty com-
putationindigtributed association-rulemin-
ing is to find the global support of all
itemsetsusing afunction wheremultiple
partiesholdtheir locd support counts, and
a theend, dl partiesknow thegloba sup-
port of al itemsetsand nothing more. Also,
each participating Steusesthat globd sup-
port for rulesgeneration.

Problem Definition

Let X={X, X, X5, ..., X}, Y={y,,
Yor Yor oon Y} @dZ2={2,2,2,...,2}
be the support counts of candidate k
itemsets geographically distributed over
threesitessuchasS, S, and S, Inorder
togenerategloba frequent kitemsetsF =
A (X + Y+ 2), each site needs to send
their respective support count of each can-
didateitemset | totheother sites. Although
broadcasting of support countsdoesnot
discloseany information about individua
transactions, it may disclose somevalu-
ableinformation about each site, such as
datasize, exact support of each itemset,
and so forth, which may subsequently
breach the privacy of each site. Hence,
the challengeisto find global frequent
itemset F without revedingl (i.e., support)
of eachgte.

Inaddition, inadistributed associa
tion-rule-mining context, message ex-
change between different sitesisconsid-
ered one of themain tasks. Thistask be-
comes more expensive when each site
broadcasts large numbers of support
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counts. Indeed, the communi cation cost
of al distributed association-rule-mining
agorithmswill increasewhentheprivacy
of each siteisconsdered the primary ob-
jective. Hence, the problem can be de-
fined asfinding all association rulesfrom
variousdistributed steswithout reveding
the support countsof individua sitesand
without increasing the overall communi-
cation costs.

RELATED WORK

Several numbers of frameworks
have been proposed for maintaining the
privacy of associationrules(Atdlahetd.,
1999; Dasseni, Verykios, Elmagarmid, &
Bertino, 2001; Evfimievski et al., 2002,
Kantercioglu & Clifton, 2002; Rizvi &
Haritsa, 2002; Vaidya& Clifton, 2002).
However, most of them dedlt with sequen-
tid or centraized associaionmining. Min-
ing associ ation with secrecy konstraints
(MASK; Rizvi & Haritsa) was proposed
for acentralized environment tomaintain
privacy and accuracy of resultant rules.
This approach was based on simple,
probabilistic distortion of user data, em-
ploying random numbersgenerated from
apredefined distributed function. How-
ever, thedistortion processemployssys-
tem resourcesfor along period whenthe
dataset hasalargenumber of transactions.
Furthermore, if we usethisalgorithmin
the context of adistributed environment,
we need uniform distortion among vari-
oussitesin order to generate unambigu-
ousrules. Thisuniformdigtortionmay dis-
closeconfidentia inputsof anindividua
siteand may also breach the privacy of
data(i.e., exact support of itemsets), and

henceitisnot suitablefor distributed data
mining.

Evfimievski and his colleagues
(2002) presented arandomization tech-
niquein order to preserve privacy of as-
sociationrules. Theauthorsanalyzedthis
techniqueinan environment whereanum-
ber of clientsare connected to aserver.
Each client sends a set of items to the
server where association rulesare gener-
ated. During the sending process, thecli-
ent modifiestheitemset accordingtoits
own randomization policy, and asare-
sult, the server isunableto find exact in-
formation about the client. However, this
assumptionisnot suitablefor distributed
association-rulemining becauseit gener-
atesfrequent itemsetsby aggregating sup-
port countsof dl clients(i.e., Sites). If the
randomization policy of each sitediffers
from others, wewill not be ableto gener-
atethe exact support of anitemset. Sub-
sequently, the resultant global frequent
itemsetswill beerroneous. Hence, wemay
not be ableto discover useful rules. Fur-
thermore, thistechniqueindividudly dis-
guiseseach attribute, and dataquality will
degrade sgnificantly when the number of
atributesinadatasetislarge.

A new techniqueto preservethepri-
vacy of sendtiveknowledgeby hidingfre-
quent itemsets from large datasets was
presentedin Atallahet d. (1999). Theau-
thorsapply heuristicsto reducethe num-
ber of occurrencesto such adegreethat
itssupport isbe ow the user-specified sup-
port threshold. Dasseni et al. (2001) ex-
tended thiswork and investigated confi-
dentidity issuesof association-rule min-
ing. Bothworks assume datasetsarelo-
cal, and hiding someitemset will not af-
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fect the overall performance or mining
accuracy. However, in distributed asso-
ciation-rulemining, each Stehasitsown
dataset and asimilar kind of assumption
may causeambiguitiesintheresultant glo-
bal rulemodd.

Vadyaand Clifton (2002) presented
atechniqueto maintaintheprivacy of as-
sociationrulesinverticadly partitioned, dis-
tributed data sources (across two data
sourcesonly) where each datasite holds
someattributes of each transaction. How-
ever, if the number of digoint attributes
among thesiteishigh, thistechniquein-
curshuge communication costs. Further-
more, thistechniqueworked only for two
sites, henceitisnot scalable.

Recently, Kantercioglu and Clifton
(2002) proposed aprivacy-preserving as-
sociation-rulemining for horizontaly par-
titioned data(i.e., each Site sharesacom-
mon schemabut has different records).
Theauthorsproposetwo different proto-
cols. securing theunion of locally large
itemsetsand testing the support threshold
without revealing support counts. The
former protocol usescryptography to en-
cryptlocal support countsand, therefore,
itisnot possbleto find whichitemset be-
longstowhich site. However, it reveals
the number of itemsetshaving acommon
support. Thelatter protocol addsaran-
dom number to each support count and
findsexcess supports. Finally, these ex-
cess supportsare sent to the second site
whereit learnsnothing about thefirs Ste's
actual dataset size or support. The sec-
ond Siteaddsitsexcesssupport and sends
thevaueuntil it reechesthelast Site. How-
ever, thisprotocol canraiseacollusion
problem. For example, sitei andi +2in

thechain can colludeto find theexact ex-
cess support of sitei + 1. Furthermore,
thisprotocol only discoversan itemset,
whichisglobaly large, not the exact sup-
port of an itemset, and each site gener-
ates rules based on the local support
counts.

In this paper, we propose an effi-
cient techniquethat maintainsthe privacy
of distributed association-rulemining ac-
cording to asecure multiparty-computa
tiondefinition (Goldriech, 2001). Thepro-
posed technique findsthe exact support
of each global frequent itemset without
revealing the candidate support counts of
individua sites. The proposed technique
hasthe ability to minimizethe collusion
problem without increasing overal com-
munication costs. Furthermore, it elimi-
natesthereconstruction problem, which
israised when wedistort transactions by
using different randomization techniques.

PROPOSED METHOD

Inthissection, we propose ameth-
odology that maintainsthe privacy of dis-
tributed association-rulemining. First we
explaintherationaleof why each sitein
distributed association rulemining shares
its support count of all itemset with all
other sites. In the context of distributed
association mining, each participating Ste
needsto know whether anitemsetisglo-
bally frequent or not in order to generate
candidateitemsetsfor the next pass. With-
out that piece of information, distributed
asodidion-rule-mining dgorithmswill not
be able to generate global candidate
itemsets. Second, if any site generates
rules based on apartial support count of
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anitemset, inconsistency problems(i.e.,
confidenceof rulesat different stesmay
vary) will arise. Beforeembarking onthe
detailsof our proposed method, let usdis-
cussthe basic notations and assumptions
of thisframework.

Assumptions

» Dataset Model. Weassumethereare
N numbers of participating sites and
each of them hasitsown dataset. Each
transaction of the datasetshasa set of
items, and each item isrepresented by
anumber. The number of itemsin a
transaction may vary. The dataset of
each stemay be heterogeneous; how-
ever, theitems of each transaction at
different Steshavethe sametaxonomy
leve (i.e, hierarchy of items). Further-
more, each dataset isnot required to
havethe same number of transactions.
Only the aggregate support count will
alow ustoidentify whether anitemset
hasaglobal support threshold or not.

* Number of Sites. Theaim of thiswork
istofind theexact globa support of al
itemsatswithout reveding theexact sup-
port counts of each participating site.
However, when the number of partici-
pating Sitesisequa totwo, it becomes
very easy for both sitesto find out the
exact support countsof the other sites,
no matter what kind of secure compu-
tation we enforce (Vaidya& Clifton,
2002). Hence, we assume the number
of sitesparticipating with thisframe-
work isequal ton, wheren> 2.

To overcomethe above problem, one
may think of randomi zation techniques.
However, itisclear that if different Stes

distort their respective dataset using a
nonuniform, randomized function or
add and drop some of theitemsfrom
thetransaction, theresultant globd rule
model will beincong stent and, subse-
quently, will diminishthe objective of
digtributed association-rulemininginthe
first place.

¢ Characteristicsof Each Site. Each

Steparticipating indistributed associa-
tion-rule mining possessesaminimum
leve of trust. Idedly, itiseasier for any
distributed association-rule-mining a-
gorithmtomaintain privacy if all com-
putations are done by atrusted third
party. However, thiskind of solutionis
not feasibledueto variouslimitations.
Dueto thisreason, we assumethat all
participating Stesare semihonest Sites.
A semihonest Ste possessesthefollow-
ing characterigtics:
* followsmultiparty computation pro-
tocolscompletdly,
» keeps record of al intermediate
computation, and
* iscapableof deriving additiond in-
formation using thoseintermediate
records.

M ethodology

We now discuss how we generate
global association ruleswithout revealing
the exact support counts of participating
sites. Our proposed method isbased on
thefollowing analogy. For example, sup-
posewehavealargerea number Nc R,
whichisasumof two numberssuchasN,
andN,, whereN, c Rand N, c R, N, #
Oand N, # 0, and Risarea number. If
the value of Nisknown, and N, and N,
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Figure 2: Proposed Methodology
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(a) Obfuscation

are unknown, the value of N, or N, re-
mains private and secure until we know
theexact valueof either N, or N.,,

The proposed method uses the
aforementioned techniqueand considers
N, asan exact support count of anitemset,
N, asarandom number, and N asadis-
guised support count. It hastwo distinct
phases, namely (a) obfuscation and (b)
deobfuscation. In the obfuscation phase
asshowninFigure 2a, each support count
of acandidateitemset isobfuscated (i.e.,
an addition of exact support count and a
random number) and is sent to an adja-
cent site. Each adjacent sitethen aggre-
gatesitsobfuscated support count with
thereceiving support count, and sendsthat
aggregationtothenext site. Thissending
process continuesuntil it reachesthelast
site. When it reachesthelast site, it ag-
gregatesitsobfuscated support count with

(b) Deobfuscation

thereceiving support count. Wecall thisa
global obfuscated support count.

After computing the global obfus-
cated support count in the last site, the
method sendsthe global obfuscated sup-
port counts to the first site for
deobfuscation asshowninFigure2b. The
first Ste startsthe deobfuscation phase by
subtracting its own generated random
number from each of theglobal obfuscated
support counts and sendsto the adjacent
site. Each site subtractstheir respective
random number and sendstothenext Site
until it reachesthelast site. Whenthelast
site subtractsitsown generated random
number from the global obfuscated sup-
port count, wefind the exact global sup-
port of theitemset. Then, all global sup-
port countsare checked in order to prune
away each nonfrequent global itemset.
Finally, theglobal frequent support counts
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are sent to all other sites and each site
generates candidate itemsetsfor the next
iteration. Thisprocesscontinuesuntil there
areno more candidate itemsetsthat can
be generated from the previousfrequent
itemsets. To elaboratethisprocess, let us
explanusngthefollowing example.

Example: Supposetherearethreesites,
S, S, and S,. After thefirstiteration,
the global candidate 2-itemsets are
equal to { AB, AC, and BC}. Let the
local support counts of candidates of
siteS beequa to{5,3,and 4}, at S,
be equal to {10, 9,and 1}, and at S,
beequd to{5, 5, and 1} . Supposesites
S, S, and S, generate random num-
ber R, =100, R, =200, and R,= 200,
and each site obfuscatesitsown sup-
port count of candidate itemsets by
adding acorresponding random num-
ber with each support count. After per-
forming obfuscation, consider that site
S, sendsits obfuscated support counts
set (i.e., 105, 103, and 104) to site S..
When S receivesthese obfuscate sup-
port counts, it aggregatesits own ob-
fuscate support counts, { 210, 209, and
201}, with the receiving support
counts. Sinceeach Stesharesthesame
candidateitemset, thisaggregation op-
eration can be done on thefly. Upon
performing these tasks, site S, sends
obfuscate support counts set {315,
312, and 305} tosite S, that performs
the sametask asdoes site S, and fin-
ishestheobfuscation phase.

In the next phase (i.e.,
deobfuscation), site S, sendsthe global
obfuscated support count set { 520, 517,

and 506} to site S whereit subtractsa
random number R, from each element of
thoseitemsets. However, thissubtraction
doesnot reved any knowledgetosite S
asR issubtracted fromtheglobal obfus-
cate support count. Hence, the candidate
itemset support count of other sitesre-
mainshiddentosite S. After subtracting
R, site S sendssupport counts set { 420,
417, and 406} to site S, that subtracts
therandom number R, and sends support
countsto site S,. After subtracting ran-
dom number R,, site S, finds the global
supportscounts{ 20, 17, and 6} anddis-
coversgloba frequent itemsets. Sincethe
globa support countsisan aggregation of
al loca candidate support counts, itisnot
possiblefor site S, to discover the exact
support counts of the other sites(i.e., S,
and S) fromthat set.

One of theimportant outcomes of
the proposed method isthat it minimizes
thecollusonproblem. Thisisbecauseeach
Site obfuscates candidate support counts
withitsown random number, and that ran-
dom number issubtracted from globd ob-
fuscated support countson that particular
sitein order to perform deobfuscation.
Hence, it requiresn- 1 sitesof thechain
to colludeto find out the exact support
count of any site S.

Algorithms

A general distributed association-
mining agorithm hasthreedistinct phases:
(8 finding out thetotal number of overal
transactions, (b) finding global support
countsfor variousitemsets' lengths, and
(¢) generating global rules. Our proposed
method works in the same manner, but
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Figure 3: Obfuscation Procedure

Output: Obfuscated candidate support counts C,

Input: Local support counts C,
Obfuscate support counts C.;

R = generate_ random number () ;
for each element I of C {

I. =1+ R;

add (1))
if(c, == {})

Send(C,) ;
else{

aggregate (C,,Cp);

send(C&;

Figure 4: Deobfuscation Procedure

Input:

for each element I of Cf{
I, =I-R;
add (I,)

}

Send (C,) ;
else{

broadcast(FG);

Obfuscate support counts C.,
Output: Partial candidate support counts C, or
Global frequent itemset Fg

if (current site is not end site)

F, = generate_global_frequent_itemset (C,);

Random number R

obfuscatesand deofuscatesat every step.
Inthe beginning, all sitesgeneratelocal
frequent one-itemsetsbased onthesmple
distributed mining association (DMA) d-
gorithm (Cheunget d., 1996). After gen-
erating frequent 1-itemsets, each Stegen-
eratesarandom number, addsto the sup-
port count, and sends it to the adjacent
site (refer to Figure 3). This procedure
continuesfor dl different lengthsof candi-
dateitemsetsand finisheswhenthereare
no moreglobal candidateitemsets.

The pseudocode of the
deobfuscation procedureisshowninFig-
ure4. After receiving the obfuscated sup-

port count, each Site subtractsit by itsown
random number and sendsthe result to
the adjacent site. At the end of the
deobfuscation (i.e., atthelast site), it will
discover the exact global support of all
itemsetsand generatesthe globd frequent
itemsetsfrom that set. Finally, theseglo-
bal frequent support countsare broadcast
todl other Sites.

M essage Optimization
Indistributed association-rulemin-

ing, exchanging messagesamong differ-
ent sites is considered one of the main
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tasks. Thus, message optimization be-
comesanintegra part of it. However, our
method as described in the previous sec-
tion is not able to reduce the message-
exchangesize, asit accomplishestheglo-
bal support countsintwo roundsandin
each round it exchanges messages. To
reduce the message-exchange size, we
propose a further modification of our
method. We only follow the af oremen-
tioned method to discover a frequent
itemset of length 1. After that, each site
usesafunction f(x) to obfuscate the sup-
port countsby utilizing locd support counts
of those global frequent itemsetsrather
than arandom number. We usethelocal
support counts of global frequent candi-
dateitemsets, since other sitesknew the
obfuscated support count of anitemset,
but not the exact valueof it. Thefunction
f(X) can be calculated by using the fol-
lowingformula
f(x) =0, C; ..., 2

where O, isthe exact support count of a
k-itemset and C, isthesumof nlocal sup-
port of ak - 1-itemset. After generating
the obfuscated candidate support counts,
each stesendsthe support counts of can-
didateitemsetsto asinglesite, wherethe
global frequent itemsetsfor that iteration
will beobtained. Werefer tothesitesthat
send obfuscated support counts as send-
ersandthe sitesthat generatethe global
frequent itemsets as receivers. For ex-
ample, if therearethree sitesparticipating
intheprocess, two of themwill broadcast
the obfuscate support countsto thethird
site. Once the receiver site receives an
obfuscated local support from different

sender Sites, it aggregatesthemusing the
falowingformula

G, = YIWF .. (3

where G, istheglobal support count of a
k-itemset and F is the sum of n global
support of ak -1-itemset. Thesumof lo-
cal support of anitemset isequal to the
global support of that itemset. So, onecan

easly provethat FSZZCS .Asaresult,

i=1
when we add or subtract F from

Y (¥, itgivesustheexact global sup-
i=1

port of anitemset.

Toillustrate the above-mentioned
procedure, let us consider the example
showninTable 1. After thefirstiteration,
it discovers{ A, B, C} astheglobal fre-
guent one-itemsets. Then each sitegen-
erates candidate itemsetsand their sup-
port counts. In order to obfuscatethe sup-
port count of each itemset, they use For-
mulal (for each candidate k-itemset, C
isthe addition of local support counts of
all k- 1-itemsets, e.g., local support of A
and B for itemset AB) and send those ob-
fuscated support counts to the receiver
gtes Sincetherecaver Sterecaivesonly the
vaueof f(x), thisdoesnot tell theexact sup-
port count of anitemset. Itisonly abletodis-
cover thegloba support of each candidate
itemset by usng Formula3. Astheresult, we
will beabletodiminatethededtfuscationphase
of our proposed method and reduce the
message-exchangesize.
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Table 1. Example

Global Frequent Candidate
k- |teﬂeg; Local Supportat | +1- Item Set f(x) Global k+1- Item Set
Name | Fg Different Sites Name | Og | Cs | Og+ Cg Name|X f(x)| Gs
A 70 AB 10 120 130
A 150 S B 50 AC 25 105 130 AB 335 60
C 35 BC 30 85 115
A 40 AB 25 85 110
B 125 S B 45 AC 40 75 115 AC 370 90
C 35 BC 20 80 100
A 40 AB 25 70 95
C 130 S3 B 30 AC 25 100 125 BC 315 60
C 60 BC 10 90 100

Complexity Analysis

After thefirgt iteration, the proposed
algorithm sends support countsof candi-
dateitemsetsto asinglesite, wherethe
global frequent itemsetsthat passwill be
calculated. Thesitesthat are sending lo-
cal support countsarereferred to asthe
sendersand the sitethat generatestheglo-
bal frequent itemsetsisthereceiver. Since
all sender sites obfuscate the support of
each itemset using Formula2 and sends
those obfuscated supportsto thereceiver
dite, thereceiver Steisunableto generate
the exact support of any itemset and can
only generate the global support of all
itemsets. For example, if therearethree
sites, two of them broadcast their local
support counts of candidate itemsetsto
thethirdsite. Thethird siteisresponsible
for generating globd frequent itemsets of
that iteration. Thetotal number of mes-
sage broadcasts from a sender siteto a
receiver siteisequal to (1* |C|). Wecan
caculatethetota messagesizeusing For-
mula4.

Tm&ssages :i(n_l)*c (4)

wherenisthetotal number of sitesand C
isthenumber of candidateitemsets.

Oncetherecever Stegeneraesglo-
bal frequent itemsets, it broadcaststhose
itemsetsto dl sender Stes. Thetotal num-
ber of message broadcasts from there-
ceiverisequa to(n-1* |F[). Thetotal
message-broadcasting sizeistheaggre-
gateof sender andrecelver Stes messages
and can be calculated by using thefol-
lowingformula

Tressges = (N=D) *C+(n-1)* F, ...(5)
where nisthe number of sites, Cisthe

candidate itemsetsand, F ; isthe global
frequent itemsets.

Example 1. Consider there are three
sites, S, S,, and S,. After thefirst it-
eration, supposethe set of large one-
itemsets= {A, B, C}. Consider inthe
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Table 2: Data Set Characteristics

Transaction- Number of Number of
Name SizeAvg. | Digtinct ltems Records
Cover Type 55 120 581012
Connect-4 43 130 67557
BMSWEB-View-1 2 497 59602
BMSWEB-View-2 5 3340 75512

next iteration that each site has candi-
date itemsets equal to { AB, AC, and
BC}. If weconsider sitesS and S, as
sendersandsite S, asthereceiver, then
after the second iteration, the support
countsof S = {AB, AC, and BC} and
S ={AB, AC,and BC}. Thesewill be
sent to the receiver site S, wherethe
globa frequent itemset of thisiteration
will be generated. Consider theglobal
frequent itemsetsof thisiteration are
equal to{ ABand BC}; siteS, will then
broadcast them to all sender sites. If
we calculate the total message size,
thenwefind the PPDAM only broad-
casts 10 messages.

PERFORMANCE
EVALUATION

We have done an extensive perfor-
mance study on our proposed message-
reduction techniquesto confirm our anay-
sisof itseffectiveness. A client-server-
based distributed environment is estab-
lishedin order to eval uate the message-
optimizationtechnique. Initia evauation
wascarried out onfour different Stes. Each
Stehasareceving and asending unit and
listensto aspecific port in order to send
and receivethe support counts.

We have also implemented a se-
quentia association-mining agorithmus-
ing Java 1.4 and replicated thealgorithm
tofour different sitesto generate candi-
date support countsof each site. Each site
generatesarandom number using apseu-
dorandom-number generator to obfuscate
support counts.

Four redl datasetsarechosenfor this
evaluation study. Table 2 showsthechar-
acteristicsof thedatasetsthat areusedin
thisevaluation. It showsthe number of
items, the average size of each transac-
tion, and thenumber of transactionsof each
dataset. The Cover Type and Connect-4
datasetsaretaken from the University of
Cdifornia, Irvine, machinelearning data-
set repository (Blake & Merz, 1998),
whereas BMS-Webview-1 and BMS-
Webview-2 arereal-world datasets con-
taining several months worth of click-
sream datafroman e-commerce Web site
and aremade publicly available by Blue
Martini Software (Kohavi, Broadley,
Frasca, Mason, & Zheng, 2000).

To deploy he distributed associa-
tion-mining algorithm, we divide al
datasetsinto four different partitionsand
assigntothemfour different sites. Inor-
der toreduceidentica transactionsamong
different sites, each of these partitioned
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Table 3: Accuracy

Data Set Supports | No. of Sites Total No. of Global Frequent Item Sets Accuracy
Traditiona Approaches PPDAM

0.2% 4 166171 166171 100%

Cover Type 0.4% 4 216018 216018 100%
0.6% 4 305485 305485 100%

75% 4 1612127 1612127 100%

Connect-4 80% 4 541591 541591 100%
85% 4 144751 144751 100%

0.068% 4 752076 752076 100%

BMS-Webview-1| 0.074% 4 61955 61955 100%
0.08% 4 20800 20800 100%

0.06% 4 86391 86391 100%

BMS-Webview-2| 0.067% 4 67072 67072 100%
0.075% 4 52678 52678 100%

datasetswasgenerated in such away that
each partition has 75% of thetransactions
of theorigina dataset.

Accuracy isone of themain objec-
tives of data mining. Our proposed
PPDAM method obfuscates and
deobfuscatesthe candidate itemset sup-
port count during the mining process.
Therefore, such processescreate new re-
quirementsto show whether the PPDAM
can generate the same number of global
frequent itemsetswhen we generate the
global frequent itemsetsinthetraditiona
distributed association-rule-mining ap-
proach. Table 3 shows the accuracy of
our proposed approachinglobal frequent
itemsetsgeneration. Fromthetable, itis
clear that our proposed method generates
the same number of global frequent
itemsets as the traditional approaches.
Thus, the accuracy of our method isthe
sameasthat of thetraditional approach.

Itisimportant to discusstheratio-
nal e behind the next experimentsbefore
we proceed. Oneof thekey performance

improvements sought in variousdistrib-
uted associ ation-rule-mining algorithms
(Agrawa & Shafer, 1996; Cheunget al.,
1996) isinmessage optimization. Asthese
algorithms are based on the sequential
Apriori algorithm (Agrawal & Srikant,
1994) or extensonsof it, the performance
variesdueto the message-broadcasting
technique. Theintention behind distributed
association mining i sto reduce communi-
cation cost. Hence, those improvements
areasignificant achievement in the con-
text of distributed association mining.
Inaddition, al existing privacy pre-
serving association rulemining agorithms
(Evfimievski etd., 2002; Kantercioglu &
Clifton, 2002; Vaidya & Clifton, 2002)
arederived fromwell-known agorithms
suchascount distribution (CD) and DMA
(Cheung et a., 1996). Thosederived a-
gorithmswork in the same manner except
they areinvolved in extracommunication
to generate aglobal rule model. There-
fore, the efficiency of our proposed
method over the existing algorithms can
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Figure 5: Comparative Total Communication Costs
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beclearly exposed if wecompareit with
theoriginal algorithmsrather thanthede-
rived PPDAM dgorithms.

Before we compare the message-
broadcasting method of our proposed
PPDAM techniquewith CD and DMA,
itisimportant to know in detail how these
algorithms broadcast messages. For ex-
ample, the CD agorithm generates sup-
port counts at each local site and broad-
caststhemtoall other sites. All sitescan
then find the global frequent itemsetsfor
that pass. Since each participating site
generatessupport countsfromthefrequent
itemset of previous pass, only support
countsof thoseitemsetswill beenoughto
generate global frequent itemsets of that
pass.

TheDMA dgorithm (Cheungetd.,
1996) introducesanew optimization tech-

nique to reduce message-broadcasting
costs. For every locdl, largeitemsst, it as-
signsapooling Stethat sendsarequest to
check whether thet itemsetisglobdly large
or not. When apooling Sitereceivesare-
ques, it sendsapooling requesttodl other
remote sites except the originator site.
Uponreceiving thepooling request, it com-
putesthe heavy itemsetsand sendsthem
to al other sites. However, when asite
sendsapooling request, it not only sends
thesupport count of that itemset, but a so
sendsthenameof that itemset (Cheung et
al.). Asaresult, it increases the broad-
casting cost in some cases. It isworth
mentioning that both CD and DMA are
nonsecure paralld or distributed associa
tion-mining agorithms, meaning that none
of them maintainthe privacy of individua
sites inputs. Toensureprivacy, twoago-
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rithmsthat are extensonsof DMA were
proposed (Vaidya& Clifton, 2002). How-
ever these algorithms took n roundsin
comparisonwith DMA, whichtook one
singleround in order to generate global
support count. Asaresult, they exchange
moremessagesthan DMA.

Figure4 depictsthetotd Szeof mes-
sages (i.e., number of bytes) transmitted
by PPDAM, DMA, and CD in order to
generateglobd frequent itemsatsfromdif-
ferent datasets. Depending on the char-
acteristics of each dataset, we vary the
support-threshold value. To generate a
reasonable number of global frequent
itemsets, we use a very high-support
threshold for dense adataset and alow-
support threshold for asparse dataset.

The message Sizewasmeasured by
assuming 4 bytesfor each support count
and 4 bytes for each candidate itemset
name. We keep 4 bytesfor each candi-
dateitemset name asthere are not only
large numbersof candidateitemsets, but
al so each dataset generates|ong candi-
dateitemsets(i.e., number of itemsinthe
itemsetislarge). Smilar assumptionsare
asomadein other distributed association-
rule-miningagorithms.

From the above comparison be-
tween PPDAM, DMA, and CD asplot-
tedinFigure5, itisclear that the PPDAM
agorithm exchangesfewer messages. In-
deed, inall cases, PPDAM reducescom-
munication cost by 60% to 80% com-
pared to CD. Using the CD algorithm,
eech Steexchangesmessageswithdl other
sitesafter every pass, and hencethemes-
sage-exchangesizeincreaseswhenwein-
crease the number of sites. In contrast,
PPDAM transmits 25%to 50% lessmes-

sagescompared withDMA. TheDMA
algorithm exchanges more messages be-
causethepolling site sendsand receives
support countsfrom remotesites. Further,
it sends support counts of theglobal fre-
quentitemset toal Sites. Consequently, it
increasesthe message size. Onthe con-
trary, using our proposed method, each
site sendsits support countsto asingle
steand recelvesthegloba frequent sup-
port count fromasinglesite. Hence, itre-
ducesthe number of broadcasting opera-
tions. Furthermore, thelocd pruning tech-
niqueof DMA effectively worksonly when
different siteshave beenverticaly frag-
mented, sparsedatasets. However, thiswill
not be ableto pruneasignificant number
of candidateitemsetswhen each siteuses
horizontally fragmented datasets.

CONCLUSION &
FUTURE WORK

Privacy-preserving mining of asso-
ciationruleshasbecomeoneof theactive
researchissuesinrecent years. However,
maintaining privacy indistributed associa
tion-ruleminingismoredifficult thaninthe
centralized approach. In this paper, we
propose amethodology — PPDAM that
efficiently generatesdistributed associa
tion ruleswithout revealing the support
countsof each ste. The proposed method
generatesrulesbased on theexact global
support of anitemset. Theresultant rule
model achieved by thismethodisthesame
asif one generatesit using some of the
well-known distributed or parallel algo-
rithms. The proposed method does not
digtorttheorigind dataset andfor thisrea-
son, it doesnot require any further com-
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putational costs. Nevertheless, theperfor-
mance eval uation showsthat the overall
communication cost incurred by our pro-
posed methodislessthan those of the CD
and DMA dgorithms.

Distributed association-rulemining
hastheability tofind out rulesbeyondthe
organization boundaries. Inthefuture, we
plan to investigate how the association-
mining agorithm can beemployed ondif-
ferent datasetsthat do not shareany com-
mon feature. Wealso planto investigate
how we can maintain privacy insuch a
scenario.
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